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Abstract 
This Spotlight examines the social and ethical implications of 
eHealth applications in Ireland. eHealth is at an early stage of 
development in Ireland and is considered a critical enabler of 
the desired transformation of the Irish health system into a more 
integrated, patient centric, and efficient system. The first 
chapter examines the concept of eHealth. The second chapter 
identifies ethical and social opportunities and challenges 
associated with the technology. The third chapter discusses 
eHealth and policy in Ireland. The Spotlight concludes with 
policy issues. 
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Glossary 
Artificial Intelligence (AI): software that allows a device or application to complete a task without 
human interference (autonomously). 

Big data: extremely large, complex datasets with great diversity: these datasets are generated, 
distributed and collected with high speed. 

Clinical decision support systems: software to assist healthcare professionals with making 
clinical decisions at the point of care. The support is based on patient data.  

Data analytics: the processing of data to unlock insights and find new information. 

Data Protection Act 2018: Irish national law on privacy and data protection. The act also includes 
the Irish interpretations of implementing General Data Protection Regulation (GDPR).  

eHealth: eHealth is the use of information and communication technology (ICT) to improve 
prevention, diagnosis, treatment, monitoring and management of health-related issues and to 
monitor and manage lifestyle-habits that impact health. 

Electronic health record: Systems to store medical records of patients digitally. Electronic health 
records can contain a wide range of information, including demographics, clinical history, and 
billing information.  

ePortals: Electronic patient portals offer patients, or their carers, secure access to electronic 
health records and ability to communicate with healthcare staff and/or allows them to input to their 
healthcare record. 

ePrescribing: a system to digitally transmit medical prescriptions from healthcare professionals to 
pharmacies.  

General Data Protection Regulation (EU 2016/679) (GDPR): European Union (EU) law on data 
protection and privacy in the EU and the European Economic Area. 

Genomics: the study of a person’s complete set of DNA (all of a person’s genes – the genome). 

Health literacy: the ability to find and use information to make decisions about health-related 
issues and lifestyle habits influencing health. 

Individual health identifier (IHI): is a unique number to identify individual health service users 
accessing health and social care services. 

Information and communication technology (ICT): an umbrella term to describe any 
communication device or application, including smartphones, computers, satellite systems. 

Integrated care: model of care where healthcare organisations structurally coordinate health 
services across a population to present that population with continuity of care. 

Internet of Things: a network of objects connected with sensors that interact and exchange data 
with each other and other systems over the internet. 

Message board: a site where people can post messages and have online discussion. 

Mobile health (mHealth): medicine and public health supported by mobile devices, such as 
smartphones, tablets and wearable devices. 

http://www.irishstatutebook.ie/eli/2018/act/7/enacted/en/html
https://eur-lex.europa.eu/eli/reg/2016/679/oj
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Multimorbidity: living with two or more chronic conditions at the same time. The number of people 
affected by multimorbidity in Ireland is increasing.  

National Electronic Health Record (EHR): a comprehensive and combined solution that supports 
the creation and sharing of key patient information. 

National electronic patient summary: national system to provide clinicians access to a summary 
of clinical information at the point of care. 

Patient administration systems (PAS): the digital administrative system in a healthcare 
organisation, which includes the patient’s demographics and the patient’s encounters with the 
organisation. 

Patient centred care: a model of healthcare where the health needs and interests of individual 
patients are driving healthcare decisions and outcomes. Patients participate actively in care and 
collaborate with the health professionals on decisions. 

Personal health record: health records containing healthcare-related data that are managed and 
shared by the patient. 

Precision medicine: medical care tailored to specific individuals or small groups of patients based 
on data. 

Predictive diagnostics: the detection of early signs of health issues for a timely intervention 
based on data. 

Telehealth: the facilitation of remote clinical consults between patient and healthcare practitioner 
through information and communication technology (ICT). 

Wearable technology (wearables): wearables can be worn or carried by the user or implanted in 
the user’s body. They are equipped with sensors that can sense bodily signals, such as heartrate.  
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Summary 
Multiple national policies promise to revolutionise healthcare in the next ten years through 
application of electronic health (eHealth) technologies - the use of ICT for health-related issues 
and lifestyle-habits that impact health. Their value has been demonstrated during the current 
COVID-19 pandemic - which revealed the critical role of eHealth applications in enabling the 
delivery of vital remote healthcare and the importance of being able to obtain timely access to 
accurate data.  

eHealth solutions are often complex, large-scale projects with significant economic, social and 
ethical implications. However, realising the benefits of eHealth is not simply a technological 
endeavour, it requires careful attention to the interdependencies between people, process and 
technology. This Spotlight shows that a failure to address these interdependencies can lead to 
undesirable outcomes, such as a privacy breaches, wasted monies and project collapse. It 
explains eHealth, its promises and pitfalls, and provides a framework for understanding the social 
and ethical implications of these new technologies.  

The main policy issues are:  

• Irish policy and debate ascribe eHealth the ability to transform the Irish care delivery 
system to a more patient-centric, integrated and cost-effective system. Much activity exists 
in Ireland around eHealth. Prominent reports and policy documents mention eHealth, such 
as The Programme for Government, Sláintecare, and the Project Ireland 2040 National 
Development Plan. In the last ten years, national projects, such as the individual health 
identifier and ePrescribing have been (partly) rolled out. Other cornerstone projects, such 
as a national electronic health record, are under development.  

• The social and ethical values of stakeholders, their organisations, and the cultural and 
political context impact the success of eHealth applications. For a successful adaptation of 
technology, we need to carefully consider the social and ethical values that are important 
within the Irish context. A failure to address these values may lead to public backlash, lost 
investments or suboptimal functioning of the technology. Social and ethical values of 
eHealth can be considered at the earliest stage of a technology’s lifecycle, so scrutiny of 
these values is important at this early stage of the eHealth transformation.  

• Irish policy and debates are not explicit about social and ethical concerns. Health 
technology assessments, ethical impact assessment, or guidance documents can be 
valuable tools to highlight and address ethical and social concerns. This research found no 
systematic approaches in Irish policy to address ethical or social implications of eHealth. 
The Health Service Executive (HSE) or Health Information and Quality Authority (HIQA) 
appear to be well placed to provide leadership in this area. HIQA has expertise in health 
technology assessments and the HSE has expertise in guidance documents.  

• The focus on the ethical and social implications is as much about realising benefits as 
managing risks. The relevant reports and debates mostly focus on the benefits of eHealth 
for health service improvement, such as improved cost-efficiency and patient experience, 
and indirect benefits of eHealth, such as its potential to function as a driver for economic 
activity. Although these are pertinent, other relevant benefits exist. Reaping these benefits 
will optimise the outcomes of developing or using the technology. Questions to consider 
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include: how can eHealth improve the work experience of clinicians and the patient-clinician 
relationship or make communication in clinical care more secure?  

• Compared to EU policies, Irish policies concentrate less on social and ethical challenges. 
The challenges discussed in Irish policy documents concern almost exclusively data 
protection and privacy. However, other challenges can be equally as important. For 
example, who will benefit most and who will benefit least and are the benefits and risks 
divided fairly? What influence can the developer exert over the care process and how 
dependent on the vendor is any given project? A failure to address these and other 
challenges can have a negative impact on the success of the technology.  

The first chapter of this Spotlight explains the concept of eHealth. eHealth has three core 
functions: it facilitates the capturing and storing, distribution and access, and analysis and 
application of health data. eHealth applications can have many potential users, from clinicians and 
patients, to managers or researchers. Data processed can include health data about a person but 
also include data from health services providers for the management of health-related issues. 

eHealth can enable health service improvements: improvements of individual experience of care; 
improvements of the health of populations; per capita reductions of spending on care; and 
improvement of the clinician experience of providing care. Besides the direct benefits of eHealth to 
health services, there are also indirect benefits to the promotion of eHealth: economic activity, a 
source for knowledge generating activities, driving change, and promoting digital and health 
literacy skills. 

Chapter two examines the ethical opportunities and challenges of eHealth. The digitisation of 
health and healthcare offers many new abilities and opportunities. However, it also brings new 
challenges. 

Social and ethical values of eHealth can be considered at the earliest stage of the technology’s 
lifecycle. They can help guide the design, development, implementation, and use of the 
technology, and guide the processes and ethos needed for eHealth to be successful. A failure to 
address ethical and social concerns may negatively affect the adoption and ability to fully realise 
the benefits of the technology.  

The literature showed a wide variety of social and ethical challenges and opportunities.  

 

The third chapter examines Irish and EU eHealth policy. eHealth in Ireland is still at an early 
stage of development but it has featured prominently in Irish national policy in the last ten years. In 
the next ten years a further transformation of Irish health services, enabled by eHealth, is 
expected. Reports, such as the eHealth Strategy for Ireland (2013), Sláintecare Report (2017), and 
Project Ireland 2040 (2018) have stressed the potential of eHealth to improve the Irish healthcare 
system. Reports from different government bodies have been analysed and scanned for the 
benefits and technologies they mention.  
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Background 
The purpose of the research behind this Spotlight is to identify policy issues from an ethical and 
social standpoint when examining eHealth technologies. 

All over Europe, healthcare systems are faced with increasing pressures to deliver high quality 
healthcare for all its citizens. These pressures arise from an increasing level of demand for and 
complexity of care due to an ageing population, increased multimorbidity, and higher public 
expectations.1 However, healthcare systems are struggling to find adequate resources to ensure 
high quality care for every citizen. In Europe, the number of hospital beds and healthcare workers 
are decreasing, while staff burnout is high.2  

The current pandemic has emphasised the potential value of eHealth for healthcare. To maintain 
social distancing during the pandemic, a consult by phone or videoconference is a safe alternative 
for both patients as well as healthcare professionals when in need of medical advice. Telehealth is 
the facilitation of remote clinical consults between patient and medical practitioner through ICT and 
is an example of eHealth. Since the beginning of the COVID-19 pandemic, telemedicine has 
increased fivefold in Ireland.3 More than one in five people in Ireland have now experienced 
telemedicine. 

However, the development and implementation of eHealth solutions have social and ethical 
implications. These can lead to undesirable outcomes if unaddressed, such as a loss of privacy, 
wasted monies and project collapse.4 Therefore, research in the Irish context into the ethical and 
social implications from eHealth is especially relevant at this early stage, as many applications 
expected to form the Irish eHealth infrastructure are still in the process of being designed, 
developed, or implemented. 

The research question addressed in this Spotlight is the following:  

What are the policy issues from an ethical and social standpoint when examining eHealth 
technologies in Ireland? 

The research question will be divided into three subsections. The first subsection explains the 
concept of eHealth and identifies eHealth technologies (chapter 1). The second discusses the 
ethical and social values associated with eHealth (chapter 2). The third and final examines eHealth 
policy in Ireland and the EU (chapter 3). The Spotlight concludes with ten policy issues.   

 

 
1 Sidsel M Runz-Jørgensen, Michaela L Schiøtz, and Ulla Christensen, “Perceived Value of EHealth among 

People Living with Multimorbidity: A Qualitative Study,” Journal of Comorbidity 7, no. 1 (August 24, 2017): 
96–111,; R.M.J.J. van der Kleij et al., “SERIES: EHealth in Primary Care. Part 1: Concepts, Conditions and 
Challenges,” European Journal of General Practice 25, no. 4 (2019): 179–89. 

2 Deloitte Centre for Health Solutions, “Digital Transformation: Shaping the Future of European Healthcare” 
(Deloitte LLP, September 2020). 

3 Behaviour & Attitudes, “Medical Council Press Release: Five-Fold Increase in Use of Telemedicine in 
Ireland since Start of Pandemic,” November 25, 2020. 

4 T. Jacquemard, C.P. Doherty, and M.B. Fitzsimons, “Examination and Diagnosis of Electronic Patient 
Records and Their Associated Ethics: A Scoping Literature Review,” BMC Medical Ethics 21, no. 1 (2020). 

https://doi.org/10.15256/joc.2017.7.98
https://doi.org/10.15256/joc.2017.7.98
https://doi.org/10.1080/13814788.2019.1658190
https://doi.org/10.1080/13814788.2019.1658190
https://www2.deloitte.com/content/dam/Deloitte/nl/Documents/public-sector/deloitte-nl-shaping-the-future-of-european-healthcare.pdf
https://banda.ie/press-release-medical-council/#:%7E:text=Previous-,Medical%20Council%20Press%20Release%3A%20Five%2Dfold%20increase%20in%20use%20of,Ireland%20since%20start%20of%20Pandemic&text=Wednesday%2C%2025th%20November%202020%3A%20Detailed,2020%20by%20the%20Irish%20public
https://banda.ie/press-release-medical-council/#:%7E:text=Previous-,Medical%20Council%20Press%20Release%3A%20Five%2Dfold%20increase%20in%20use%20of,Ireland%20since%20start%20of%20Pandemic&text=Wednesday%2C%2025th%20November%202020%3A%20Detailed,2020%20by%20the%20Irish%20public
https://doi.org/10.1186/s12910-020-00514-1
https://doi.org/10.1186/s12910-020-00514-1


Library & Research Service | L&RS Spotlight 8 

eHealth 
Information and Communication Technology (ICT) is becoming more and more pervasive in Irish 
society. Many aspects of our everyday lives are digitised. Our social interactions take place on 
social media. We buy our shopping through apps on our smartphones. We play our music through 
smart speakers and watch movies on smart televisions. Even our fridges have become smart. In 
this Spotlight we discuss the digitisation of health. The digitisation of health is often described 
using the term ‘eHealth’. Similarly, to other aspects of our lives, health is becoming increasingly 
digital. We measure bodily functions, such as heartrate, using a watch. Our phones can store 
copies of our medical records ready for use in medical emergencies. Clinicians can send 
prescriptions directly to pharmacies without delay.  

This chapter informs readers about eHealth and its current state. In this chapter, eHealth and its 
different shapes and forms are explained. It provides conceptual clarity around eHealth by 
discussing a definition of eHealth, and the different functionalities, users and types of data of this 
technology. Rather than identifying individual technologies, it explains a framework to help identify 
eHealth applications. The findings of this chapter describe the multitude of technologies collectively 
called eHealth. In addition, it also provides reasons why eHealth is designed, developed, 
implemented and used and the factors required for a successful adaptation of eHealth.  

Methodology 
This chapter is the result of a horizon scanning exercise combining sources from different types of 
literature. The chapter summarises academic literature such as journal articles and literature 
reviews and uses grey literature, for example, government reports, output from research institutes, 
newspaper articles, and magazines.  

What is eHealth? 
eHealth is a term to describe a set of digitising technologies in the health domain. The term 
‘eHealth’ stands for ‘electronic health’. Despite the term’s widespread use, there is no consensus 
about its definition5. This paper uses the EU’s definition of eHealth: 6 

The definition of eHealth covers a wide spectrum of technologies. eHealth is an umbrella term and 
includes electronic health records, ePrescribing, and telehealth. One way to think about eHealth is 
that the technology has at least one or more of three core functions: (1) the capturing and storing, 
(2) distribution and access, and (3) analysis and application of data related to delivery of 

 

 
5 Tim Shaw et al., “What Is EHealth (6)? Development of a Conceptual Model for EHealth: Qualitative Study 

with Key Informants,” J Med Internet Res 19, no. 10 (October 24, 2017): e324. 
6 European Commission, “EHealth: Digital Health and Care,” accessed December 16, 2020. 

eHealth is the use of ICT to improve prevention, diagnosis, treatment, monitoring and 
management of health-related issues and to monitor and manage lifestyle-habits that 
impact health. 

https://doi.org/10.2196/jmir.8106
https://doi.org/10.2196/jmir.8106
https://ec.europa.eu/health/ehealth/home_en
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healthcare and services.7 
 
Figure 1 Core functions of eHealth 

 

These core functions are described here in more detail:  

A) Collection and storage of data: eHealth applications include instruments to capture and 
store health-related data. Choices around the design of an eHealth application can 
influence what information can and will be available to improve health-related issues and 
lifestyle-habits. The design of an electronic health record will influence what information a 
clinician can use: can a doctor leave personalised notes or can he or she only select 
options from a dropdown menu? These choices consequently will also impact the benefits 
expected from eHealth. 
Examples of eHealth that capture and store health-related data: wearable devices, 
monitoring equipment, electronic health records  

B) Access and distribution of data: eHealth applications include instruments to distribute 
and access health-related data. The design of an eHealth application also determines to a 
large extend who can access data and how well data is protected. Some electronic health 
record systems give patients access to their health information via an electronic portal.  
Examples of eHealth: personal health records, national electronic patient summary, 
ePrescribing. 

C) Analysis and application of data: eHealth applications include instruments to analyse 
health-related data and improve health-related issues. The shared information can be 
analysed and used to improve health-related issues and lifestyle-habits. Sometimes the 
analysis of information is automated. Artificial intelligence (AI) can be used to improve the 
speed and accuracy of diagnoses, identify details invisible to the human eye, and help 
provide diagnoses to patients living in remote areas without access to medical practitioners. 
Examples of eHealth: Artificial intelligence, clinical decision support systems 

All eHealth applications have some or all these functions. Increasingly these functions are 
automated and combined in the same application allowing these eHealth devices to function 

 

 
7 T. Jacquemard, C.P. Doherty, and M.B. Fitzsimons, “The Anatomy of Electronic Patient Record Ethics: A 

Framework to Guide Design, Development, Implementation, and Use,” BMC Med Ethics Accepted for 
publication (2021). 
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autonomously with minimal human interference.8 For example, diabetes mellitus patients need to 
control their glucose levels. A continuous glucose monitor can measure the glucose levels of the 
patient through sensors. The sensor transfers signals to a computing device that analyses this 
information through algorithms. Based on the outcomes, insulin infusion is adjusted accordingly to 
control glucose levels. In case of unexpected glucose levels, the device warns the patients.9 This 
creates a feedback loop where technology can autonomously improve health and health-related 
matters with minimal human interference. 

The definition of eHealth does not specify who eHealth users are. Many actors can benefit from 
access to health data. Patients, healthcare professionals and healthcare management and 
administrators are the most obvious users of eHealth. Health service providers can offer telehealth 
services, store medical records electronically, and create portals for patients to digitally access 
their information. Management and administrators can use eHealth for monitoring and evaluation 
of service performance, use data to plan service improvements or new services. They may 
implement technology for billing, patient administration systems (PAS), or the digital rostering of 
healthcare staff. eHealth can also be used by people outside clinical care. People without an 
underlying condition, researchers, insurers, policy makers and regulators can use eHealth to 
benefit health or health-related issues as well. Persons without an underlying medical condition 
can use fitness trackers to pro-actively improve their lifestyle to prevent themselves from becoming 
ill or use websites to find information about a health-related issue. Policymakers can use health 
data to inform decisions to support public health policies. Researchers can use eHealth data and 
data analytics to find new clinical pathways, create more personalised medicine or unlock insights 
about disease progression and response to treatment. Insurers can use eHealth applications to 
streamline communications with healthcare providers. The ease with which eHealth data can be 
captured, shared, and processed opens a whole new set of possibilities to use information for 
purposes previously unthinkable.  

Finally, the definition does not clearly articulate what sources of data are included. For simplicity, 
two types of sources for health data are identified. The sources of data are an indication of the 
ubiquity of digitisation technology in the health domain: 

1) Health data about people: eHealth can process personal health data about individuals. 
These can be patients, but increasingly people without health-related issues use eHealth 
applications to assist them to maintain their health. Sources of health data about people 
include:  

a. Data captured by placing the device (at least partly) inside the body, for example, a 
glucose monitor.  

b. Data captured by devices carried by the person, for example, a step counter or a 
heart rate monitor.  

 

 
8 Linda Kool et al., “Urgent Upgrade: Protect Public Values in Our Digitized Society” (The Hague: Rathenau 

Instituut, 2017). 
9 Ralf Dudde et al., “Computer-Aided Continuous Drug Infusion: Setup and Test of a Mobile Closed-Loop 

System for the Continuous Automated Infusion of Insulin.,” IEEE Transactions on Information Technology 
in Biomedicine 10, no. 2 (April 2006): 395–402. 

https://www.rathenau.nl/sites/default/files/2018-03/Urgent_Upgrade.pdf
https://doi.org/10.1109/titb.2006.864477
https://doi.org/10.1109/titb.2006.864477
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c. Data captured by devices in a person’s environment. For example, voice recognition 
devices and software, such as Amazon Alexa, can be used by patients to give care 
teams updates on their health after surgery.10  

d. Data can include self-assessment scores, for example, surveys through ePortals. 
2) Organisational interactions: 

a. eHealth can process organisational data about patients, e.g. clinicians’ observations 
are captured in electronic health records. 

b. eHealth can process interactions and communications between patient and clinician 
through technology, such as telehealth and ePortals.  

c. Organisations exchange information about patients. Hospitals and other service 
providers may bill health insurers. Health service providers may send prescriptions 
to pharmacists.  

d. eHealth can aim to improve the management of health services. eRostering, the 
digital rostering of healthcare staff, is an example of this. 

Why promote eHealth? 
The most obvious driver for the development of eHealth is its potential to promote the health of 
people or improve health services. The potential benefits of eHealth are described in Figure 2 
below.  
 
Figure 2 Benefits of eHealth 

 

A consideration of eHealth’s role in promoting health, makes it worthwhile to consider definitions of 
health. The World Health Organization (WHO) defines health as: 

“a state of complete physical, mental and social well-being and not merely the absence of 
disease or infirmity.”11  

 

 
10 Sarah Perez, “Amazon Alexa Launches Its First HIPAA-Compliant Medical Skills,” Techcrunch, April 4, 

2019. 
11 World Health Organization, “Preamble to the Constitution of the World Health Organization as Adopted by 

the International Health Conference, New York, 19-22 June, 1946,” Technical Report, Constitution of the 
World Health Organization (Geneva, Switzerland: World Health Organization, 1948). 

https://techcrunch.com/2019/04/04/amazon-alexa-launches-its-first-hipaa-compliant-medical-skills/
https://www.who.int/governance/eb/who_constitution_en.pdf
https://www.who.int/governance/eb/who_constitution_en.pdf
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The WHO adopted this definition in 1948 and it has not been changed since. Recently, the 
adequacy of this definition has been challenged. An unwanted consequence of the definition is that 
only very few people would be considered healthy, especially considering the increase of 
multimorbidity – people affected with two or more chronic conditions at the same time - and 
longevity of the population.12  

How you define health is important because it can impact policy.13 Following the WHO definition, 
full physical recovery should be a priority. However, chronic disease is increasing, chronic 
conditions that were previously fatal are now more treatable and people are living longer lives with 
chronic conditions. Consequently, chronic disease is the biggest cost and resource burden to 
health services. Where someone is living with a long-term or chronic condition, the ability to 
proactively manage their condition becomes more important. A focus on the ability to cope with a 
disease is also a more realistic approach, especially in the face of increasing levels of 
multimorbidity. Patients may be unable to fully recover, but they might learn to manage their 
disease. 

One suggestion is a more positive definition of health, which emphasises the capabilities of the 
patient to manage their health-related issues.14 Alternatively, health is sometimes defined “as the 
ability to adapt and to self-manage, in the face of social, physical and emotional challenges”.15 As 
will be discussed below, this definition closely aligns with underlying ideas about eHealth, which 
focuses on patient empowerment, patient-centred care and lifestyle habits and the self-
management of health-related issues.  

The Institute for Healthcare Improvement (IHI) developed the Triple Aim framework to help guide 
and judge healthcare system improvement.16 The Triple Aim is often expanded with a fourth aim 
and called the Quadruple Aim.17 Many organisation across the world use the framework: in Ireland, 
reports, such as the Sláintecare Action Plan (2019) and the HSE’s National Service Plan 2019, 
refer to the Quadruple Aim and the Sláintecare Report mentions the Triple Aim.18 eHealth is a key 
enabler of the of this framework. The four aims are: 

(1) improving individual experience of care: patient care can be measured through surveys. 
Another way to measure experiences is by examining key dimensions of patient 

 

 
12 M Huber et al., “Towards a ‘patient-Centred’ Operationalisation of the New Dynamic Concept of Health: A 

Mixed Methods Study,” BMJ Open 6, no. 1 (January 12, 2016): e010091–e010091. 
13 Machteld Huber et al., “How Should We Define Health?,” BMJ 343 (July 26, 2011): d4163. 
14 Marielle Jambroes et al., “Implications of Health as ‘the Ability to Adapt and Self-Manage’ for Public Health 

Policy: A Qualitative Study,” European Journal of Public Health 26, no. 3 (June 1, 2016): 412–16. 
15 Huber et al., “How Should We Define Health?” 
16 Institute for Healthcare Improvement, “The IHI Triple Aim,” accessed February 11, 2021. 
17 T. Bodenheimer and C. Sinsky, “From Triple to Quadruple Aim: Care of the Patient Requires Care of the 

Provider,” Ann Fam Med 12, no. 6 (December 2014): 573–76; Donald M. Berwick, Thomas W. Nolan, and 
John Whittington, “The Triple Aim: Care, Health, And Cost,” Health Affairs 27, no. 3 (2008): 759–69. 

18 Committee on the Future of Healthcare, “Sláintecare Report”; Department of Health, “Sláintecare Action 
Plan 2019” (Dublin: Department of Health, 2019); Health Service Executive, “National Service Plan 2019” 
(Enhanced Care Model Final Report 2019, December 20, 2018). 
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experience, for example how safe, effective, timely, patient-centred, equitable, and efficient 
patient care is.19  

(2) improving the health of populations: health outcomes can be measured in different 
ways, for example, how often a disease or injury occurs, mortality levels within a 
population, or measuring a population’s ability to manage their social, mental and physical 
well-being. eHealth can enable programmes of health promotion, disease prevention and 
management of chronic diseases and management of health-related issues (for example 
by improving behaviour of populations) or on the outcomes of medical care (when there is 
disease or injury and people require the use of health services). 

(3) reducing the per capita costs of care for populations: there is an increased pressure 
and demand on healthcare systems, because populations are ageing, and chronic 
diseases and longevity have increased. Cost may appear the most straightforward aim to 
measure, but it leaves open questions about which costs to focus on and for whom: for 
example, does it also include public health expenditures to improve the health of the 
general public or only costs associated with private and public health services.  

(4) improving the clinician experience of providing care: This aim acknowledges the 
critical role of the clinician.20 Currently, healthcare professionals report widespread burnout 
and dissatisfaction: for example, an Irish report mentions the majority of nurses across the 
Irish acute hospital sector experience moderate to high levels of burnout and low levels of 
job satisfaction.21 Improving the individual experiences of clinicians will also help achieve 
the other aims: negative clinician experiences have an impact on patient satisfaction, 
reduced health outcomes, and it may increase costs.22 Workforce retention is also an issue 
of concern to policy makers and likely to be affected by clinicians experience.23 eHealth 
can, for example, help healthcare professionals save time: a digital exchange of information 
saves much time compared to traditional paper-based exchanges of information.24 Secure 
digital communication channels can also provide more assurance to clinicians that the data 
they send is safer than when sending paper files.  

As Figure 2 above shows, besides the direct benefits of eHealth for healthcare, there are also 
indirect benefits, which do not directly impact health related issues. These are: 
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21 Bodenheimer and Sinsky, “From Triple to Quadruple Aim: Care of the Patient Requires Care of the 
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Strain” (RN4CAST, April 2013). 
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doctors in Ireland”, BMJ Open 9, e025433 (2019).  
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24 James Larkin, Ivan Pericin, and Claire Collins, “Healthmail Evaluation Report” (Irish College of General 
Practitioners, March 2017). 
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(1) Economic activity: The development of eHealth has an economic component. A healthy 
workforce, for example, can be more productive. In addition, eHealth may be a chance to 
stimulate digital innovation. The digitisation of health can help expand markets and create 
new sources of employment, thus generating economic growth.25 The European 
Commission estimates that digitisation of healthcare can add an additional €415 billion to 
European GDP. 26 Irish companies may reap the benefits of these opportunities.27  

(2) Generating knowledge: eHealth produces a wealth of health data. Some of these 
datasets are known as ‘big data’: large, complex datasets which are generated, distributed 
and collected with high speeds. Datasets with information about healthcare can be used to 
generate new knowledge. Processing data to unlock insights and find new information is 
called data analytics. The use of data analytics in medicine may help ‘predictive 
diagnostics’ – the detection of early signs of health issues for a timely intervention based on 
data. For example, data may be able to answer questions such as, ‘how likely is it that this 
patient will be readmitted to hospital within 48 hours after discharge?’ It could also help 
‘precision medicine’ – where medical care is tailored to specific individuals or small groups 
of patients based on data.  

(3) Catalyst for change: The implementation of eHealth may help push changes already 
desired. One example is better ICT infrastructure. In remote, rural areas where access to 
healthcare is a problem, a prerequisite for the roll-out of many types of eHealth is faster 
internet speeds. Without access to broadband, 5G or other fast types of internet, health 
service providers and other users may not be able to profit from the benefits that eHealth 
promises. The rollout of eHealth underscores the urgency to bridge the digital divide 
between people who have access to the internet and those who do not.28 Given this, the 
development of eHealth initiatives may contribute to the push for more equitable access to 
broadband. 

(4) Digital and health literacy skills: eHealth is another incentive to promote digital and 
health literacy skills. Health literacy is the ability to find and use information to make 
decisions about health-related issues and lifestyle habits influencing health.29 It involves, 
among others, the ability to use eHealth technology and the ability to understand 
information provided. IT and digital skills are not just about using technologies but using 
them effectively – to make decisions around the management of health-related issues and 
lifestyle habits. If unaddressed, a skills gap among the workforce and people who want to 
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use eHealth applications can be a barrier to the uptake and success of eHealth.30 eHealth 
can promote digital skills and health literacy skills, because it offers people, for example, 
older people, a reason to use and benefit from the technology.31  

What is the current state of development of eHealth in Ireland? 
In the EU, the digitisation of healthcare is not as advanced as other domains, such as finance, 
insurance or media. And the OECD has found that Ireland lags behind other countries in adopting 
digital health.32 The EU found that Ireland is one of just three countries in the EU without a national 
system for providing patients access to electronic health records, so many patients in Ireland 
cannot access their health information through a digital portal.33  

Nonetheless, a widespread awareness exists in Ireland about the need to implement eHealth to 
transform health services. In 2013, the government adopted a strategy for the further development 
of eHealth in Ireland, which has stimulated the development of eHealth.34 Part of the strategy was 
the establishment of a new office, eHealth Ireland (on an administrative basis within the HSE). 
eHealth Ireland’s function is to ”ensure that eHealth is properly implemented in Ireland as a 
National Infrastructural Investment and that the benefits to the Irish people and the State are 
maximised”.35,36 This operation is now being led by the HSE Office of the Chief Information Officer. 

Many new eHealth projects have been rolled out in Ireland since the National eHealth Strategy 
was launched in 2013. In 2016, there were 700 eHealth projects active in Ireland.37 In terms of 
practical application within the public health services, a number of eHealth systems have been in 
place for some time and others are developing. Examples include: 

• The Irish Epilepsy Electronic Patient Record System, a specialist electronic health record 
for epilepsy services, contains more than 10,000 records of persons with epilepsy and is 
being used across healthcare centres in Ireland since the mid-00s. From 2016, this system 

 

 
30 Abbott-Garner, Richardson, and Jones, “The Impact of Superfast Broadband, Tailored Booklets for 

Households, and Discussions With General Practitioners on Personal Electronic Health Readiness: Cluster 
Factorial Quasi-Randomized Control Trial.” 
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Country Health Profile 2019” (Paris, Brussels: OECD Publishing, European Observatory on Health 
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added a digital portal application that people with epilepsy can use to access their epilepsy 
health records.38  

• Another specialist national system is a system registering all people in Ireland with 
haemophilia. It is based in the National Coagulation Centre in St James’s Hospital, Dublin 
and was established in 2006. The system combines patient records with the National 
Haemophilia register.39 Haemophilia in Ireland also has a smartphone app for monitoring 
and reporting of home treatment since 2010. This system will be expanded with a patient 
portal people can use to digitally access their medical records.40  

• The Maternal and Newborn Clinical Management System (MN-CMS), the design and 
implementation of an electronic health record for all women and babies, has been 
implemented in four maternity, new-born and gynaecology services.41  

• Healthmail was launched in 2014 to provide secure email communication between GPs 
and hospitals. Since then, the application has been expanded to community pharmacies, 
nursing homes, optometrists and dentists with further expansions planned.42 In 2017, it had 
1,447 account holders of which 74.4% were GPs.43 The registration costs the healthcare 
provider nothing because the HSE funds it.44 

• In 2018, St. James’s Hospital in Dublin, the largest acute hospital in the State, became the 
first hospital in Ireland to switch to electronic health records for inpatients.45  

Ireland is in a good position to thrive with medical technology: 10 per cent of all Irish exports are 
medical devices making Ireland the second largest European exporter of medical devices. A total 
of 38,000 people are employed in the healthcare and life sciences sector in 350 companies.46 The 
recent COVID-19 pandemic has created new momentum for eHealth and forced the 
implementation of eHealth technologies, such as ePrescribing and telehealth.47  

However, some crucial parts of the national eHealth infrastructure have yet to be fully implemented 
and processes around implementation have been slow. The individual health identifier (IHI) is a 
unique number to identify individual health service users accessing health and social care 
services. The IHI is a crucial enabler for integrated care, as it allows the identification of patients 
across services and IT systems. Despite being legislated for in 2014, the first time it was used 
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integrally in a national project form was in the IT system to underpin the COVID-19 vaccine rollout 
from the start in 2021.48  

Another improvement in the health system that the pandemic provided a much-needed push to is 
ePrescribing. This was part of the eHealth Strategy in 2013 and the National ePrescribing 
Programme was announced in 2015. However, ePrescribing was only allowed after April 2020 
when urgent amendments were signed into law to allow for the transmission of digital prescriptions 
in response to the COVID-19 pandemic.49  

One project that is still awaiting further development is the National Electronic Health Record 
(EHR) – described as a comprehensive and combined solution that supports the creation and 
sharing of key patient information. The EHR is considered to be ‘the cornerstone of the eHealth 
Strategy’.50 A strategic business case for the National Electronic Health Record was presented in 
2016 by the Office of the Chief Information Officer. However, it has been reported that the case 
was not accepted because the Department of Health judged the scope, cost and proposed 
procurement approach to be unsatisfactory.51 Amendments to the business case are still pending. 
The Minister for Health, Stephen Donnelly, TD mentioned recently that an integrated Electronic 
Health Record across hospital systems is “a long-term programme of work”.52 

The Minister has highlighted the following planned projects relevant to eHealth in the public 
system: 

“…planned developments will include the roll-out of the IHI for health care facilities and 
healthcare practitioners, the embedding of Eircodes into healthcare systems and the 
implementation of an electronic health record for the new children's hospital which is 
currently at procurement stage.”53 

What is needed to successfully implement eHealth? 
Successful implementation of eHealth is not just a matter of creating sound technology. A 
sustainable eHealth application requires careful attention to the interdependencies between 
people, process and technology. eHealth projects often fail when there is insufficient attention paid 
to these interdependencies.54  
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The successful adaptation of IT projects is complex.  

There is a substantial literature identifying the determinants of the successful implementation of 
eHealth technologies. Greenhalgh (2018), for example, identifies seven domains which pose 
challenges for a successful adaptation of eHealth application:  

• the disease or injury; 
• the technical features of the technology; 
• the question if the technology is worth developing; 
• if the technology suits the users (e.g. staff, patient, and carers); 
• the capacity and capability of the organisation to implementation and adapt innovation; 
• the readiness of the wider policy and societal context in which the technology is used; and 
• the ability of the technology to adapt over time to changing needs.55  

Germert et al (2011) provide a slightly different set of challenges to help guide a successful 
implementation of eHealth technology.56 The factors they identify are:  

• project management team needs to be diverse;  
• the users and environment in which the technology will be adopted need to be known;  
• the values of key stakeholders recognised;  
• the design needs to be adjusted to these values and user requirements; 
• users need to be trained and educated for use; and 
• the impact of use needs to be evaluated after implementation.57  

Both these articles stress that successful technologies need to suit the values of stakeholders, 
their organisations, and the cultural and political context in which they are used. For a successful 
adaptation of technology, we need to carefully consider what values are important. In the following 
parts of this Spotlight, the focus will be on the social and ethical values of eHealth technologies. 
These values need to be accounted for to ensure the technology suits the users and aligns with 
their values. Technology that fails to adjust to the values of the affected people, could lead to 
public backlash, poor adoption rates, and failed launches. The consideration of ethical and social 
values is, therefore, not meant to halt the digitisation of the health domain, but rather used to 
evaluate and guide a responsible adaptation of technology. The focus on the ethical and social 
implications is therefore as much about realising benefits as managing risks. 
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CASE STUDY: care.data 
The NHS England ‘care.data’ project provides an example of what can happen when social and 
ethical considerations are overlooked. The project aimed to make health data available for 
research into new treatments and to assess the performance of NHS services. Then Prime 
Minister, David Cameron, said the plan would “make the UK the best place in the world to carry out 
cutting edge research”.58 The care.data programme was announced in 2013 and was abandoned 
in 2016. It was plagued with unaddressed ethical and social concerns. Nearly £8 million was lost.59 

The programme aimed to bring routinely collected data from NHS organisations within a central 
data warehouse of the NHS Digital (then called Health and Social Care Information Centre).60 
care.data collected data from GP practices and hospitals and added it to the health data already 
collected by the NHS. At later stages, the collection of data was to be extended by joining other 
NHS projects, for example with the 100k Genome Project by Genomics England Ltd.  

One issue was the failure to morally justify the programme.61 One reason for this lapse was the 
programme’s similarity to other government programmes: if these other programmes were socially 
accepted so must care.data. However, there was no substantial prior public engagement to 
ascertain acceptability and it was not clear if other programmes just benefitted from a lack of media 
exposure.62 Also, programmes often differ in important ways: the appropriateness of data collection 
largely depends on who obtains access to the data and for what purposes. The potential sharing of 
information with private companies was a key concern in the media in relation to care.data.63 The 
appeal to trade-off privacy for public interests became less convincing with the involvement of 
private organisations and their interests.  

The programme failed to secure the trust of patients and GPs. A leaflet sent to households was 
unhelpful: It was biased in favour of the programme, failed to properly explain potential risks or 
how to opt-out, only reached a limited number of households and gave no space for citizens to 
voice their concerns. Citizens were not properly informed about the potential uses of their data. 
The op-out consent model was contested.64 GPs got caught between legal demands as they were 
assigned the responsibility to share their patients’ data and they were responsible for informing 
patients about the scheme and the right to opt-out. GPs worried that patients were insufficiently 
informed about the scheme, but they often did not understand the programme themselves.  

 

 
58 Andrew Ward, “Privacy Fears over NHS Database in Aid of Medical Research,” Financial Times, January 

30, 2014. 
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27, 2016. 
60 Nuffield Council on Bioethics, “The Collection, Linking and Use of Data in Biomedical Research and Health 

Care: Ethical Issues,” 2015. 
61 Nuffield Council on Bioethics. 
62 Nuffield Council on Bioethics. 
63 James Temperton, “NHS Care.Data Scheme Closed after Years of Controversy,” Wired, July 6, 2016,. 
64 Andrew Ward, “Health Advances Using ‘Big Data’ at Risk, Ministers Warned,” Financial Times, February 3, 

2015, sec. National Health Service. 
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Also, privacy concerns were insufficiently addressed.65 Even GPs worried that privacy was 
insufficiently protected: 40% of GPs planned to opt-out themselves.66 Records would be 
anonymised for researchers, but with some effort individuals were identifiable by linking 
anonymised records to other public datasets.67 Data was collected and held centrally instead of 
locally on different servers connected through secure infrastructure. The Scottish equivalent of 
care.data, the Scottish Informatics Programme (SHIP), decided against centralisation of data after 
public consultation showed a preference for locally held datasets.68 It was much more successful.  

The project was paused three times before a small pilot started in 2015. This pilot was soon 
paused itself awaiting a report commissioned by the Secretary of State for Health. The findings of 
the report effectively ended the programme.69 Partly because of insufficient accommodation of 
social and ethical concerns, the project met with strong resistance from both citizens as well as 
GPs. More than one million people opted out.70   

 

 
65 Ward, “Privacy Fears over NHS Database in Aid of Medical Research.” 
66 Pulse, “Analysis: GPs Bear Brunt of Care.Data Confusion,” Pulse, January 31, 2014. 
67 Ward. 
68 Nuffield Council on Bioethics, “The Collection, Linking and Use of Data in Biomedical Research and Health 
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69 Temperton, “NHS Care.Data Scheme Closed after Years of Controversy.” 
70 Temperton. 

https://www.pulsetoday.co.uk/views/regulation/analysis-gps-bear-brunt-of-caredata-confusion/


Library & Research Service | eHealth in Ireland 

 

21 

Social and ethical opportunities and challenges of 
eHealth technology 
In Ireland, eHealth is seen as a critical enabler for health service transformation into a more 
integrated, patient-centric, and efficient system. As such, it may change healthcare for many Irish 
citizens and healthcare professionals. We therefore need to carefully scrutinise how healthcare 
reform will impact citizens. How can we ensure this transformation of healthcare is responsible, 
safe and secure? Who will benefit? What benefits will they achieve? What is the value of these 
benefits? Who will bear most of the risks that come with this transformation? This chapter clusters 
social and ethical opportunities and challenges arising from eHealth solutions.  

Social and ethical issues are closely related.71 Social issues involve common problems in society 
that affect many citizens. For example, citizens generally find a two-way communication with 
clinicians important.72 They want to be able to understand their medical information and become 
part of the decision-making process. Social issues have an ethical component: they refer to 
opinions about what is morally right or wrong. In this example, the autonomy of a patient is being 
respected. The principle of respect for autonomy in its simplest sense means allowing people the 
independence to make their own decisions. By providing patients with information, you allow them 
to deliberate on what they consider important. For this reason, offering patients access to their 
medical information is an ethical opportunity: it promotes an ethical value. A patient portal that 
gives patients access to their medical information presents both ethical and social opportunities.  

Methodology 
This chapter reviews academic literature from 2010 onwards. The Scopus database was searched 
in December 2020.73 The search queries included the word eHealth or e-health and ethics (and 
variations of ethics), moral, and normative.  

The search results yielded more than 500 articles. Out of these articles, 39 articles were included 
that discussed eHealth applications and ethics. The first selection was made based on reading the 
abstract and title, the second on a full read of the sources. Within these sources, social and ethical 
opportunities and challenges were identified and clustered. The clusters have been expanded with 
literature found on social aspects. In addition, the technologies discussed in relation to eHealth and 
ethical and social concern have been identified.  

 

 
71 Lambèr Royakkers et al., “Societal and Ethical Issues of Digitization,” Ethics and Information Technology 

20, no. 2 (June 1, 2018): 127–42; Stephen T. Margulis, “Privacy as a Social Issue and Behavioral 
Concept,” Journal of Social Issues 59, no. 2 (July 1, 2003): 243–61.  

72 Ipsos MRBI, “My Healthcare, My Future: Public Perspectives on the Future of Healthcare in Ireland” 
(Dublin: Ipsos MRBI / MSD), accessed January 26, 2021. 

73 Scopus is an abstract and citation database, with coverage of over 25,000 titles, the majority of which are 
peer-reviewed journals from life sciences, social sciences, physical sciences and health sciences. 
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When to address ethical and social challenges in technology? 
The social and ethical implications of eHealth can be considered at the earliest stage of technology 
development. Social and ethical values can help guide the design, development, implementation, 
and use of the technology, and guide the processes and ethos needed for eHealth to be 
successful. 

 

Social and ethical challenges and opportunities can be addressed on different levels. Based on the 
literature, three main areas where social and ethical issues can be addressed are:  
 
Figure 3 Where to address social and ethical challenges  

 

Looking at each of these areas in turn: 

1) Technology (functionality and design): 

Firstly, decisions about the design or the development of the technology have social and ethical 
implications. Privacy is a value that can partly be protected through the design of the technology. 
One way to help protect privacy with electronic health records is to make staff members’ access to 
information dependent on their role in the organisation: for example, the receptionist only gets 
access to the name and contact details of a patient, while the medical consultant gets access to 
clinical information as well. This is called ‘role-based access control’. 

2) Processes and ethos guiding the design, development, implementation and use: 

Also, the processes and ethos around the design, development, implementation and use of the 
technology have relevant ethical and social implications.74 Transparency is important because it 
allows the people involved to decide for themselves if they find the technology worthwhile. A failure 

 

 
74 L. Skär and S. Söderberg, “The Importance of Ethical Aspects When Implementing EHealth Services in 

Healthcare: A Discussion Paper,” Journal of Advanced Nursing 74, no. 5 (2018): 1043–50. 

Indeed, if some social and ethical challenges become a concern only after the technology is 
developed and ready to be used, we would often be too late to satisfactorily address the 
challenges or reap the benefits.  
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to explain the technology, its functionality or its effects, may have negative implications for the 
success of the technology, as was the case in the care.data case study above.75  

3) Creating a suitable environment: 

The implications of the technology are also determined by its environment. For example, telehealth 
can bring care to remote areas.76 This creates an ethical opportunity and something worth striving 
for. However, the arising benefits may not be divided equally. The prerequisites to benefit from 
eHealth, such as fast internet, may not be available to all.77 With big public investments in eHealth, 
this inequality is unfair when an already disadvantaged population cannot reap its benefits.  

One method to identify social and ethical challenges is by using an ethical impact assessment, 
which is a systematic approach to identify key ethical and social values to facilitate policymakers 
and developers.78 By doing so, an ethical impact assessment can support both the realisation of 
benefits as well as the management of risks. A more suitable environment can be created, for 
example, by ensuring that both the workforce as well as eHealth users have the required digital 
skills. 

Legislation is another tool that can be used to apply ethical and social values to technology. 
Regarding privacy for example, the EU’s General Data Protection Regulation 2016 (GDPR) and 
the Irish Data Protection Act 2018 are laws on privacy and data protection.79 These laws inform the 
design and development of the technologies as well as processes for implementation and use. The 
GDPR mandates privacy by design in article 25 (Art. 25 GDPR Data protection by design and by 
default). Thereby, it effectively informs the design and development of a technology. This EU 
regulation sets standards for transparency (Art 5, 12 and Recital 58 for example) and consent, 
which are processes around the use of the technology.  

 

 
75 C. Grant et al., “Informing the Development of an E-Platform for Monitoring Wellbeing in Schools: Involving 
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Digital Revolution,” Contemporary Social Science, 2020. 
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2013): 755–66. 

79 “Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
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What values to consider? 
Based on the literature, seven clusters of social and ethical opportunities and challenges in relation 
to eHealth have been identified, as set out in Figure 4 below, and then described in some detail.  

 
Figure 4 Clusters of social and ethical opportunities and challenges 

 
 

1. Privacy 

Through eHealth, large amounts of sensitive personal health data are generated, stored, 
distributed or made accessible. Most (if not all) eHealth applications process personal information 
in some way or another. Privacy is about the control people have over their personal information 
and other people’s access to their personal information.80 In general, people desire control over 
their information; what information is being captured and who has access to it. The more sensitive 
the information, the more important this control is. For that reason, particularly sensitive 
information, such as some health information, especially around mental health or about children, 
warrant more protection.81 Not every reduction of privacy is a violation. Doctors can ask many 
questions about someone’s condition. However, they can share this information only under strict 
rules and for specific purposes. There are social, moral, and legal norms about what information 
can be asked of people and what information can be shared. These are heavily dependent on 
context.82  

Even in public there are norms governing privacy. Someone looking out his window may 
accidentally spot a friend walking out of a GP practice, which would reduce the friend’s privacy but 
not violate it. However, the person hanging a camera facing the clinic to check if the friend is 
visiting it, would be violating the friend’s privacy. Privacy is an important value when considering 
eHealth.83 Privacy concerns cover all of eHealth’s core functionality: privacy concerns include the 
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appropriateness of data capturing, data sharing and data analysis and application. Privacy 
therefore seems to be relevant for all types of eHealth technology.  

eHealth does not necessarily diminish privacy. Some eHealth applications may help promote it. By 
using audit trails, electronic health records show who has accessed or changed information in an 
electronic health record more easily than paper files do.84 In the US, 13 employees of a medical 
facility were fired for snooping in pop star Britney Spears’ medical record during a period of 
hospitalisation.85 Through eHealth, these infringements become more easily visible than in paper 
records. In addition, with paper records, staff always get access to the whole medical file, while the 
access of specific staff members to electronic health records can be limited to the informational 
needs of their role (the ‘role based access control’ mentioned above). eHealth can help minimise 
access to personal information.86 Finally, eHealth can also help make communication more secure. 
Existing technology to send messages is not always secure. Healthcare professionals sometimes 
use messaging apps, such as WhatsApp, on their personal phones or unsecured email, to quickly 
exchange information.87 Rather than use these technologies, dedicated eHealth applications can 
make communication between healthcare staff more secure (see for example Healthmail 
mentioned above).  

However, eHealth applications bring data security concerns. One study reported that almost 80% 
of the people in the UK would worry about security regarding a national electronic health record 
system.88 eHealth applications can contain the personal and financial information of its users. Their 
financial value makes them a target for hackers and their data can be used for blackmail and 
fraud.89 In the UK, the value of NHS patient data has been estimated at almost £10 billion.90 
Uncertainty about the safety and security of data may lead to a lack of confidence in the 
technology and could lead to patients hiding relevant information.91 In clinical contexts this may 
damage the patient-clinician relationship.  
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In addition, eHealth is becoming increasingly commonplace. With all these applications come 
many stakeholders; for example, commercial vendors, software developers, health organisations, 
healthcare providers, government organisations, and researchers. Given this development, it has 
become incredibly difficult (if not impossible) for a person to know who has access to their health 
information, to control access to their data and to control its use. Users of eHealth are to a large 
extent dependent on vendors, developers and healthcare organisations to ensure their data is 
used appropriately and that the use of data is not gradually expanded to undesirable purposes, 
such as surveillance or profiling by insurance companies, employers or credit-checking 
companies.92  

Due to its novelty, the social, moral, and legal norms governing the privacy of eHealth applications 
may not always be clearly established. Doctors are educated about their duties of confidentiality 
towards their patients and have access to medical guidelines.93 However, developers behind a 
commercial app are unlikely to have the same training and may not feel bound to the same levels 
of confidentiality. For example, developers of period trackers used on smartphones to monitor 
users’ menstruation came under scrutiny when they appeared to be sharing information with third 
parties and not prioritising the best interests of their users.94  

Table 1 Privacy 

Ethical value Opportunities Challenges Technology mentioned in 
the literature 

Privacy Increased transparency 
data access (audit-trail, 
better reporting of data 
security, third party 
access). Ability to 
restrict information to 
needs 

Lack or loss of 
privacy and 
confidentiality, 
difficult to ensure 
appropriate use 
(mission creep, 
safety and security 
of data) 

Electronic health record, 
web-based eHealth, 
wearables, National 
electronic patient summary, 
internet, message boards, 
telehealth, genomics, internet 
of things, ePortals 

 

2. Equality 

Equality is about the fair division of benefits and burdens, and opportunities and 
challenges among populations. The reshaping of healthcare by eHealth also 
affects the division of benefits and burdens between populations: some may 
benefit or suffer the negative consequences more than others.  

eHealth can be an instrument to address inequalities and inequities. The reshaping of healthcare 
provides an opportunity for a more just division of healthcare. eHealth can help populations obtain 
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access to healthcare or related resources that were previously lacking this access. Telehealth 
(contacting clinicians over video or telephone, for example) may give people from remote locations 
or poorer regions without healthcare centres access to healthcare.95 Adolescents are another 
group that could benefit from eHealth. There is evidence that eHealth can help young people with 
mental health issues.96 In addition, the data from eHealth applications can be used to improve 
healthcare systems, making them more efficient and affordable. The demand for medical 
specialists reading diagnostic images outpaces the supply, especially in low-income and middle-
income countries. Automated diagnoses through artificial intelligence can be a solution, as the 
performance of these technologies can be equivalent to healthcare professionals, but their costs 
can be a lot lower.97  

However, eHealth also presents challenges for equality. The design of the technology needs to be 
inclusive or else some people may not be able to benefit from the technology.98 These concerns 
are raised often for technologies used by patients or carers. Relevant technologies include 
ePortals, personal health records, and websites. Some people lack the health literacy skills to use 
the information or do not possess the digital skills. Of particular concern are some older people or 
other groups who may lack the necessary digital skills to use the technology.99 These groups may 
potentially benefit the most from additional support but are also the least likely to use technology. 
In addition, the eHealth applications should be affordable. There is concern that a digital divide 
exists or may develop between people with access to eHealth and those without access and 
consequently those who can benefit from innovations in this area and those who cannot.100 Finally, 
eHealth sometimes requires ICT infrastructure, such as access to fast broadband, to function: 
telehealth, for example, will not yield benefits if the basic infrastructure is missing.  

Also, eHealth technology can contain biases. Recently a study revealed that an algorithm 
commonly used in US hospitals to allocate healthcare was disadvantaging black people.101 The 
algorithm was possibly copying existing discrimination in allocating healthcare. Finding bias in an 
algorithm is not always straightforward. Seemingly innocuous variables, such as distance to work, 
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or datasets, such as datasets from hospitals in affluent areas, can lead to biased outcomes.102 An 
algorithm that is trained with a dataset that lacks diversity may not work for people who are not 
represented in the dataset.103 IBM’s Watson – an artificial intelligence (AI) platform for business – 
was trained with a dataset with mostly affluent patients to offer decision support for clinicians 
treating cancer patients. Some advice that Watson provided was influenced by local medical 
insurance coverage and differed from the advice that a doctor would give in other jurisdictions with 
other insurance arrangements.104 Many developers of algorithms lack in diversity and lack 
education about the social and historical context of their technology. Their assumptions, ideas or 
interests may be unintentionally reflected in the design of the technology. The effects of an 
algorithm therefore need to be critically assessed and the algorithm adjusted accordingly. 
 

Table 2 Equality 

Ethical value Opportunities Challenges Technology mentioned in 
the literature 

Equality Improved access to 
healthcare (remote 
locations, 
developing world), 
more efficient 
(more affordable 
care) 

Suitability for different 
populations (cultural, 
varying health literacy and 
digital skills), digital divide 
(access/affordability), bias 
(stigma and 
discrimination) 

Algorithms (clinical decision 
support systems), National 
electronic patient summary, 
telehealth, internet of 
things, wearables, social 
media 

 
3. Human Relationships 

eHealth is considered to have the potential to change relationships. The relationship 
most often mentioned is the one between clinician and patient. eHealth can be 
described as the third person in the room or sometimes even replace the patient or 
clinician in the room. For example, instead of going to a clinician, people can ask a 
virtual assistant, such as Amazon Alexa, for advice. The use of eHealth has 
advantages for human relationships. By facilitating information exchanges, eHealth technologies 
can help improve teamwork.105 The relationship of patients and clinicians may also improve as 
patients have access to more information about their condition and treatment, which puts them on 
a more equal footing with clinicians.106 

 

 
102 Casey Ross and Ike Swetlitz, “IBM Pitched Its Watson Supercomputer as a Revolution in Cancer Care. 

It’s Nowhere Close,” Stat News, September 5, 2017; Cathy O’Neil, Weapons of Math Destruction: How Big 
Data Increases Inequality and Threatens Democracy (USA: Crown Publishing Group, 2016). 

103 Terrasse, Gorin, and Sisti, “Social Media, E-Health, and Medical Ethics.” 
104 Ross and Swetlitz, “IBM Pitched Its Watson Supercomputer as a Revolution in Cancer Care. It’s Nowhere 
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105 Aultman and Dean, “Beyond Privacy: Benefits and Burdens of e-Health Technologies in Primary Care.” 
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There are also challenges. eHealth can be a distraction: a clinician might focus more on the 
computer screen than the patient during clinical visits; a clinician may start focusing more on 
performance indicators than the patient’s wishes; or a clinician becomes preoccupied with filling in 
information required for the electronic health record rather than listening to the patient.107 Also, the 
replacement of human interactions with eHealth applications can affect human relationships. The 
loss of human interaction may lead to a loss of the personal component of caring.108 The habits, 
virtues and human emotions some find necessary for care, such as empathy, honesty, reciprocity 
and mutual trust, are more difficult to establish through technology than when meeting in person.109  
 

Table 3 Human Relationships 

Ethical 
value 

Opportunities Challenges Technology 
mentioned in the 
literature 

Human 
Relationships  

More information 
(greater teamwork 
between patient 
and clinician, and 
clinicians among 
each other) 

 

Distractions (clinician focus on 
screen), loss of face-to-face 
contact, focus on 
data/performance indicators 
rather than patient, difficulties with 
relational competencies 
(establishing mutuality, 
responsibility, honesty, trust, 
empathy and understanding) 

Electronic health 
record, clinical 
decision support 
systems, artificial 
intelligence, 
telehealth, smart 
cities, social media, 
chatbots, GPS 
trackers 

 

4. Patient empowerment and vendor relationships 

The introduction of eHealth also affects the influence of other stakeholders on care 
and related behaviours. One important opportunity is empowering patients to make 
decisions alone or together with their clinician about their health or health-related 
issues and goals. When eHealth applications provide the patient access to more 
information, the knowledge gap between clinician and patient is reduced and patients can make 
more informed decisions. Decisions about healthcare can increasingly be shared between clinician 
and patient. However, for patients to make meaningful choices, they need to be able to have viable 

 

 
107 Aultman and Dean, “Beyond Privacy: Benefits and Burdens of e-Health Technologies in Primary Care.” 
108 Hassan, “Challenges and Recommendations for the Deployment of Information and Communication 

Technology Solutions for Informal Caregivers: Scoping Review.” 
109 C.T.M. van Houwelingen et al., “Competencies Required for Nursing Telehealth Activities: A Delphi-

Study,” Nurse Education Today 39 (2016): 50–62, https://doi.org/10.1016/j.nedt.2015.12.025; J. Powell, 
“Trust Me, I’m a Chatbot: How Artificial Intelligence in Health Care Fails the Turing Test,” Journal of 
Medical Internet Research 21, no. 10 (2019); A. Townsend et al., “EHealth, Participatory Medicine, and 
Ethical Care: A Focus Group Study of Patients’ and Health Care Providers’ Use of Health-Related Internet 
Information,” Journal of Medical Internet Research 17, no. 6 (2015): e155. 
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alternatives to choose from and should be able to understand the information presented to them.110 
Moreover, not all people will have the capabilities necessary to avail themselves of this 
opportunity. Another concern is the weight attached to data instead of personal experience. Data 
from eHealth can be used to evaluate the quality of healthcare. Healthcare can increasingly be 
judged by performance indicators and it may become harder for patients to set their own goals.111  

There are also other types of challenges. The data generated by eHealth applications may be used 
for continuous surveillance. eHealth technology is increasingly becoming part of everyday life. 
People carry eHealth technology, such as smartwatches with heartrate monitors, with them or 
place them in their houses, such as voice assistants, making it possible to capture, monitor and 
analyse their behaviour at any time and at any place. The use of health tracking and surveillance 
tools in the COVID pandemic has brought to the fore concern that eHealth technologies may be 
used by authorities for purposes other than public health.112  

Indeed, even without surveillance, technology can be used to persuade people to act in particular 
ways. To influence people's judgments, choices or behaviours in a predictable way and with good 
intentions is sometimes called ‘nudging’.113 Showing calories on a restaurant menu is an example 
of a persuasion technique to nudge people toward eating fewer calories.  

However, persuasive technologies do not always serve the best interests of users. Sometimes 
they serve commercial interests. During the first criminal proceedings against an electronic health 
record vendor in the US, the vendor admitted to creating a pain alert tool to encourage the 
prescription of specific opioids.114 The alert was designed by marketing staff of the pharmaceutical 
company and caused over-prescription and deviations from the clinical norm. It can be difficult to 
identify the interests, values and assumptions behind eHealth applications due to opaque 
proprietary algorithms and a lack of human interaction.  

Finally, technology is becoming increasingly autonomous: technology can capture, analyse and 
diagnose without human interference. For example, autonomous e-mental health (AEMH) systems 

 

 
110 E.M. Henderson et al., “Case Study: Ethical Guidance for Pediatric e-Health Research Using Examples 
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G. Lamura, and F. Barbabella, “EHealth for People with Multimorbidity: Results from the ICARE4EU Project 
and Insights from the ‘10 e’s’ by Gunther Eysenbach,” PLoS ONE 13, no. 11 (2018); Newton, “The Promise 
of Telemedicine.” 

111 C. Botrugno, “Towards an Ethics for Telehealth,” Nursing Ethics 26, no. 2 (2019): 357–67,; E. Kleinpeter, 
“Four Ethical Issues of ‘E-Health,’” IRBM 38, no. 5 (2017): 245–49. 

112 Hantrais et al., “Covid-19 and the Digital Revolution.” 
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Healthcare Industry,” in Design, User Experience, and Usability. Application Domains, ed. Aaron Marcus 
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Health Records and Adverse Effects on Clinical Decision-Making,” JAMA Internal Medicine 180, no. 7 
(2020): 925–26. 
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refer users automatically in case of a mental health crisis.115 Automated systems can monitor 
patients with COVID-19 inside and outside the hospital without interference of a doctor.116 With 
critical systems it is important to keep a human in the loop who can intervene in case of 
unintended consequences.117  

The relationship between vendors of the technology and other stakeholders, such as patients and 
health service providers, needs to be considered.118 Vendors can exert influence on healthcare, as 
shown in the example with the vendor who tricked the system by encouraging the prescription of 
particular opioids. Dependency on the vendor is another concern. Dependency can occur when the 
cost of switching services or applications become prohibitive or when a vendor faces insufficient 
competition: in that case ‘vendor lock-in’ occurs. A risk with vendor lock-in is rising costs 
accompanied with decreasing services. When dependent on a vendor, health service providers are 
also at greater risk when a vendor discontinues ICT solutions or decides not to update the 
system’s security or functionality.119 In this sense, ownership arrangements are relevant to both the 
proprietary rights to the eHealth application as well the data generated from them.120 

Table 4 Patient empowerment and vendor relationships 

Ethical value Opportunities Challenges Technology 
mentioned in the 
literature 

Patient 
empowerment 
and vendor 
relationships 

Self-management 
(informed consent, 
patient 
empowerment, 
addressing the 
knowledge gap 
between clinician 
and patient) 

Informed consent (lack of choice or 
ability), automated decision-making 
(no human control), surveillance by 
authorities, ownership of data, 
nudge (persuasion), ability to 
contact developers, relationship to 
vendor (power to choose and 
discontinue ICT solutions, 
dependency on ICT supplier, ability 
of vendor to prioritise) 

Telehealth, clinical 
decision support 
systems, electronic 
health records, 
persuasive 
technologies, social 
media, health 
tracking tools 
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5. Benefit/risk 

Weighing of benefits against risk is important when assessing the desirability of 
eHealth initiatives. People are more inclined to find the technology ethically 
desirable if its benefits outweigh its risks.121 Considering the benefits and harm is 
also an ethical consideration.122 The principle of ‘beneficence’ entails the 
obligation of a person to act for the benefit of another person. In the case of 
clinicians, it means they have a duty to act for the benefit of the patient. The principle of ‘non-
maleficence’ is the duty to do no harm. Clinicians should not harm their patients. When they use 
eHealth, clinicians need to ensure that the technology will not lead to their patients being 
harmed.123 If technology replaces clinicians for certain tasks, developers have a duty to ensure 
their products or services do no harm when their services and products replace or compliment the 
work of clinicians.  

As discussed above, eHealth offers many potential benefits, for example: patient safety may be 
improved when software warns clinicians about allergies; patients can be monitored at home; 
additional information can improve clinical decision making; real-life data can facilitate education 
and training; and information to assess the effectiveness or ineffectiveness of treatments can be 
generated.  

There are also potential harmful effects expected from eHealth. eHealth applications can be 
resource intensive. Studies found that in some cases, for every hour spent with the patient, 
clinicians had to spend around two hours filling in forms on electronic health records.124 Also, the 
quality of information may be lacking. Clinicians can have incentives to exaggerate their findings 
for financial reimbursement: this is called ‘upcoding’. Consumer devices, such as wearables, may 
be unreliable. ORCHA, a company that reviews healthcare apps for several NHS trusts, found that 
80% of the 5,000 apps it reviewed could not be recommended because of poor information quality, 
insufficient security updates or lack of awareness of regulatory requirements.125 Also, on social 
media or web fora, users risk stumbling across disinformation (or fake news) giving false 
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information about health and health related issues.126 This could disproportionately affect some 
older people who may have difficulty identifying appropriate sources online.127 

Table 5 Benefit/risk 

Ethical value Opportunities Challenges Technology 
mentioned in the 
literature 

Benefit/risk 

 

Safety (application can 
inform about safety issues, 
information availability, 
better education), more 
comprehensive care 
(behavioural health), fewer 
unnecessary treatments 

Burdensome 
technology (resource 
intensive), biased 
technology (upcoding, 
commercial interests), 
disinformation (fake 
news) 

Electronic health 
record, wearables, 
National electronic 
patient summary, 
internet of things, 
social media 

 

6. Responsibility and skills 

Innovative technologies present new opportunities, challenges and new 
stakeholders.128 As a result they also present new responsibilities for those 
involved. Responsibility is therefore considered both a challenge and an 
opportunity.  

eHealth applications can help people take more responsibility for their actions 
and the consequences of their actions. They can inform people and help them control their health 
or health-related issues. National electronic patient summaries, for example, give patients access 
to their health data and allow them to decide with whom to share it. Some vulnerable populations, 
such as people with low literacy levels or low digital skills, may have issues accessing these 
technologies. This may limit the degree to which they can take greater responsibility for their 
actions by using eHealth.129 Therefore, with the implementation of eHealth applications, it is 
important that the limitations of some people are acknowledged and not everyone is expected to 
have the same capabilities to take responsibility for their own care. 
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A further issue is that clinicians face the risk of deskilling or need to acquire new skills.130 With the 
introduction of eHealth to help guide the capturing, distribution and application of eHealth, they 
may start to depend more on eHealth applications than their own assessment during clinical visits 
or procedures. The medical record becomes a checklist rather than an instrument to critically 
assess the patient. Related to this is the question of where responsibility lies if a medical 
application is faulty and incorrect treatment causes injury.131 Can the clinician rely on the eHealth 
systems? What is the responsibility of the vendor? Staff may need to learn new skills. Healthcare 
staff can experience a need for more training and guidelines to explain to them the boundaries of 
their role and responsibilities, and how to deal with legal and ethical issues. For example, staff may 
feel the need for more training around patient access to health data.132 Many of the eHealth 
technologies are new, so staff and other users need to learn how to best use them.133 

 

Table 6 Responsibility 

Ethical value Opportunities Challenges Technology 
mentioned in the 
literature 

Responsibility Patient empowerment 
(increased ability to 
take responsibility) 

Deskilling (dependency on 
system rather than clinicians’ 
own skills), responsibility for 
eHealth system, support for 
at risk users, competencies of 
staff and patients (training IT 
skills and data protection),  

Telehealth, 
electronic health 
records, National 
electronic patient 
summary 

 

7. Transparency and trust 

The final cluster of values to be considered are transparency and trust. Trust can 
be defined as having confidence in something unknown.134 Trust in technology 
means that you have confidence in its working even if you do not know exactly 
how it works. Transparency reduces the need for trust. Transparency means 
more openness and honesty about the functioning of technology. Both transparency and trust are 
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important. A lack of patient trust in the soundness of the technology may damage the relationship 
between clinician and patient and may lead to patients hiding information out of fear for their 
privacy.135  

eHealth can increase transparency.136 Patients, for example, have more information about their 
treatments, clinical decisions and the use of their data when they get access to their medical 
records. Data analytics, using the data from platforms, can be used to check the efficiency of 
medications or treatments and medication compliance. However, the technology itself may not be 
transparent. The reliability of information may be difficult to establish, especially with technology 
such as social media, web fora or apps, or other consumer technology.137 Has the data been 
tampered with? Are there any other interests served except for the user’s well-being? When talking 
to a chatbot or using telehealth services, a patient may not always be familiar with the credentials 
of the clinician. Sometimes service users may not even know if they are chatting with a human or a 
software programme.138 The algorithms used may be proprietary and lack transparency, so how 
they reach their conclusions may not be understandable to users.  

In addition, the competencies of the technology may not be explained: vendors and software 
developers have an incentive to sell their technology and may not be entirely honest about the 
capabilities and limitations of their system.139 In some cases, the software used for automated 
diagnoses has been shown to perform as well as healthcare professionals. However, there are 
limitations to these findings due to poor reporting and very few externally validated results.140  

Finally, the choice of eHealth company can impact trust. For example, in 2015, the Royal Free 
London NHS Foundation Trust provided DeepMind Technologies Limited, an Alphabet (Google’s 
parent company) subsidiary developing artificial intelligence, access to identifiable patient records 
across the Trust’s entire operations.141 This sharing was controversial partly because Alphabet is 
the world’s largest advertising company and already has much of our personal and professional 
information in its hands.142 Concerns were further amplified in 2018 when DeepMind Health was 
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restructured; instead of being part of DeepMind, it became a Google product.143  
 

Table 7 Trust and Transparency 

Ethical value Opportunities Challenges Technology mentioned 
in the literature 

Trust and 
Transparency 

More 
transparency in 
treatment and 
decision (patient 
access to medical 
information) 

Reliability of information 
(potential for manipulation or 
misuse, biased towards 
commercial interests), the 
authority of the information 
source (credentials of the 
clinician, distinction 
human/algorithm), opaque 
decisions (algorithms), unclear 
competencies of the technology 

Clinical decision support 
systems, web-based 
health (e-platforms), 
mobile applications, 
artificial intelligence, 
telemedicine, digital 
interactions, smart cities, 
social media, electronic 
health record, telehealth, 
ePortals 
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CASE STUDY: COVID Tracker App 
The Irish COVID-tracker app was launched on July 7th, 2020. It is an example of an eHealth 
measure that has been heralded as a great success.144 The Minister for Health has called the app 
“one of the most successful in the world” and the CEO of the HSE praised its release as the “most 
successful launch of this app anywhere in the world”.145 In Ireland, 2.4 million people have 
registered for the app. It has an active user base of 1.3 million people – this represents just over 
one in three adults (age of 16 and above) in the country.146 Its use is actively promoted by the 
Department of Health.147  

The app has four main functions: alert the user if he or she has been in close contact with 
someone who tested positive for COVID-19 (coronavirus); alert close contacts of the user if the 
user has tested positive; give the users advice if they report symptoms; and provide an overview of 
Irish national and regional COVID-related data, such as confirmed cases, hospital and ICU 
admissions, and the number of completed tests. The close contact functionality uses Bluetooth 
signals to measure if two people have been within two metres’ distance for more than 15 
minutes.148 The symptoms are reported manually by the user of the app.  

The app’s main social and ethical opportunities are related to public health and responsibility. The 
app informs its users, with the intention that these users will act accordingly, and public health 
improves.149 The provided information may help users make more informed decisions. In addition, 
users take on more responsibility when they decide to use the app in daily life. Users have an 
increased responsibility, once the app identifies them as potential close contacts, to follow public 
health instructions for close contacts. Much of the effectiveness of the app depends on the 
willingness and ability of its users to follow the app’s advice. Privacy was a significant concern 
before the roll out of the app.150 The Irish maker of the app, NearForm, chose to use contact-
tracing software built by Apple and Google as part of the app. This software uses a "decentralised" 
approach - the collected data stays on the user's device and is not shared. Such an approach 
helps protect the privacy of users.151 The greatest controversy around the app in relation to privacy 
was not being able to switch off a part of Google’s software that collects data about users. But 
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most Android phones share this data anyway, regardless of the COVID-tracker.152 So this 
highlighted a pre-existing issue with Google functionality on smartphones more so than an issue 
with the tracker app itself. The NearForm part of the app collects very little user data and gives 
users a lot of control over the information they share.153  

Inclusivity was a focus when developing the software. The app is available in seven languages. It 
has also been reviewed by the National Council for the Blind.154 It has been designed to be simple 
and intuitive. The threshold to use the technology is low. With an estimated 3.6 million smartphone 
users in Ireland, smartphones are widely available and the app is free.155 Nonetheless, 
smartphone use by older people is significantly lower than other age groups: 47% of over-65s own 
a smartphone and 27% the over-65s have smartphones older than five years and thus potentially 
incompatible with the app.156 Children under 16 are excluded from using the app.  

An understanding that a failure to secure the trust of the population would jeopardise the potential 
benefits of the app appeared to exist in academia, politics and media before the launch.157 The 
higher the adoption rate, the more effective the technology.158 Usage of the app is voluntary; 
people can decide for themselves if the app is worthwhile to install and use. Before the launch of 
the app, the team behind the project made documents available as a commitment to transparency. 
They publicly released the data protection impact assessment, a legal document explaining the 
risks to data protection and ways in which the app reduces these risks. They also published the 
source code, allowing people to review the code of the software.159  

Nonetheless, there have been challenges. Despite the high take-up, there are concerns about the 
limited benefits of the app to date. Based on app data, on January 26, 2021, Ireland had a total of 
189,851 confirmed cases of Covid-19. However, only 13,136 users with positive tests shared their 
results on the app and only 21,757 users were sent a close contact alert. So, even though the 
uptake is higher than other parts of the world, the effects of the app may be minor.  

In addition, the soundness of the tracing technology has been questioned. Bluetooth signals can 
be unreliable: there is a chance that app users will be incorrectly identified as close contacts 
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through the app.160 Temporary issues with battery drainage caused users to uninstall the app.161 
These issues diminish the value of the app and consequently can undermine trust in the 
technology.  

However, the Irish app was inexpensive to develop compared to other apps - costing only 
€850,000.162 In contrast, the original UK app, which cost millions of pounds, had to be abandoned, 
because they could not get it to work and they had to pivot to a new app based on Apple and 
Google’s software.163 Another positive has been that the COVID app turned out to be an 
investment in the Irish eHealth industry. NearForm, the Waterford-based company behind the app, 
has been thriving during the pandemic.164 In the USA, New York and New Jersey have launched 
apps based on its source code.  

The app invokes many social and ethical challenges and opportunities: the challenge is to balance 
these. The app appears to have addressed many challenges, even if its benefits may be small. 
The app was relatively cheap to develop and even its limited effectiveness is likely to have been of 
some assistance in limiting the spread of the disease.   
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eHealth Policies 
As noted above, although there has been some progress, compared to other countries, eHealth in 
Ireland is still at an early stage of development. eHealth has featured prominently in recent national 
policies, such as the current programme for government, the eHealth Strategy for Ireland, the 
Sláintecare Report, and Project Ireland 2040. In this chapter, these and other policies and debates 
central to eHealth within the Irish healthcare system are mapped and scanned for references to 
ethically and socially relevant opportunities and challenges. This chapter also identifies the 
technologies discussed in these policies. The policy scan offers an insight into the current policy 
landscape regarding eHealth and the associated ethical and social values. 

Methodology 
Based on desk research, the relevant actors in the Irish eHealth policy landscape are identified, 
such as eHealth Ireland, the Department of Public Expenditure and Reform, and the Department of 
Health. Using their websites and online databases (such as the website of the Houses of the 
Oireachtas) debates and policies referring to eHealth were identified. These policies were scanned 
for mentions of ethical and social values, technologies, and references to other policies. The focus 
of this research has been on recent policy, which is defined here as policy that has been 
discussed, formulated and debated in the last ten years.  

Government 
The Programme for Government – Our Shared Future (2020) dedicates a section to eHealth. The 
programme refers to the eHealth Strategy for Ireland (2013), Sláintecare Report (2017), and 
Project Ireland 2040 (2018).165 Although the programme does not explicitly mention the importance 
of social and ethical values, it references objectives that are socially and ethically relevant. The 
programme labels eHealth as a key enabler for more effective care, and for patient empowerment 
through access to patient records and self-management. It also mentions benefits, such as 
improvement of patient safety and supporting people to live longer independently. The Programme 
for Government commits to exploring ways to continue the use of eHealth initiatives that have 
been adopted as a result of the COVID-19 pandemic when this health crisis has subsided.  

Department of Health 
eHealth plays a prominent part in the Department of Health Briefing, which was provided to 
Minister Donnelly and the Ministers of State on their appointment to the Department of Health 
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(June 2020). The briefing largely reiterates the benefits mentioned in the programme for 
government.166  

The Department of Health launched the eHealth Strategy for Ireland in June 2013.167 This has 
been a pivotal report for a policy driven roll-out of eHealth in Ireland in the last ten years. This 
report marks a change in focus of ICT in healthcare from back-office functions and hardware 
infrastructure, such as finance and patient administration solutions, to improvements of patient 
care. The report called for the establishment of a new organisation ‘eHealth Ireland’ to be headed 
up by a Chief Information Officer (CIO) to guide the development of eHealth in Ireland.  

Another important report for eHealth in Ireland is the report of the Joint Oireachtas Committee on 
the Future of Healthcare – known as the Sláintecare Report.168 This report presents a ten-year, 
cross-party plan to reform the Irish health system. In it, eHealth is considered a critical enabler to 
improve the Irish health system. This report provides a high-level overview for eHealth. The 
eHealth section in this report draws on the eHealth Strategy and the HSE’s Knowledge and 
Information plan. Although this was an Oireachtas Committee report, the then government, and 
subsequent governments, have taken up its execution – publishing an implementation strategy in 
2018 and an action plan in 2019.169  

None of these Departmental reports refer explicitly to the importance of social and ethical values 
for eHealth. They do mention ethically and socially relevant opportunities. The reports have a 
strong focus on the benefits of eHealth for patient outcomes and experiences, patient 
empowerment with health information, cost effectiveness, and research and new insights. Other 
types of opportunities are less prominent, although the eHealth strategy does mention the ‘digital 
divide’, the gap between people who can benefit from digital technologies and those who may not. 
eHealth is thought to be an instrument to bridge the digital divide. Challenges for eHealth remain 
largely unaddressed in these reports, except for the legal requirements around privacy and data 
protection. The technologies discussed, e.g. ePrescribing, telehealth, patient summary records, 
national patient portal, aim to improve communications between healthcare providers and between 
services providers and patients.  

The Department of Health has published other reports relevant to the social and ethical aspects of 
eHealth technology. A report on the public consultation for a health information policy (2018) 
describes a stakeholder mentioning the importance of ethical and social values.170 However, the 
document itself mainly explores principles from data protection law, such as the EU General Data 
Protection Regulation (GDPR) and the Data Protection Act 2018.171 The Healthy Ireland initiative 
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(2013) references the importance of social and ethical values, albeit without referencing 
eHealth.172 

Other departments 
The Department of Public Expenditure and Reform also bears responsibility for the roll out of 
eHealth in Ireland. The Department published a national eGovernment Strategy in which it 
describes policy to improve citizens’ access to government services.173 The Strategy does not 
mention specific eHealth technologies. Another report published by this Department on behalf of 
the Government of Ireland was a development plan (2019) related to Project Ireland 2040. The 
associated planning framework (2019) was published by the Department of Housing, Planning and 
Local Government.174 These Project Ireland 2040 reports detail the government's long-term 
overarching strategy for the social, economic and cultural development of Ireland. These reports 
mention technologies such as ePrescribing, telehealth, electronic health record systems, 
diagnostic facilities, and the National Children’s Hospital (Ireland’s first digital hospital). The reports 
focus mostly on the same type of benefits mentioned in the eHealth Strategy of Ireland. None of 
the reports explicitly mention the importance of ethical or social values.  

Health Service Executive 
The Health Service Executive (HSE) is responsible for publicly funded health services in Ireland. In 
2015, the HSE published the Knowledge & Information Strategy through the Office of the Chief 
Information Officer (OoCIO).175 This document proposes the national architecture for the eHealth 
Strategy. It identified benefits for the reform of health services and patient empowerment, as well 
as the potential of eHealth to function as an economic driver. The proposed technologies mainly 
aim to improve existing health services, e.g. bed management, HR/Payroll, eRostering, 
ePrescribing, and electronic health record. The OoCIO launched another report in 2016 to scope 
the different components of a national electronic health record system. Its report includes 
challenges to data security and privacy as well as benefits to healthcare improvements.  

 

The HSE also published several reports about more specific services or smaller digital 
interventions. Examples include:  
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• a strategy for outpatient services, which mentions the importance of staff satisfaction in 
relation to eHealth technology such as electronic referrals, virtual clinics and 
telemedicine;176  

• a strategy for online user experience for HSE websites on health insists on the importance 
of inclusiveness and empathy on HSE websites but without explaining these values;177  

• a report on GP services mentions data protection and consent; and178  
• a roadmap for digital health for nurses and midwifery advocates digital solutions to help 

improve patient care.179  

None of the above-mentioned reports called explicitly for alignment with ethical and social values. 
However, the HSE has published a report that helps incorporate social and ethical values in new 
services and processes. The Health Service Change Guide (2018) highlights explicitly the 
importance of ethical and social values when developing services and key performance targets.180 
However, the report makes no reference to eHealth or ICT interventions.  

eHealth Ireland 
eHealth Ireland is an office established on an administrative basis within the HSE. It adopted 
twelve strategic programmes, including:  

• the individual health identifier; 
• National Children’s Hospital (first digital hospital); 
• primary care IT; 
• national system for cancer care; 
• National Medical Laboratory Information System (MedLIS); and 
• National Integrated Medical Imaging Systems (NIMIS).  

eHealth Ireland presented a report about digital transformation in healthcare.181 This report framed 
ethics in terms of privacy and confidentiality. The impact of the eHealth Ireland organisation is 
unclear. The website shows that the last meetings of the eHealth Ireland Committee, whose role 
was to support and guide implementation of the eHealth Strategy, took place in 2017. However, 
the work of eHealth Ireland is ongoing and is led by the OoCIO.182  
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Other governmental organisations 
The eHealth landscape involves other governmental organisations as well. Some of these have 
organisations have some of the expertise to inform policy about the ethical and social implications 
of eHealth technology or specific elements of eHealth technology.  

• The Health Information and Quality Authority (HIQA) helps with the development of 
standards and best practices to improve the safety and quality in health and social care 
services in Ireland. HIQA conducts health technology assessments (HTA) - a systematic 
approach to evaluate health technologies and sometimes include ethical analysis.183 
However, their publicly available HTAs show no assessments of eHealth applications.184  

• The Health Products Regulatory Authority (HPRA) oversees the safety, quality and 
effectiveness of healthcare products: they mention the need to identify and trace eHealth 
technologies following the Strategy for eHealth.185 However, their remit does not include the 
wider social and ethical aspects of technology. Also, consumer apps and other software 
that are not manufactured for diagnostic or therapeutic purposes specifically do not seem to 
be regulated by the HPRA, such as video conferencing technology that may be used in 
clinical settings. 

• The Health Research Board (HRB) supports the generation of knowledge and research in 
the health domain and promote its application in policy and healthcare. They have 
published a report in 2016 describing the elements necessary to create of a research hub 
for health data.186 The report has not yet resulted in the creation of a research hub 
(although a pilot funded by the HRB is underway).187 The governance and public trust play 
an important role in this report. No other reports from the HRB regarding the social and 
ethical aspects of eHealth have been uncovered.  

Non-Governmental Organisations 
Other organisations can also inform policy about the ethical and social implications of eHealth.  

• Research centres and universities across Ireland have expertise to examine the social and 
ethical implications of eHealth. Some Science Foundation Ireland (SFI) research centres 
specialise in the social and ethical implications of technology, for example: Insight SFI 
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Quality Authority, October 27, 2016). 

184 Health Information and Quality Authority, “Health Technology Assessments,” Health Information and 
Quality Authority, accessed February 12, 2021. 

185 Health Products Regulatory Authority, “Strategic Plan 2016 – 2020,” accessed February 8, 2021; Health 
Products Regulatory Authority, “Guide To: Placing Medical Device Standalone Software on the Market,” 
accessed February 8, 2021. 

186 Rosalyn Moran, “Proposals for an Enabling Data Environment for Health and Related Research in 
Ireland” (Dublin: Health Research Board, 2016). 

187 Marketing and Communications Office, “The Future of Secure Linked Data Analysis to Improve Health 
Services in Ireland” (NUIG Galway, January 20, 2020)  
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Research Centre for Data Analytics; and ADAPT SFI Research Centre for AI-driven Digital 
Content Technology.  

• A number of representative bodies have expertise in ethics and social issues. The Irish 
Platform for Patient Organisations, Science and Industry (IPPOSI), which is partly funded 
by the Department of Health, is an organisation led by patients to represent patients’ rights. 
IPPOSI, for example, plans a citizen’s jury to assess the attitudes of a cross-section of Irish 
society around the access and use of their health data.188 Another body is the Healthcare 
Informatics Society of Ireland (HISI), which is part of the Irish Computer Society (ICS), and 
aims to improve relationships between IT professionals and healthcare professionals. HISI 
has made training in ethics part of its eHealth certificate for IT professionals.  

• Some non-governmental organisations dedicate themselves to supporting legal, social and 
ethical rights. The Irish Council for Civil Liberties (ICCL) and Digital Rights stress the 
importance of human rights in the digital domain. ICCL, for example, published a letter on 
concerns around COVID-trackers.189  

Houses of the Oireachtas 
In the early 2010s, the interest in eHealth increased in the Houses of the Oireachtas. During this 
period, eHealth was often considered a benefit that could be achieved with better digital 
infrastructure.190 One of the reasons for the rollout of national broadband is to enable eHealth in 
regions with poor internet access.191 eHealth was also discussed in relation to an individual health 
identifier (IHI). A benefit of an IHI is that it enables eHealth.192 Also, eHealth was considered as a 
potential driver for economic development: stimulating eHealth drives economic activity and 

 

 
188 IPPOSI, “Citizens’ Jury on Health Information,” accessed February 16, 2021. 
189 Irish Council for Civil Liberties, “HSE App: Experts and Public Need to See Details,” April 29, 2020. 
190 The personnel, payroll and related systems (PPARS) was commenced by the HSE in 2001. It is not 

mentioned in relation to eHealth strategy. PPARS greatly exceeded expected costs of €9 million to more 
than an estimated €200 million. The project was abandoned in 2007. PPARS showed much later in 
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technology (Dáil Éireann Debate, 9 Feb 2017, Hospital Waiting Lists: Statements). 
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Ireland: Discussion; Select Sub-Committee on Communications, Energy and Natural Resources Debate, 
21 Jan 2014, Vote 29 - Communications, Energy and Natural Resources (Revised); Seanad Éireann 
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Debate, 22 Jan 2014, ESB (Electronic Communications Networks) Bill 2013: Second Stage; Joint 
Committee on Communications, Climate Action and Environment Debate, 15 Feb 2018, National 
Broadband Plan: Discussion (Resumed); Dáil Éireann Debate, 3 Nov 2020, National Broadband Plan: 
Questions; Dáil Éireann Debate, 24 Oct 2012, Prospects for Irish Economy: Statements (Resumed); Joint 
Committee on Transport and Communications Debate, 26 Sep 2012, National Broadband Plan for Ireland: 
Discussion. 

192 Minister for Health, 12 Nov 2013, Written Answers: Proposed Legislation; Dáil Éireann Debate, 14 Nov 
2013, Health Services Reform: Questions; Dáil Éireann Debate, 20 Feb 2014, Health Identifiers Bill 2013: 
Second Stage; Seanad Éireann Debate, 29 Jan 2014, Health Identifiers Bill 2013: Second Stage. 
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employment.193 Finally, eHealth can also be seen as a technology to harmonise healthcare across 
the North-South border.194 

Since 2013, a few events created debate about eHealth. The introduction of the Health Identifiers 
Bill 2013 and a national eHealth strategy in 2013, shifted the focus in debates increasingly towards 
the benefits of eHealth for healthcare, such as benefits to patient safety and experiences, health 
outcomes, healthcare provider experiences, and the ability of eHealth to increase efficiencies and 
decrease costs in healthcare.195 

Another driver, mentioned above, of eHealth discussions in the Oireachtas was the Committee on 
the Future of Healthcare in 2016 and its Sláintecare report in 2017. In debates on Sláintecare, the 
social and ethical opportunities of eHealth, especially benefits to healthcare improvements, were 
more prominent than the challenges.196 Also, Sláintecare emphasises universal healthcare and 
health equality but fails to connect eHealth to this objective. 

The most recent driver of debate on eHealth has been the COVID-19 pandemic. The pandemic 
has led to discussions about the ways in which eHealth could be used to maintain care in times of 
crisis, such as telehealth, and its benefits for rural Ireland and people with physical disabilities.197 
The pandemic proved to be a successful showcase for eHealth according to some.198  

Social and ethical challenges are less prominent in debates in the Oireachtas. The main 
challenges associated with eHealth in the 2010s debates were data protection and data 
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Quality Authority. 

194 Dáil Éireann Debate, 4 Apr 2017, Cross-Border Health Services Provision: Written Answers Nos. 560-
573; “Joint Committee on the Implementation of the Good Friday Agreement Debate, 6 Feb 2014, North-
South Co-Operation on Health and EU Directive on Patients’ Rights: Department of Health. 

195 Safety was often discussed in relation to the IHI as well. (Select Sub-Committee on Health Debate, 1 May 
2014, Health Identifiers Bill 2013: Committee Stage). Improvement related to patient experiences (Dáil 
Éireann Debate, 10 Oct 2018, Financial Resolution No. 4: General (Resumed). Health outcomes (Dáil 
Éireann Debate, 8 Mar 2018, Medical Records; Questions (332)). Healthcare provider experiences (Dáil 
Éireann Debate, 25 Apr 2018, Nurses’ and Midwives’ Pay and Recruitment: Motion [Private Members]). 
Cost efficiencies (Joint Committee on Health and Children Debate, 16 Jan 2014, Update on Health Issues: 
Minister for Health and HSE; Dáil Éireann Debate, 18 Jul 2013, Hospital Services: Written Answers Nos. 
698-710; Dáil Éireann Debate, 5 Mar 2014, Government’s Priorities for the Year Ahead: Statements 
(Resumed); Dáil Éireann Debate, 12 Nov 2013, Written Answers No 493: Proposed Legislation. Health 
management (Seanad Éireann Debate, 7 Feb 2018, Commencement Matters: Hospital Appointments 
Administration). Patient access (Dáil Éireann Debate, 25 Feb 2014, Health Identifiers Bill 2013 [Seanad]: 
Second Stage (Resumed)) Safety and efficiency (Dáil Éireann Debate, 24 Nov 2016, Information and 
Communications Technology: Written Answers No. 233). 

196 Safety and efficiency (Joint Committee on Health Debate, 22 Nov 2017, Review of the Sláintecare 
Report) Integrated care (Committee on the Future of Healthcare Debate, 18 Jan 2017, Health Service 
Reform: Private Hospitals Association; Joint Committee on Health Debate, 29 Nov 2017, Primary Care 
Expansion: Discussion; Committee on the Future of Healthcare, 1 Feb 2017, Health Service Reform: 
Health Information and Quality Authority) Health service delivery (Select Committee on Health Debate, 28 
Mar 2018, Vote 38 -Health (Revised)). 

197 Dáil Éireann Debate, 15 Sep 2020, Covid-19 Pandemic: Questions; Dáil Éireann Debate, 24 Jul 2020, 
Covid-19 (Health): Statements; “Seanad Éireann Debate, 11 Nov 2020, Disability Day Services: 
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security.199 Questions about the autonomy of service users only arose sporadically.200 Debates 
about the risks for privacy and data protection did increase with the introduction of the Health 
Identifiers Bill in 2014.201 Trust was discussed in the context of health identifiers and electronic 
health record and e-health cards, but only seldomly.202 Public trust was also mentioned in relation 
to the COVID-tracker.203  

To conclude, the importance of ethical and social values, or alignment to ethical or social values in 
general, do not appear prominent in the debate. Ethically and socially relevant benefits were 
mentioned, such as improved patient outcomes and reduced costs. Advantages to clinician 
experiences and patient experiences featured less prominently. Equality was another important 
factor but was only discussed indirectly when debating a national broadband plan. Other social and 
ethical concerns, such as patient empowerment, the effect on human relationships, power 
relationships, and risk, have not been topics of debate.  

European Union 
The EU has been a driver of eHealth policy in Ireland. This influence can be seen in Ireland’s 
eHealth Strategy, which opens with a quote from the EU eHealth Action Plan 2012-2020.204 Even 
though EU policy shows many similarities to Irish policy, important differences exists. The EU 
focuses on a greater variety of eHealth technologies. Consumer technologies, such as wearable 
devices and social networks, are discussed more frequently in the EU than in Irish policy. The EU 
also considers a wider range of ethical challenges, such as the quality and ownership of data, 
transparency of eHealth technology, inequalities and discrimination, social trust, and balancing 
public and private interests. The EU also go into more depth discussing these issues. 

Similar to the previously discussed Irish policy documents, the EU’s action plan highlights benefits 
to healthcare reform, such as cost-effectiveness, improved health outcomes, patient centred care, 
and more accessible healthcare. The plan mentions both technologies for improving existing health 
services, such as ePrescribing and telehealth, as well as more consumer-led technologies, such 
as social media and mobile health (mHealth). The Irish eHealth Strategy also refers to another 
European report - Redesigning health in Europe for 2020 (published in 2012).205 This report states 
that ICT in health is generally underdeveloped in the EU. It identifies five levers for change. Each 
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of these levers include more detailed challenges, such as data security, quality, ownership, 
transparency, inequalities and discrimination, and concerns around health literacy.  

An important focus of the EU is harmonisation across the different countries and eHealth systems. 
It aims to make quality healthcare more accessible for all citizens within the EU. eHealth is a way 
of promoting free movement of citizens within the EU: with greater mobility patients are less 
dependent on their local health services. Besides harmonisation, the EU focuses on patient 
empowerment and consumer technology, such as smartphones and tablets, to improve cost-
effectiveness and patient outcomes.206 Another report driving a shared EU approach for ICT is 
Towards a common European data space. It propagates the need to advance the development of 
trusted and socially acceptable data technologies, and it includes reference to eHealth.207 It also 
focuses on balancing the public and private interest of sharing data; private data can for example 
help with pandemics, and the report mentions principles related to data protection.  

Some EU documents emphasise specific socially or ethically relevant concerns in relation to 
eHealth, for example, safety regarding medical products or inequalities in relation to mHealth, 
ePrescribing, electronic health record, games for health, and social media.208 Other EU documents 
discuss particular technologies: cybersecurity and governance safeguards for tracker apps against 
COVID-19;209 and challenges, such as data protection and safety, and opportunities, such as 
patient empowerment and better patient outcomes, in relation to mHealth.210  
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Conclusions: Ten policy issues from an ethical and 
social standpoint 
Multiple national policies promise to revolutionise healthcare in the next ten years through the 
application of electronic health (eHealth) technologies - the use of ICT for health-related issues 
and lifestyle-habits that impact health. Their value has been demonstrated during the current 
COVID-19 pandemic, which revealed the critical role of eHealth applications in enabling the 
delivery of vital remote healthcare and the importance of being able to obtain timely access to 
accurate data. 

However, realising the benefits of eHealth is not simply a technological endeavour; it requires 
careful attention to the interdependencies between people, process and technology. eHealth 
solutions are often complex, large-scale projects with significant economic, social and ethical 
implications. This Spotlight shows that a failure to address these interdependencies can lead to 
undesirable outcomes, such as privacy breaches, wasted monies and project collapse. It explains 
eHealth, its promises and pitfalls, and provides a framework for understanding the social and 
ethical implications of these new technologies.  

Based on the findings of the previous chapters, we have identified the following ten policy issues: 

1. Irish policy and debate consider eHealth to be a critical enabler of healthcare reform.  

Much activity exists in Ireland around eHealth. Irish policy and debate ascribe eHealth the ability to 
transform the Irish healthcare into a more patient-centric, integrated and cost-effective system. 
Prominent reports and policy documents mention eHealth, such as the Programme for 
Government, Sláintecare, and the Project Ireland 2040 National Development Plan. In the last ten 
years, national projects, such as the individual health identifier and ePrescribing have been (partly) 
rolled out. Other cornerstone projects, such as a national electronic health record, are under 
development.  

2. A failure to identify and address social and ethical implications can impact the 
success of eHealth technology. 

Several factors determine the success of eHealth applications. Among these factors are the social 
and ethical values of stakeholders, their organisations, and the cultural and political context. For a 
successful adaptation of technology, we need to carefully consider the social and ethical values 
that are important within the Irish context. A failure to address these values may lead to public 
backlash, lost investments or suboptimal functioning of the technology.  

The social and ethical implications of eHealth can be considered at the earliest stage of technology 
development. Social and ethical values can help guide the design, development, implementation, 
and use of the technology, and guide the processes and ethos needed for eHealth to be 
successful. 

3. eHealth offers many ethical and social opportunities and challenges. 

This Spotlight identified seven clusters of ethical and social challenges and opportunities in relation 
to eHealth (see Figure 5). All seven clusters include both opportunities to achieve socially and 
ethically desirable outcomes as well as challenges to avoid undesirable outcomes. Identification of 
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these potential social and ethical benefits and risks is important, as it can enhance outcomes as 
well as mitigate against risks, up to and including project failure. 

Figure 5 Clusters of social and ethical opportunities and challenges 

 
4. This research found no systematic approaches to address ethical and social 

implications of eHealth within Ireland. 

Health technology assessments, ethical impact assessment, or guidance documents can be 
valuable tools to highlight and address ethical and social concerns. This research found no 
systematic approaches in Irish policy to address the ethical or social implications of eHealth. The 
HSE or HIQA appear to be well placed to provide leadership in this area. HIQA has expertise in 
health technology assessments and the HSE has expertise in guidance documents mentioning 
public values.  

5. Ethical values are not explicitly mentioned in Irish policy on eHealth 

Policy documents and debates do not explicitly mention the importance of ethical concerns in 
relation to eHealth. Ethical values only appear implicit within Irish policy and debates around 
eHealth.  

6. Irish policy and debate emphasise benefits for healthcare improvement. 

The benefits discussed in Irish policy fit well with the ‘Quadruple Aim’ framework for healthcare 
improvement mentioned in chapter 1. The discussion on eHealth and health improvements in 
Ireland aligns closely with a more contemporary understanding of health as a person’s ability to 
adapt and to self-manage: the emphasis on patient centred care and patient empowerment is 
testament to this. Benefits for clinician experiences are mentioned less frequently. 

Irish policies and debates also mention indirect benefits related to eHealth. They widely 
acknowledge its potential to drive economic development. eHealth is also considered to be a 
catalyst for other desirable projects. One of the drivers for the roll-out of national broadband and 
the implementation of the Irish health identifier is their potential to enable eHealth. Other indirect 
benefits for eHealth, such as its potential to drive research and other knowledge generating 
practices, feature less prominently in the Irish policy landscape. 

7. Other clusters of social and ethical opportunities are mentioned less frequently in 
policy documents and debates on eHealth. 

Although the benefits mentioned in the Irish debate are pertinent, other relevant benefits exist. 
Reaping these benefits may optimise the outcomes of developing or using the technology. 
Questions to consider include: how can eHealth improve the work experience of clinicians? How 
can technology improve the relationship between clinician and patient? How can eHealth make 
communication more secure?  
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8. Irish policy and debate emphasise challenges associated with privacy and data 
protection. 

Unlike EU policy documents, Irish debate on eHealth spends little time highlighting the challenges 
of eHealth. Within Irish policy, the challenges mentioned concern mostly privacy and data 
protection. Other challenges are discussed less frequently. Reducing ethical and social concerns 
to privacy and data protection can lead to suboptimal technology, as eHealth presents a wider 
range of ethical challenges. For example, eHealth can exacerbate existing health inequalities when 
patients may lack the digital or health literacy skills to use them. Addressing these challenges not 
only reduces risks associated with the technology, but it also potentially enhances the outcomes of 
eHealth. 

9. Many of the social and ethical opportunities in Irish policy leave room for 
interpretation. 

Many of the ethically and socially relevant benefits and challenges mentioned in policy are general 
aims and objectives. This high level of abstraction leaves the ethical and social opportunities open 
to interpretation. For example, the eHealth Strategy for Ireland mentions the digital divide, but it 
does not explain it or addresses how eHealth might help to bridge this divide. The digital divide is 
not considered in the eHealth section in Sláintecare. Both Sláintecare and the eHealth Strategy 
discuss making healthcare more accessible. However, neither explains what this means in 
practice. Questions to consider when looking at eHealth applications include: Which parts of the 
population will gain better access and who will benefit the most? How will people who lack the 
requisite digital and health literacy skills be supported? 

10. Irish eHealth policy focuses mainly on policy for health services devices. 

In Ireland, eHealth policy is focused on health service reform: the technologies emphasised in the 
policies reflect this focus on service reform. Most technologies discussed in Irish policy aim to 
improve communications between health service providers and/or with patients (for example, 
electronic health records, ePortals, telehealth, and ePrescribing). The EU’s health policies are 
broader: they tend to focus on consumer technologies as well, such as mobile health, social 
media, and wearable devices. Consumer technologies are becoming increasingly ubiquitous: HSE 
may increasingly integrate consumer apps, for example videoconferencing for telehealth. Also, 
people without health-related issues increasingly manage their lifestyle with eHealth applications. 
Healthcare organisations and consumers need protection against inadequate technology: apps 
may contain disinformation, lack security updates, or show poor regulatory compliance.  

eHealth is a busy and growing field in Ireland that requires close scrutiny from policy makers. This 
Spotlight has explained eHealth and its applications. It has looked at the social and ethical 
implications of these technologies. The research found that these implications are not central in 
current Irish policy in this area. In conclusion, the Spotlight has drawn out policy lessons and 
provided a lens to examine eHealth developments with the social and ethical implications in mind – 
with a view to supporting policy making that can realise eHealth’s full potential. 
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