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Abstract 
This L&RS Note analyses the challenges involved in regulating online 

harms, particularly cyberbullying and online harassment. It considers 

the currently available legal responses, and assesses some of the 

proposed reforms to the legal framework. 
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Introduction 

‘Online harms’ is an increasingly popular term referring to media and internet communications with 

the potential to cause harm. A report from the UK Office of Communications indicated that up to 

45% of people in the UK have experienced some form of online harm. While online harms include 

a range of different issues and behaviours, this article focuses primarily on cyberbullying.  

The term ‘bullying’ captures a broad scope of problematic behaviour. This ranges from very 

serious wrongdoing such as intimidation, threats, stalking to more minor social behaviours such as 

hurtful comments or social exclusion. Therefore, it is difficult to design a ‘one-size fits all’ legal 

solution to the problems presented by bullying. The distinction between traditional bullying and 

cyberbullying involves more than the fact that cyberbullying is conducted online. Cyberbullying can 

often be more harmful and more threatening than other forms of bullying. A recent US study 

breaks down the prevalence of different types of cyberbullying suffered by younger people: 

 

  

Source: Pew Research Centre (2018) 

Covid-19 and cyberbullying 

Concern has been expressed that the Covid-19 pandemic, and the moving of most socialising 

online, may increase the vulnerability of young people to cyberbullying. The National Anti-Bullying 

Research and Resource Centre has said that, in light of the Covid-19 pandemic, it is important to 

revisit the dangers of online bullying and to consider responses to it.   

 

https://antibullyingcentre.ie/
https://antibullyingcentre.ie/
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Current legal responses 

There is a range of offences applicable to cyberbullying, such as laws prohibiting threats, 

harassment, criminal damage, and blackmail. However, these offences often do not map on to 

typical modes of bullying or are only an appropriate response to the most serious cases of bullying. 

Harassment 

The offence of harassment, under section 10 of the Non-Fatal Offences Against the Person Act 

1997, is the main legal remedy to victims of cyberbullying. It is committed where a person, whether 

intentionally or recklessly, seriously interferes with another’s peace and privacy, or causes alarm, 

distress or harm to another. The offence involves repeated acts of intrusion on a person’s peace 

and privacy - a once-off communication will not generally amount to an offence.  

Criminal damage 

In one Irish case, the offence of criminal damage was prosecuted where the offender accessed his 

girlfriend’s Facebook page and posted several obscene messages, purporting to be from her. The 

court held that this amounted to criminal damage of her personal data. It might be argued that this 

was an imaginative approach by prosecutors and is not a satisfactory basis for further 

prosecutions. 

Defamation 

A person subjected to bullying might also sue in defamation. However, it will usually be an 

impractical recourse. Most people do not have the resources to fund an action in defamation. Nor 

will most cyberbullies be able to pay an award of damages against them, particularly considering 

Ireland’s notoriously large defamation awards. 

By contrast, many continental European jurisdictions allow for criminal defamation actions that can 

be taken by state authorities rather than by an individual. This has the advantage of removing the 

financial burden of taking a civil case for individuals. However, attaching criminal liability to speech 

poses particular problems from a freedom of speech perspective. 

Reform to address current gaps 

Several reforms have been proposed to address possible gaps and weaknesses in the current 

legal framework. In 2016, the Law Reform Commission (LRC) published its Report on Harmful 

Communications and Digital Safety. In general, it recommended restraint in using criminal law to 

address online harms. The report suggested a hierarchy for dealing with online harms: 

• Education: to create user empowerment and foster safe and positive digital citizenship. 

• Civil law and regulatory oversight: where education and related responses are 

ineffective, civil law should be favoured as it is less onerous than the criminal law. 



L&RS Note | Online harms – what are the legal issues?  3 

 

 

• Criminal law: only the most serious harm should be subject to the criminal law. 

The 2016 report also recommended establishing a Digital Safety Commissioner.  

In January 2020, the outgoing Government published a General Scheme of an Online Safety and 

Media Regulation Bill (the ‘General Scheme’), which would give effect to some of the LRC’s 

recommendations. If enacted, the legislation would replace the Broadcasting Authority of Ireland 

with a Media Commission, including an Online Safety Commissioner.  The Media Commission, 

acting through the Online Safety Commissioner, would act as a regulator of online harms. 

The Media Commission would designate certain bodies as “designated online service providers”. 

These designated bodies would then be regulated by the Media Commission. Part of its role would 

be to make online safety codes, including for regulating harmful content, that would apply to these 

designated online service providers. The General Scheme does not propose to regulate the 

speech of individuals.  

Breach of an online safety code would not of itself constitute a criminal offence, but a failure to 

comply with warnings issued by the Commission would. Significantly, breach of the code could 

incur administrative penalties, such as administrative financial sanctions. Administrative financial 

sanctions are an increasingly prominent feature in new legislation, and are discussed in detail in 

the Library & Research Service’s Spotlight: Administrative Financial Sanctions.  

The online safety codes would direct how designated online service providers should address 

harmful online content. Harmful online content is defined as including: 

(a) Material which it would be a criminal offence to disseminate. 

(b) Material which is likely to have the effect of intimidating, threatening, humiliating or 

persecuting a person. 

(c) Material which is likely to encourage or promote eating disorders. 

(d) Material which is likely to encourage or promote self-harm or suicide.  

The General Scheme is a considered attempt at balancing the harms of online bullying and abuse 

on the one hand, and the right to freedom of expression on the other. It is notable that the General 

Scheme does not propose to make the dissemination of any material a criminal offence per se. A 

mainly regulatory approach is preferred, including the power to use administrative financial 

sanctions. This is due to the constitutional issues presented by attaching criminal liability to 

speech.  

However, the use of means other than the criminal law to regulate speech does not immunise it 

from constitutional challenge. The proposed legislation would give a State body significant powers 

to regulate public forums of discussion and debate. Much would depend on how this power is 

exercised. In particular, the General Scheme envisages a large role for administrative financial 

sanctions, which themselves have been subject to constitutional challenge. While this challenge 

was unsuccessful, the implication of the right to freedom of expression may complicate the 

question. These complex issues will likely be considered in depth by the 33rd Dáil and the 26th 

Seanad.  

 

https://data.oireachtas.ie/ie/oireachtas/libraryResearch/2019/2019-11-20_l-rs-spotlight-administrative-financial-sanctions_en.pdf
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