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ANNEX

Employment Permits Online introduces a portal space with separate and individual accounts for both employers, employees and agents, making it easier to get up-to-date information on the status of applications. It also provides individual users with more ownership over the management of their accounts.  

The new system involves confirming an email address and password and verifying these via a secure Multi Factor Authentication process (using mobile phone confirmation).  This process is necessary to ensure that the integrity and security of Employment Permits Online is maintained for all users. There are particular instances where the MFA pin code is blocked as a result of local restrictions in the foreign country, a parallel  email notification is now available to address this.  

For employers, registration also requires the provision of some key information, namely Revenue and CRO details. Once this information has been uploaded and validated (by the Employment Permits Unit) accounts will be ready to go.  These details were a requirement of our previous Trusted Partner initiative, or for standard employers, as part of individual applications. Importantly, the same information is required to support an employment permit application under Employment Permits Online as was required under the old EPOS system.  

In some cases, issues have arisen because the person attempting to register an agent/employer account is not the primary contact point connected to the account (as per our records).  In other cases, it may be that the primary contact point is attempting to use the same email address across more than one company account.  It is no longer possible to do this using Employment Permits Online for security, privacy and data protection reasons.

There are some key aspects of Employment Permits Online which it might be useful to highlight - 

· The company's primary contact who will initially register (the administrator) must match the details we already hold based on previous applications.  The primary contact should be the first user to register a portal account for your company.
· The email address of the primary contact must be unique to that company meaning that this email address cannot also be used on a different Employment Permits portal account (say as an employee account or as an employer account for a different company).
· A mobile (cell) phone number must be used as the Multi Factor Authentication process for each log-in to the system and involves the sending of a text message to a mobile phone. A landline cannot be used.
· Company Name and Primary Contact name fields are all case sensitive.  

An additional feature of Employment Permits Online, is that all employment permit applications will be jointly completed online by the parties involved, the employer and prospective employee (as well as the appointed agent, if applicable).  The employee will directly provide the personal information relevant to themselves, with the employer completing the fields relevant to their sections of the application.  For agents, they will be able to provide the details for the party on whose behalf they are acting.  The application will be signed by all parties involved using an e-signature.  It is important to point out that as part of Employment Permits Online, an agent cannot act for both the employer and employee on the same application.
For those who operate as an agent or as both an agent and an employer from a single Employer Registration Number (ERN), initial registration must be as an ‘Agent’ rather than as an employer.  
Importantly, the person who initially registers and creates the account is automatically set as the Administrator of the account.  Once verified, the Administrator can add further administrators or users to the account (these also require unique identifier email address not linked to another portal account).  The link to add additional users or administrators remains valid for 1 hour.  Both can prepare and submit employment permit applications, however only an administrator can edit the portal account details.  

An account either for an employer or an agent can only be registered to a valid ERN (as registered with Revenue and CRO).  If an agent has only a single ERN for the purposes of operating both its employer and agent activities only a single account can be registered.  If an has a separate ERN for its employer and agent activities, then two portal accounts can be registered.   

Importantly, there is no need to create a new permit application if a draft application has already been saved and is in the permit applications box.  If the connection is lost or the user wishes to access their existing draft application, simply go back into the existing permit application and click the Action button and then ‘Edit’ to reopen and continue with the existing application form.  Additional documentation not specifically provided for with a direct upload can be submitted under any of the upload fields provided for in the application form.  

In addition, Renewal applications are generated from the portal account and surface automatically within the timeframe permitted.  Regarding the Change of Employer process, applications are being submitted and processed, to facilitate employment permit holders taking up new employment permit opportunities.  

In the early weeks of the operation of the new system, the Department acknowledges that some overseas users experienced issues with the non-delivery of SMS messages used for two factor authentication. These issues arose because of restrictions imposed by some overseas telecoms providers, incorrect country codes or incorrectly formatted international mobile numbers. The Department has worked closely with our ICT and telecoms providers to address these issues since the launch of the new system and other than issues arising from user input error, customers are generally able to successfully receive their two factor authentication codes.

A specific challenge arose in relation to Employer Permit Agent customer’s registration due to issues with legacy data migrated with respect to employment permits which were associated with Agent customers. The Department acknowledges that the complexity of these issues meant that some agents encountered delays in becoming fully operational on the new system. There has been a significant focus on working with Agent customers to address these challenges which are now resolved. In addition, a number of updates have already been made to the system over recent weeks based on the helpful feedback received from our Agent customers. The Department continues to engage and work closely with Employment Permits agents and further updates are planned in the immediate period ahead based on the suggestions provided by Agent customers who frequently handle significant volumes of permit applications on behalf of their customers.
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