
Introduction

My name is Mike Scott. In 2012 I retired at the rank of Associate Professor and as Head of the 
School of Computing in DCU. My research area is Cryptography. Immediately after leaving DCU I 
co-founded a startup miracl.com based on this research in the area of cyber-security. I am currently 
employed full time working in a cyber-security role in Abu Dhabi. I was a contributor to the report 
from the commission for electronic voting that lead to the scrapping of insecure electronic voting 
machines in Ireland back in 2006. While in DCU I shared responsibility for pioneering a Masters 
degree in Security and Forensic Computing (MSSF), one of the first Cyber security Masters degrees
in either Ireland or the UK, and which has been running for at least the last 20 years. I have been 
keenly following cyber-security related developments in Ireland.

Cyber Security

There can be no doubt that the Russian invasion of Ukraine has heightened the global concern 
around issues of cyber-security and their potential impact on our sovereignty. There is no Geneva 
convention in Cyber-space. Anything goes. Attackers can be hard to trace, and they often maintain a
“plausible deniability” relationship with their own governments. Critical systems depend on 
computers that can be hacked. The recent ransomware attack on the HSE demonstrated the real-
world damage that can be done. Incurring the displeasure of physically distant foreign governments 
can now have serious local consequences. It is clearly a matter of national security.

Our Response to date

Fortunately due to our intervention back in 2006 the Irish electoral system, based as it is on 
complete transparency and non-use of internet connectable devices (our “stupid old pencils”), is 
beyond the reach of such attackers. However that was a close run thing. But as luck would have it 
we thus avoided a trap that many other countries have stepped into, in the supposed interests of 
“modernising” their electoral systems while completely ignoring the complex security issues that 
can arise. Trust in an electoral system once lost, would be very hard to restore. So more by accident 
than design we got off to a good start in the cyber-security stakes.

In academic circles the growing importance of cyber-security as a discipline was realised early on, 
and indeed since the millennium the universities have maintained the output of a steady stream of 
cyber-security graduates to satisfy a growing demand from the private sector.

However in 2012, 6 years later after the voting machine controversy, ENISA the European Network
and Information Security Agency published a report “National Cyber Security Strategies: Setting 
the course for national efforts to strengthen security in cyberspace” which described the evolution 
of cyber security strategies of each of the EU member states. This report is still available online*. 
Even Luxenbourg gets a mention.  Except Ireland isn’t mentioned at all. So clearly we were right at 
the back of the European pack, literally doing nothing at a national level that ENISA could detect, 
back in 2012. 

Fast forward then to the Government’s completely inadequate response “National Cyber Security 
Strategy 2019-2024”, which I interpreted as a can-kicking exercise. The NCSC (National Cyber 
Security Centre), already by then apparently in existence, was to be expanded and provided with 
more resources. As far as I could make out at the time the NCSC was in fact a “two men and a dog” 
operation working out of a couple of rooms in UCD. And for all I know it still is. In truth I know 
very little about the NCSC other than a slick website, as it has kept a profile so low as to be almost 
invisible.



Where we are (I think..)

In truth not being an “insider” and being more of an informed and concerned citizen I cannot 
comment on our current national state of preparedness. Information has been very hard to come by. 
I have no idea as to the extent to which the promises made in the 2019-2024 policy document 
were/are kept. I personally have never seen positions advertised for employment by the NCSC. My 
suspicion is that it is in fact fully staffed by secondments from other services. The policy document 
said nothing about staffing.

However I strongly suspect that as a nation we remain woefully unprepared for a deteriorating 
global cyber-security environment, a situation only made worse by the crisis in Ukraine. As 
indicated above I was aware that the EU had been nudging us to do more, but I suspect that we have
just done the minimal necessary to placate them. 

Then the HSE hack happened, and that was certainly a wake-up call. The response was not at all 
impressive. While following media coverage I was unaware of any expert response from the NCSC,
and I couldn’t name the equivalent of the “Tony Holohan” figure who might have provided some 
reassurance to the public that we had this under control.  In fact despite closely following the media 
coverage, I was unaware of any NCSC response whatsoever to the crisis.

Large multi-national companies can probably be depended upon to look after their own cyber-
security concerns. But for smaller native SMEs this may not be an option. So who are they going to 
call if they have an issue? Furthermore individuals may also come under attack. You members of 
the Oireachtas may well be targeted by foreign entities if you take a public position that displeases 
them, for example your mobile phones may be compromised by spyware. You may be subject to 
blackmail and coercion. Given our membership of the UN security council this is no trivial matter. 
(I wonder did the so-called Cyber Attaches to be attached to our more important diplomatic 
missions, and as promised in the policy document, ever happen?).

We really need to start taking this seriously. Given our generally high standing in the world of IT, it 
is all rather embarrassing.

Where we need to be

As stated I am currently working in the UAE, a country comparable in size to Ireland, where they 
take cyber-security very seriously and have shown themselves willing to make the necessary 
investment to build a strong centre of excellence in the area of cybersecurity to defend their national
interests. This stands in stark contrast to the situation in Ireland. 

So clearly we need to do more, and do it quickly. In this instance we cannot assume that any of the 
EU/UK/US are going to protect us.

One further point. As I said in my introduction there is no Geneva convention in cyber-space. 
Therefore the ability to counter-punch is an absolute necessity. It may go against the grain to 
develop an offensive capability, but as a means of deterrence I believe it to be absolutely a 
necessity. 

Cyber security specialists do not come cheap. We need to identify and employ some of our brightest
and best, and be prepared to pay them well over the odds. I am aware of some movement in this 
regard. But it is now long past the time to get serious.

* https://www.enisa.europa.eu/publications/cyber-security-strategies-paper 
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