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Opening statement to Justice Committee – 30/6/22 

 

General Scheme of the Communications (Retention of Data) (Amendment) Bill 2022 

 

 

 

Chairman and members, 

 

Good morning, my name is Dan Kelleher.  I am a Principal Officer in the Criminal Legislation 

function of the Department of Justice.  Thank you for the opportunity to address you in relation 

to the General Scheme of the Communications (Retention of Data) (Amendment) Bill 2022.  I 

would like to note at the outset that my opening statement is without prejudice to the outcome 

of the current litigation in relation to data retention in the case of GD v the Commissioner of 

an Garda Síochána and others, EU court of justice reference Case C-140/20. The Court of 

Justice gave its ruling in this case on 5 April and the State’s appeal of a High Court decision 

regarding the validity of a section of the Communications (Retention of Data) Act 2011 

remains before the Supreme Court. 

 

On 31 May, Government approved the drafting of the General Scheme of a Bill to amend the 

Communications (Retention of Data) Act 2011, on foot of the Court of Justice decision. The 

history of this case is that the High Court ruled, in January 2019, that Section 6(1)(a) of the 

Communications (Retention of Data) Act 2011 was inconsistent with the European E-Privacy 

Directive, read in light of the Charter of Fundamental Rights of the European Union. That 

subsection relates to the disclosure of certain categories of data (e.g. date and time of calls; 

duration; etc.) from telephony and internet communications, but not the content of such 

communications, by service providers to An Garda Síochána (and other bodies) in connection 

with the prevention, detection, investigation or prosecution of a serious offence.  

 

A stay was placed on the judgment pending the State’s appeal to the Supreme Court. Following 

the ruling of the CJEU (5/4/22) on a preliminary reference on relevant issues to the CJEU, it is 

anticipated that the Supreme Court will finalise the appeal in the near future. 

 

The most immediate impacts of the recent ECJ ruling and previous CJEU rulings are: 

 

1. The confirmation that general retention and indiscriminate retention of traffic and location 

data for the purposes of the prevention, detection, investigation or prosecution of a serious 

criminal offence can no longer be permitted; 

 

2. The confirmation of the CJEU’s jurisprudence) that general and indiscriminate retention of 

traffic and location data is only permitted for national security reasons, provided certain 

conditions are met; 

 

3. Access provisions for traffic and location data must incorporate prior judicial scrutiny other 

than in certain urgent circumstances and in such circumstances there must be post review. 

 

In these circumstances, a legal frailty has been confirmed by the recent CJEU ruling with regard 

to the 2011 Act.  Law enforcement and national security concerns and operational risks arise 

from two fronts.   
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First of all, concerns have been raised by service providers with the Department of Justice with 

regard to the legal robustness of holding the data that is already retained under the existing 

2011 Act, now that the CJEU has issued its latest ruling.  In parallel, concerns exist from the 

point of view of national security and the prosecution of serious offences that a robust legal 

framework is in place for the retention and disclosure of communications data in a manner that 

supports these aims, while abiding by the constraints set down in the CJEU judgement.   

 

Given the urgency of the matter, the Minister undertook to draft a General Scheme containing 

amendments to the Communications (Retention of Data) Act 2011 which would respond to the 

above impacts.  The General Scheme of the Communications (Retention of Data) 

(Amendment) Bill 2022, which was published by the Minister on 21/6/22, provides for: 

 

• Retention of traffic and location data and authorisation of disclosure of such data for 

national security purposes - a mechanism is proposed which would require the Minister to 

apply to a designated Judge of the High Court for approval for the continued general and 

indiscriminate retention of traffic and location data for national security purposes. In the 

General Scheme, the term “Schedule 2” data is used but this Schedule refers to traffic and 

location data. 

 

• Preservation Orders and Production Orders - amendments are proposed which would allow 

for an Garda Síochána, the Permanent Defence Forces, the Revenue Commissioners and the 

Competition and Consumer Protection Commission to make specific applications to the 

District Court for the preservation of certain categories of traffic and location data by service 

providers and the production of such data in certain circumstances.  It will be possible for 

these agencies to apply for either or both types of order depending on the circumstances.  

 

The General Scheme also confirms the existing power to require retention and provide for 

disclosure of general subscriber data, which does not refer to traffic and location data relating 

to the subscriber of a service. I have attached as an Appendix to my opening statement a 

description of each Head of the General Scheme. It is worth noting the following heads in 

particular: 

 

Head 4 provides an obligation on service providers to retain “subscriber data” for a period of 

12 months. The recent CJEU rulings do not require a change to the existing rules linked to the 

retention of subscriber data, which has less of an impact on privacy rights. The net change for 

subscriber data is that the retention obligation is confirmed as 12 months for all data within the 

meaning of that term.  By contrast, different retention periods apply in the current Schedule 2 

of the Principal Act for different categories of data - 24 months for Part 1 (telephony data), and 

12 months for Part 2 (internet data).   

 

Head 5 provides for a new legal mechanism governing retention of Schedule 2 data, in order 

to align the 2011 Act with CJEU judgements. The Minister for Justice must first carry out an 

assessment of threats to the security of the State.  If the Minister deems the threat to be such as 

would require the retention of Schedule 2 data, she may apply to a designated judge of the High 

Court to authorise the retention of such data by service providers. The Minister is permitted to 

seek the authorisation of retention of data for a period of 12 months.  Similarly, the designated 

judge may grant by order the Minister’s application, if satisfied that it is necessary and 

reasonable in all the circumstances to do so.    
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Head 8 provides for a disclosure regime for an Garda Síochána and the Defence Forces to 

obtain access to Schedule 2 data, provided the disclosure has been approved by an authorising 

judge. Disclosure of Schedule 2 data, which has been the subject of a general and indiscriminate 

retention obligation under Head 5, can only take place on national security grounds, which has 

the consequence that such disclosure applications may only be made by an Garda Síochána and 

the Defence Forces.   

 

Head 10 provides for a disclosure regime for an Garda Síochána to access “cell site location 

data” linked to an electronic device (such as a mobile phone)  in urgent circumstances, where 

needed to protect the life or personal safety of a person or determine the whereabouts of a 

missing person. This type of data is defined separately from the types of traffic and location 

data set out in Schedule 2 and is typically very recent data which is needed on an emergency 

basis by an Garda Síochána.  

 

Head 12 provides for a “Preservation Order”, which may be obtained by an Garda Síochána, 

the Defence Forces, the Revenue Commissioners or the Competition and Consumer Protection 

Commission for defined reasons where approved by an authorised judge, including the need to 

respond to serious offences, national security and the saving of a human life. Such orders may 

relate to categories of subscriber data or Schedule 2 data as defined in subhead (10). There is 

no obligation to hand over data to a state agency under a preservation order. The obligation on 

the service provider is to simply preserve the data for a maximum period, currently listed as of 

90 days.  The state agency which applied for and was granted the preservation order will, 

however, be able to apply for the order to be renewed.  

 

Head 13 provides for a “Production Order”, which may be obtained by an Garda Síochána, the 

Defence Forces, the Revenue Commissioners or the Competition and Consumer Protection 

Commission for defined reasons where approved by an authorised judge. These reasons include 

response to a serious offence (as currently defined in Schedule 1 of the 2011 Act).  Such orders 

may relate to categories of subscriber data or Schedule 2 data. The effect of a Production Order 

will be that a service provider must immediately take steps to produce and hand over to the 

relevant state agency the data described in the order made by an authorised judge.  Such orders 

can be obtained in respect of certain persons, geographical areas or other defined criteria 

irrespective of whether retention of such data has been approved under Head 4 or Head 5. Data 

which may be obtained via a Production Order may already be the subject of a preservation 

requirement under Head 11.  However, it will not be a condition of Head 12 that the data 

concerned is already the subject of a preservation order.   

 

It is worth noting that the principle of judicial authorisation and only seeking access in 

individual cases where required has been incorporated into this General Scheme, in line with 

the Court of Justice rulings.  I would take the opportunity to state again that in the view of the 

Minister, this legislation is urgently required due to the issues I have mentioned. The Minister 

has also stated her intention to bring forward wider reforms in the area of data retention later 

this year to ensure An Garda Síochána have a robust legal framework to fight crime in the 

modern era.  That remains her intention 

 

ENDS 

 

Criminal Legislation 

Department of Justice 

29/6/22 
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Appendix:  Provisions of the General Scheme of the Communications (Retention of Data) 

(Amendment) Bill 2022 

 

The draft General Scheme contains 17 Heads.  

 

Heads 1 and 2 are standard provisions providing for the short title, commencement and a 

definition of the “principal act” being amended. 

 

Head 3 provides for a number of new definitions to be added to the 2011 Act, most notably 

the definitions of “subscriber data” and “Schedule 2 data”. The latter term draws from the 

existing 2011 Act and is intended to capture traffic and location data.  The approach proposed 

in the draft Scheme is to provide only the minimum changes to the current data retention regime 

necessary to mitigate the impact of the recent CJEU ruling and protect it from further challenge. 

Given the emergency nature of the Scheme, the approach recognises the need to keep 

parameters of the new definitions consistent with the 2011 Act.  

 

Head 4 provides an obligation on service providers to retain “subscriber data” for a period of 

12 months. In this General Scheme, it is necessary to segregate the procedures governing 

retention of and disclosure of “subscriber data” from the same procedures governing “Schedule 

2 data” (which includes traffic and location data). The recent CJEU rulings do not require a 

change to the existing rules linked to the retention of subscriber data, which has less of an 

impact on privacy rights. The net change for subscriber data is that the retention obligation is 

confirmed as 12 months for all data within the meaning of that term.  By contrast, different 

retention periods apply in the current Schedule 2 of the Principal Act for different categories 

of data - 24 months for Part 1 (telephony data), and 12 months for Part 2 (internet data).   

 

Head 6 is intended to replicate, as far as subscriber data is concerned, the existing powers 

already assigned to an Garda Síochána, the Defence Forces, the Revenue Commissioners and 

the Competition and Consumer Protection Commission under section 6 of the Principal Act to 

access subscriber data retained by service providers. The judgements of the European Court of 

Justice on data retention issues do not require a change to the procedures for retention and 

disclosure of subscriber data. 

 

Head 7 provides for the designation of “authorising judges” from the District Court, who will 

have the role of deciding on applications from an Garda Síochána and the Defence Forces for 

disclosure of Schedule 2 data on security grounds under the arrangements set out in Head 8 

below. Applications for Preservation and Production Orders, outlined in Heads 12 and 13 

below, will also require the approval of an authorised judge. 

 

Head 8 provides for a disclosure regime for an Garda Síochána and the Defence Forces to 

obtain access to Schedule 2 data, provided the disclosure has been approved by an authorising 

judge. Disclosure of Schedule 2 data, which has been the subject of a general and indiscriminate 

retention obligation under Head 5, can only take place on national security grounds, which has 

the consequence that such disclosure applications may only be made by an Garda Síochána and 

the Defence Forces.   

 

Head 9 sets out a disclosure regime for an Garda Síochána and the Defence Forces to obtain 

access on an urgency basis to retained Schedule 2 data on national security grounds.  The 

regime is based on approval of a disclosure application by an appropriate senior officer in both 

organisations.   
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Head 10 provides for a disclosure regime for an Garda Síochána to access “cell site location 

data” linked to an electronic device (such as a mobile phone)  in urgent circumstances, where 

needed to protect the life or personal safety of a person or determine the whereabouts of a 

missing person. This type of data is defined separately from the types of traffic and location 

data set out in Schedule 2 and is typically very recent data which is needed on an emergency 

basis by an Garda Síochána.  

 

Head 11 provides for a single legal obligation on service providers to comply with the 

requirements to disclose data as set out in Heads 8, 9 and 10. 

 

Head 12 provides for a “Preservation Order”, which may be obtained by an Garda Síochána, 

the Defence Forces, the Revenue Commissioners or the Competition and Consumer Protection 

Commission for defined reasons where approved by an authorised judge, including the need to 

respond to serious offences, national security and the saving of a human life. Such orders may 

relate to categories of subscriber data or Schedule 2 data as defined in subhead (10). There is 

no obligation to hand over data to a state agency under a preservation order. The obligation on 

the service provider is to simply preserve the data for a maximum period, currently listed as of 

90 days.  The state agency which applied for and was granted the preservation order will, 

however, be able to apply for the order to be renewed.  

 

Head 13 provides for a “Production Order”, which may be obtained by an Garda Síochána, the 

Defence Forces, the Revenue Commissioners or the Competition and Consumer Protection 

Commission for defined reasons where approved by an authorised judge. These reasons include 

response to a serious offence (as currently defined in Schedule 1 of the 2011 Act).  Such orders 

may relate to categories of subscriber data or Schedule 2 data as defined in subhead (10) 

(“relevant data”). The effect of a Production Order will be that a service provider must 

immediately take steps to produce and hand over to the relevant state agency the data described 

in the order made by an authorised judge.  Such orders can be obtained in respect of certain 

persons, geographical areas or other defined criteria irrespective of whether retention of such 

data has been approved under Head 4 or Head 5. Data which may be obtained via a Production 

Order may already be the subject of a preservation requirement under Head 11.  However, it 

will not be a condition of Head 12 that the data concerned is already the subject of a 

preservation order.   

 

Heads 14 and 15 complement Heads 12 and 13 by providing for the issue of Preservation 

Orders and Production Orders on an urgency basis by approval of a senior officer in each of 

the 4 state agencies listed.  Such orders will have a maximum period of validity of 72 hours. 

 

Head 16 provides for an offence provision which will apply to all of the legal obligations for 

disclosure, preservation or production of data under Heads 4, 5, 6, 11, 12, 13, 14 and 15.  

Penalties on summary conviction and conviction on indictment are listed.  The Minister notes 

that this Head allows for a defence for a person against whom proceedings are brought that the 

person took all reasonable steps and exercised all due diligence to avoid the commission of the 

offence.  The Minister considers this to be appropriate given the range of different technology 

systems for the management of data that are used by different service providers. 
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Head 17 contains a standard regulation making power for such matters which may be 

prescribed under the Bill.  At present, only two areas which may require secondary legislation 

are mentioned in the General Scheme in head 8 (format of affidavits) and Head 9 (record 

keeping).  Further areas requiring secondary legislation are expected to be identified as part of 

the drafting process for the Bill. 


