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CATHAOIRLEACH’S FOREWORD
The implementation of the General Data Protection Regulation (GDPR) in 2018 was seen as a
landmark provision towards safeguarding the data protection and privacy rights of EU citizens.
While the ‘bedding in’ period of the regulation has seen some challenges as companies and
individuals adapt, the Joint Committee on Justice acknowledges the importance of upholding this
provision to secure the fundamental rights of privacy for EU citizens. Thus, the examination of this
topic was prioritised as part of its Work Programme for 2021.
In an Irish context the Data Protection Commission’s (DPC) role is to ensure the compliance of
public and private bodies with GDPR and to process complaints regarding potential breaches of
data protection. However, their responsibility does not apply only at the domestic level.
The DPC is tasked with supervising the protection of millions of EU citizens’ data when it is
processed by multinational corporations with headquarters in Ireland, such as Google, Facebook,
Apple and Microsoft. This places an even greater responsibility on the State and the DPC to ensure
efficient enforcement.
To protect our fundamental rights, the GDPR provides that the DPC must proactively investigate
(Article 57(1)a), act on complaints from individuals (Article 57(1)f), and on information forwarded
by other EU supervisory authorities (Article 57(1)h).
In reaching out to stakeholders to gain diverse perspectives on the implementation of GDPR in
Ireland, the written submissions and witnesses provided the Committee with an insight into several
areas for reform, where it appears that the current system, for a variety of reasons, fails to
adequately protect the fundamental rights of citizens. Among these key areas identified by the
witnesses and Committee include the issue of delays in processing complaints of data breaches,
the need to clarify procedural law used by the DPC when handling complaints and the need for
better general enforcement of GDPR and more staff qualified in relevant areas of procedural and
material law. Witnesses also suggested that the GDPR was a ‘one size fits all’ measure, but this
made it more difficult for smaller organisations, whilst allowing larger corporations escape censure
at times.
The Committee has made a number of recommendations for these areas and it is hoped that these
will receive due consideration.
A copy of this report and recommendations will be sent to the Minister
for Justice and the Committee looks forward to working proactively and
productively with the Minister and with the DPC to address the issues
identified regarding the implementation of the GDPR.
I would like to express my gratitude on behalf of the Committee to all the
witnesses who attended our public hearing to give evidence and those
who forwarded written submissions.

James Lawless TD (FF) [Cathaoirleach]
July 2021
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SUMMARY
The Joint Committee on Justice identified GDPR a key priority issue for inclusion in its 2021
Work Programme.
Of serious concern to the Committee were reports of the particularly slow progress of some
cases being handled by the DPC.
To establish a clearer understanding of the problems facing the implementation of the GDPR
the Committee invited written submissions seeking the views of various stakeholders with the
aim of getting a balanced perspective on the issues regarding the enforcement of GDPR.
Stakeholders, in addition to being asked about the general effectiveness of GDPR
implementation thus far, were also asked to comment on several other elements including
gaps in training and resourcing of the DPC, international perceptions of the DPC, differences
in enforcement of GDPR between private and public agencies and between smaller
community groups versus larger tech companies.
Written submissions and witnesses outlined that of the 196 cases in which the DPC asserted
its status as lead authority in the EU from May 2018 to December 2020, the DPC produced a
draft decision in only 2% (four cases) of these cases. Draft decisions are the preserve of the
lead DPA, which in these cases was the DPC. Submissions and witnesses highlighted that
such instances cause significant issues with other DPAs in Europe and pose a reputational
risk to Ireland as a result.
This point has been disputed by the DPC, who have argued that in such cross-border cases
the complexities of the one-stop shop system and the co-decision-making processes of
GDPR, means that the speed at which judgements are reached is not only steered by the DPC
but also by the length of time it takes to resolve such cases between the DPC and other Data
Protection Agencies (DPA) in Europe, which can cause significant delay.
Among the other instances where stakeholders believed there was a delay in cases being
investigated by the DPC was the Real-Time Bidding data breach. This is the largest data
breach ever recorded and allows data brokers to build dossiers about individuals based on
the private things they do online and this was of particular concern to the Committee due to
the significant risk to privacy it entails.
It is now more than five years since the GDPR went into effect, and more than three years
since it was applied. The Committee fears that citizens' fundamental rights are in peril.
Based on the evidence provided to the Committee, it became clear that while there were
differing opinions regarding the effectiveness of GDPR implementation and monitoring by the
DPC, there are also several elements of the Commission’s procedures that require attention
and reform.
These issues and potential solutions are outlined in the following section.

7

RECOMMENDATIONS
The following recommendations were made by the Committee in relation to the topic:
1. The Committee recommends that the DPC move from emphasising guidance to
emphasising enforcement as a matter of urgency, and that the Minister for Justice
ensures the provision of whatever means may be necessary to support this.
Otherwise, the Committee fears that not only will the fundamental rights of individuals
remain imperilled, but the DPC will face a more emboldened and entrenched group of
systematic infringers.
2. The Committee recommends that the DPC increases the use of its sanctioning powers
under Article 58(2) of the GDPR, particularly orders stopping infringers from processing
data, and dissuasive fines, to ensure effective implementation of GDPR and that it is
not deterred from pursuing cases of data breaches due to the high litigation costs
involved.
3. The Committee recommends that the DPC investigates the potential of implementing
an indexing software package in an effort to streamline its complaints handling
procedures, which could allow for repeat decisions to be made quickly and efficiently.
4. The Committee recommends that the DPC clarifies its written procedures and rules
following multi-stakeholder hearings with fellow Data Protection Agencies (DPA)
including a public consultation process with other stakeholders in the EU, so that
feedback from them could be taken onboard regarding which procedures require more
clarity.
5. It is recommended that the Data Protection Act 2018 be reviewed to ascertain if
legislative amendments are necessary, and to consider codifying the published
processes of the DPC as regulations.
6. The Committee recommends that the DPC should clarify its definitions regarding cases
being ‘concluded’ or ‘resolved’ and consider using similar terms to those used in other
European DPAs to avoid misinterpretation.
7. It is recommended that the DPC updates the Committee at the earliest opportunity
regarding the results of its strategic consultation process and any information relating
to recommended changes to its operation from this process.
8. It is recommended that the DPC provide clarity by publishing the exact processes it
follows when handling complaints, thereby demonstrating compliance with the
regulations including Article 57 (1) of the GDPR.
9. The Committee recommends that the DPC analyse the practices of Residential
Tenancies Board (RTB) and Workplace Relations Commission (WRC) regarding their
administrative and quasi-judicial process and to consider whether any of these
practices could be emulated to help speed up their consideration and decision-making
on cases. It is also recommended that the recent decision of the Supreme Court in the
Zalewski case, regarding the administration of justice by the WRC, is consulted in this
regard.
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10. The Committee recommends that the Minister appoint two new Commissioners, in
accordance with the provisions of Section 15(1) of the Data Protection Act 2018. The
Committee suggests that at least one incoming Commissioner should have expert
knowledge of material and procedural law, to ensure that there is a high quality in the
decision making by the DPC.
11. The Committee recommends that consideration be given to amending the current
legislation to allow NGOs to represent GDPR complaints on behalf of individual citizens
and large groups of citizens.
12. To offset smaller organisations being disadvantaged and larger corporations escaping
censure under a ‘one size fits all’ measure of GDPR, the Committee recommends that
in any future guidelines, reviews or implementations that a banded approach be
adopted, in so far as possible within the strictures of the EU parent regulation.
13. It is recommended that all legislation passed is in compliance with data processing
protections to avoid unintended consequences.
14. The Committee recommends that a review be undertaken to strengthen and reform
the DPC and should include an examination of whether staffing levels and resource
allocation are appropriate. The review should be broadly scoped, and should also
consider ECJ AG Bobek’s opinion,1 and the subsequent ruling by the ECJ.2 The
Committee requests that the outcome be forwarded to the Committee, at the earliest
opportunity.
15. The Committee recommends the creation of a decision-making entity within the DPC,
separate to that of Commissioner, to improve the time frames in which the Commission
issues decisions on cases. It is not feasible for the Commissioner to individually issue
each decision, and so consideration should also be given to permitting individual case
managers to issue final decisions on behalf of the DPC.
16. The Committee recommends that, if necessary, legislation is introduced to enable the
use of public hearings as part of the recruitment process for posts such as that of Data
Protection Commissioner, to ensure high quality candidates are hired on the basis of
merit, and to avoid any suggestion of a political appointment to the role of
Commissioner.
17. The Committee recommends that the DPC publish quarterly statistics on the use of its
investigative powers under Article 58(1) of the GDPR, and on the use of its sanctioning
powers under Article 58(2) of the GDPR. To increase transparency, the Committee
suggests to the DPC that it waive its broadly interpreted exceptions to the Freedom of
Information Act.

1

Opinion of Advocate General Bobek in relation to Case C‑645/19, delivered on 13 January 2021
https://curia.europa.eu/juris/document/document.jsf?docid=236410&doclang=EN
2 Judgement of the Court (Grand Chamber) in relation to Case C‑645/19, issued 15 June 2021,
CURIA - Documents (europa.eu)
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CHAPTER 1 - Engagement with Stakeholders
Introduction
The Joint Committee on Justice invited submissions from stakeholders on the topic of GDPR.
On 27th April 2021, the Committee held a public engagement with several of these
stakeholders, as laid out in the table below:
Table 1: List of Stakeholders present at Committee meeting on 27th April 2021
Organisation

Witnesses

Max Schrems, noyb

Max Schrems, Chair of noyb.eu

FP Logue Solicitors

Dr. Fred Logue, Principal

ICCL

Dr. Johnny Ryan
Fellow of ICCL

Data Protection Commission

Ms. Helen Dixon, Commissioner for
Data Protection
Ms Anna Morgan Murphy, Deputy
Commissioner and Head of Legal

FRHistS,

Senior

The primary focus of these engagements was to allow the stakeholders to present to the
Committee the areas of reform they believed were most urgent regarding the implementation
of GDPR in Ireland. The aim was to establish what areas could be improved and strengthened
in order to ensure that complaints regarding data privacy breaches were processed faster and
that procedures for complaints handling were made clearer, among other areas.
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CHAPTER 2 - Summary of Evidence and Recommendations
In the course of the public hearing, a number of important points were raised. A summary of
the main areas discussed in evidence to the Committee follows.

1. Delay in processing cases and potential
procedures when handling repetitive cases

for

streamlining

The issue of the delay in processing cases and complaints by the DPC was highlighted to the
Committee as one of the most significant issues preventing effective GDPR enforcement in
Ireland.
Compared with other jurisdictions such as Austria, which has issued 852 decisions and Spain
which has issued 700 decisions since the implementation of the GDPR in 2018, Ireland has
only issued 4 decisions in the 196 cases it has been tasked with pursuing as LSA.
One stakeholder argued that in their experience, the median time that cases have been open
with the DPC can exceed 2 years and that to date, the vast majority of his cases remain
unresolved.
The ICCL also told the Committee that there are unacceptable delays by the DPC in
investigating critically important cases such as the ‘Real-Time Bidding’ data breach, the largest
data breach reported in history. The ICCL reported this matter to the DPC in 2018 but despite
opening an investigation, the ICCL informed the Committee that the DPC has not yet produced
an issues paper setting out which areas it would investigate.
In response, Data Protection Commissioner, Ms Helen Dixon, informed the Committee that
roughly 30% of the complaints that the DPC receives every year relate to complaints about
the exercise of the right of access.
In situations where controllers refuse to provide the information or where individuals perceive
they have not been supplied with all their data, the DPC must engage in a lengthy consultation
with the parties involved to try and ensure the data is released. Ms. Dixon questioned whether
any technology or software was available which would help in such circumstances and
welcomed suggestions regarding how to process such cases faster.
Similarly, she argued that the principles-based nature of GDPR and the fact that there is little
established case law to guide such evaluations means that every case must be evaluated on
its own merits, thus taking significant time.
Finally, she pointed out that in some cross-border cases the complexities of the one-stop shop
system and the co-decision-making processes provided for in Chapter VII of the GDPR means
that the speed at which judgements are reached is not only steered by the DPC but also by
the length of time such cases take to resolve between the DPC and other DPAs in Europe.
The Committee was told that in Austria the law requires the DPA to have made decisions on
cases that come before it within 6 months. While this deadline is not always met due to staff
shortages this at least provides controllers with a deadline to aim towards.
The Committee was also told that, the Spanish DPA receives a similar number of complaints
to those received in Ireland. Relying on a similar budget and a similar number of personnel,
the Spanish DPA processes around 5-6 decisions per day, while enforcing the exact same
GDPR as is enforced in Ireland.
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Finally, it was noted that in Norway the knowledge of staff and the quality of decision making
is regarded as very good, which ensures that it is clear to all involved how a decision was
reached and decisions are rarely overturned or appealed, which would otherwise cause delays
in the system.
Questions were also raised by Committee members as to what potential there was to introduce
a process of codification, potentially by using a workflow software, so that similar types of
cases that repeatedly come before the DPC could be streamlined and decisions for these
cases provided faster.
Mr. Max Schrems outlined that the DPA in Austria utilises software designed to operate as a
case management system. This allows for quick decision making to be applied to repetitive
types of cases, thus allowing more time for larger cases or for those that require more
attention.
Lawyers review the decisions applied to these repetitive cases, which ensures these decisions
are sound and appropriate at an earlier stage in the process and removes the need for there
to be oversight in every case and minimises the risk that decisions might be overturned
The Committee asked if the systems in operation in other jurisdictions could be considered as
a means of addressing the delays in the management and processing of complaints.
Based on the above evidence, several recommendations were put forward to the Committee
regarding how to expediate the delays in processing cases. These included reforming the case
handling procedures as a matter of urgency (outlined in Point 2), and adopting a culture of
enforcement so as to deter non-compliance and reduce the number of complaints being filed
as a result (outlined in Point 4). Finally, hiring 2 additional Commissioners, at least one of
whom is expert in relevant areas of material and procedural law would also increase the quality
of decision-making and decrease the potential for cases to be appealed based on poor
decision-making (outlined in Point 5).
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2. Need to clarify procedural law and complaints handling procedures
by the DPC
Witnesses informed the Committee of the crucial need to clarify the DPC’s procedural law
when processing complaints and cases of data breaches.
Some witnesses expressed the view that it is unclear whether this process involves 6 or 12
steps and that the current system is overly complicated and does not allow sufficient
engagement between complainants and the DPC prior to a draft report being made.
It was argued that such a system risks cases being overturned due to unfairness and lack of
transparency, while also denying citizens their fundamental rights to due process.
Witnesses pointed out that this has been utilised by corporations such as Facebook in their
judicial review against the DPC, where they argued that there was a lack of procedural clarity
when they were engaging with the DPC.
A reform or clarification of this system would necessitate the introduction of more transparent,
defined procedures when handling complaints, and clear deadlines as to how long it should
take for cases to result in a final decision.
Witnesses recommended that this clarification of written procedures and rules be undertaken
following multi-stakeholder hearings with fellow Data Protection Agencies (DPA) in the EU, so
that feedback from them could be taken onboard regarding which procedures require more
clarity.
Unlike other countries that can rely on case law to guide its procedures, witnesses stated there
is no written procedural law in Ireland. It was recommended to the Committee that, amending
sections of the Data Protection Act of 2018 could also help provide clarification regarding the
number of procedural steps and the time within which cases should be resolved.
In response to questioning by Members regarding procedural certainty, Ms. Dixon stated that
the DPC had taken on board recommendations by Dr. Logue on publishing details of their
processes and planned to do so shortly.
In terms of making regulations, she stated that the DPC are listening to feedback they receive
and that if it would provide greater legal certainty, they could codify what they publish as their
processes in regulations.

In addition, there appeared to be uncertainty among witnesses as to the exact definition of
cases being ‘concluded’ or ‘resolved’ by the DPC.
Witnesses informed the Committee of cases they had heard of where the DPC contacted
individuals to tell them that they would no longer investigate their cases and that this situation
appears to result in a case being ‘resolved’ despite not providing these individuals with a final
decision.
In response to questions, Ms. Dixon said that 60% of the complaints the DPC receive in any
calendar year are resolved in that same calendar year and in follow-up written correspondence
to the Committee she clarified that the DPC had corrected an error in their 2020 Annual Report
to reflect this (See Appendix 2).
The categorisation of a case as being ‘resolved’ by the DPC appears to have different
interpretation by other stakeholders and needs to be clarified.
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In follow-up written correspondence to the Committee, Dr. Fred Logue stated that, in his view,
the Annual Report did not appear to provide sufficient detail or give a breakdown of the
reasons for which the 4,476 GDPR cases in 2020 were concluded, such as details on cases
that resulted in amicable resolutions, the number of cases dismissed or rejected or the number
of cases resulting in an enforcement notice (See Appendix 1).
In a similar vein, witnesses disputed the assertion by the DPC that it is not required to process
all complaints it receives. Dr. Logue argued that every case that comes before the DPC should
result in a final decision, which is important in certain cases where the claimant seeks
damages or other remedies.
In response to Member’s questions, Ms. Dixon asserted that under previous legislation, the
DPC was required to investigate every complaint that came before it and to produce a decision
if the complainant required, but that this is no longer mandatory under the GDPR.
Rather, Ms. Dixon says that under GDPR the DPC is obliged to ‘handle a complaint to the
extent appropriate’ and the DPC seeks to resolve cases amicably and to produce an outcome,
but that they are not obliged to produce a decision. Ms. Dixon acknowledges that this may not
be satisfactory for some stakeholders but that this is not an obligation of the DPC.
The ICCL and Dr. Logue however, disagreed with this interpretation and argued that under
Article 57 (1) of the GDPR, the DPC is obliged to investigate every complaint they receive and
to inform the complainant of the outcome of the investigation, with the only exception being if
the complainant withdraws their case (See Appendix 1 and Appendix 3).
There appears to be a need to clarify what the DPC’s statutory duty is.
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3. Separation of administrative and quasi-judicial functions of the DPC
The Committee heard of apparent issues with the structure of the DPC in terms of its
administrative and quasi-judicial functions which witnesses suggest may be addressed by way
of a functional separation between the quasi-judicial and administrative elements of the DPC.
Dr. Logue argued that currently the quasi-judicial processes of the DPC do not, in his view,
mirror effective and fair judicial processes, in that there is no penalty for giving false evidence
to the DPC, there is no cross-examination or engagement between the parties involved and
that data subjects cannot have a hearing or test the evidence.
Dr. Logue noted that considering such judicial proceedings before the courts rather than the
DPC would result in the courts system struggling to manage such a volume of cases, and
therefore suggested that the DPC’s quasi-judicial structure should be significantly improved.
He recommended hiring an experienced lawyer or someone with requisite judicial experience
to help reform the current system.
Dr. Logue suggested that the operating model of the Residential Tenancies Board (RTB) and
the Workplace Relations Commission (WRC) should be considered by the DPC as possible
ways in which to improve its quasi-judicial and administrative processes and provide a speedy
and effective complaints handling procedure.
He added that both the RTB and the WRC, with a budget comparable to that of the DPC,
handle between 5,000 and 8,000 queries each year and reach decisions on each of these. In
addition, both have similar dual functions in terms of investigatory and adjudication, and he
argued that such bodies provide proof that these dual functions can be managed effectively.
In highlighting the success of their activities, the Committee was told that the WRC hold 20
hearings a day to process cases, the RTB conduct a successful telephone mediation by
professional mediators, where it closes 25% of its cases and both hold hearings around the
country and have appellate jurisdictions.
Dr. Logue also pointed out that a recent Supreme Court ruling in the Zalewski case introduced
changes to how procedures regarding employment disputes in the WRC are undertaken and
he believes that this ruling should also be consulted when considering adjustments to the
DPC’s quasi-judicial processes. Among the recommendations made in this ruling are that the
WRC’s hearings must be open to the public, unless there are exceptional circumstances
allowing otherwise; and that the ability for evidence to be provided on an oath or affirmation,
guidelines for cross-examination of witness and a penalty for giving false evidence will be
introduced by way of new legislation.3

3

Supreme Court decision of Zalewski v Adjudication Officer and WRC, Ireland and the Attorney
General [2021] IESC 24, 6th April 2021, pdf (courts.ie).
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4. Compliance with GDPR and increasing the use of sanctioning power
(fines, orders to stop data processing) as a sanction
The Committee heard from witnesses on how they believe that general compliance with and
enforcement of GDPR is perceived as weak.
They maintained that this is because non-compliance with GDPR can often appear
consequence-free and that companies undertake a risk-based assessment before making
decisions and will continue to breach GDPR if they feel that there are little to no repercussions
and no real threat of a sanction for failing to comply.
In addition, the Committee was informed that the DPC often appears to take part in ‘informal
engagements’ with large multinational corporations in an attempt to find solutions to issues
rather than using enforcement measures against such firms to comply with GDPR, which could
prove more effective as a strategy overall. This approach was criticised for its lack of
transparency.
The Committee was told that it is now over five years since the GDPR was applied, and over
three years since it came into effect. The 2018-2020 grace period is over. Indeed, since an
infringement of the GDPR is highly likely to be an infringement under the previous regime, this
grace period may have been unnecessary. The Committee was told that the DPC must
urgently move to hard enforcement. Urgently. Otherwise, not only will the fundamental rights
of individuals remain imperilled, but the DPC will face a more emboldened and entrenched
group of systematic infringers.
The Committee also cautions against relying on guidance as a means of prompting
enforcement. Those with experience in industry will recognise that the surest way to give
clarity to data controllers about the law is to show that several years of systematic infringement
will be sanctioned. Sanctions must be severe enough to be dissuasive and should use orders
banning processing where possible.
Some witnesses suggested that this preference for informal engagement with companies
rather than enforcement stems from an aversion towards pursuing cases against larger
companies due to the high cost of litigation in Ireland.
The Committee was also told of circumstances where the DPC has given informal advice to
data controllers which it then later has to adjudicate over in court proceedings, which can seem
to undermine the system.
In order to achieve better compliance, the Committee heard suggestions that the use of fines
should become common practice to discourage routine and basic breaches of data protection
such as delays in complying with requests or ignoring or refusing requests for data to be
released. Article 83 of the GDPR allows for fines of up to 4% of a company’s worldwide
turnover to be applied in cases of a significant or persistent data breach and if such fines were
applied this could provide the DPC with a net budget surplus or allow them to ringfence some
of this money to be allocated towards improving enforcement.
Witnesses referred to France as an example of where such practice has been effective. In
France there are significant fines for breaches of GDPR which are intended to act as a credible
deterrent. A recent regulation was introduced requiring that cookie banners must state only
‘yes’ or ‘no’ as options and, due to the credible risk of receiving a significant fine for noncompliance, this has proved successful with most of the cookie banners now in compliance.
Finally, utilising its sanctioning power more often, including fines and orders to stop data
processing as a sanction for non-compliance should result in less complaints relating to data
breaches made overall, thus lessening the amount of delay in the complaints handling system.
16

5. Staffing and resourcing of the DPC
Several questions were raised at the hearing regarding staffing levels and resourcing of the
DPC.
The Committee heard that internationally, many DPAs struggle to be allocated sufficient
resources and the funding to attract the calibre of staff necessary to carry out the role expected
of them. This in turns feeds into the issue of ‘brain drain’, where staff are leaving positions
within DPAs to work in the private sector, which has resulted in other DPAs in Europe
struggling to retain staff members.
Other witnesses however, stated that the DPC in fact receives a higher level of funding than
other DPAs in Europe and is now one of the best-resourced DPAs in Europe, but this has not
resulted in a higher proportion of cases being solved or cases being resolved at a faster pace.
Members pointed out that the DPC was allocated €19.1 million in Budget 2021, which was just
50% of the funding requested. When Members questioned how such a shortage of funding to
the DPC affects its operations, in reply, Ms. Dixon stated that recruiting staff was not difficult
however, she acknowledged that it is difficult to retain qualified staff, such as highly
experienced litigators, due to the inability to offer salaries comparable with those in the private
sector.
Lack of funding has also impacted on the DPC’s ability to source appropriate expertise to
assist in drawing up a tender document aimed at providing advice to the DPC across a range
of technologies and Internet technologies, and to conduct forensic testing on behalf of the
DPC related to some of their Internet investigations. As a result, this process has now been
delayed.
In addition, Members questioned whether there are particular shortages of specialist staff like
technologists or regulatory lawyers in the DPC. The Commission asserted that due to the
many different types of technology in use it would be impossible to hire the range of expert
staff in every area, as such experts need to have a background in each of the different
technologies to have an in-depth knowledge of it. The DPC stated that it is satisfied that an
appropriate balance has been struck in their current approach between having enough
qualified technologists in-house in addition to having the ability to engage the services of
external expertise when necessary.
Section 15(1) of the Data Protection Act 2018 allows for two additional Commissioners to be
appointed and it was strongly recommended to the Committee by witnesses that these
positions be filled to provide a counterbalance of perspectives and to expand the skill set of
those represented at Commissioner level.
Furthermore, some witnesses urged that candidates considered for these positions should be
experts in material and procedural law, as they believed that these particular skills may be
lacking in the DPC. This may enhance the decision-making processes of the DPC ensuring
they are sound and may minimise the possibility that decisions are overturned or appealed.
In conclusion, the DPC argued that their funding needs to increase for the foreseeable future
given the scale of the challenges it needs to contend with.
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6. Knowledge and awareness of GDPR by consumers and individuals
The impact of GDPR on individuals and smaller business was also highlighted.
Members asked what could be done to help consumers and citizens to more easily navigate
the process of GDPR, including finding relevant information, questioning if and why their data
is being retained by someone else and knowing who to contact to make a complaint.
Members noted that GDPR was intended to provide protection for individuals in respect of
their fundamental rights to data protection and privacy. However, in practice, navigating this
process is difficult and places a significant burden on the average person to access relevant
information requiring examination of complicated legislation.
As a possible solution, the national implementing law should be reviewed to avail of the Article
80(2) provision of the GDPR, which allows NGOs to represent large bodies of people and
proactively act on their behalf, if Member States enact this.
Aside from publishing more and more guidance on how individuals can exercise their rights,
Ms. Dixon asserted that the much more important thing they can do is to guide controllers to
be compliant and transparent, and as helpful as possible to the public in explaining how data
are processed. She stated that the Commission often sees how poor communication leads to
a lot of the issues between controllers and data subjects.
Stakeholders countered that the most important guidance the DPC can offer is the dissuasive
power of sanctions.

In addition, better knowledge and awareness of GDPR by governmental departments and
state bodies was also recommended. In this regard, the DPC intends to support the
introduction of new Data Protection Officers (DPO) required by public sector bodies and many
private sector organisations. It is hoped that the DPO’s role, acting as a link between members
of the public and the organisation, will help support and inform the person in exercising their
data privacy rights.

Questions were also raised by Members regarding the everyday use and application of GDPR
and how individuals can be uncertain as to whether or not their actions may be breaching
GDPR.
An example was provided where it had been decided that the use of CCTV on private lands,
which was to be monitored by the individual and the Council to enforce compliance with no
dumping policies, was not allowed under GDPR.
According to Dr. Logue, this highlights a situation in which GDPR should not prohibit such
everyday activities once basic principles apply and are followed. The person utilising the CCTV
camera must have a legal basis for doing so (which is an essential principle of the data
protection regime) and must have either the permission of the data subject to use their
personal data or it must be necessary for some purpose within the GDPR. Data subjects’ rights
must also be upheld and those whose information has been processed should be informed if
they query about this.
The legislation itself needs to demonstrate a legal basis for the action and provide for
safeguards against abuse, however current legislation is not always clear on this.
Dr. Logue suggested that additional sectoral legislation may also be necessary for certain
areas like CCTV usage which is not covered extensively enough under the existing Garda
Síochána 2005 Act. He also recommended that current procedures be amended so that the
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legislative process would ensure that each Bill includes the necessary provisions to ensure
that all data processing protections are taken into account to avoid unintended consequences
post enactment.
Overall Dr. Logue argued that following the basic principles and simply implementing the
GDPR as intended, should mean that everyday activities like those outlined above should not
be prohibited in such circumstances. Meanwhile, activities that are prohibited would be
specifically highlighted through the legislative process.
He also believes that inaccurate interpretation of GDPR is being cited by certain bodies and/or
organisations as grounds for not implementing measures which would beneficial to society
and/or prevent alleged criminal activity.
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7. Impact of GDPR on Small and Medium Enterprises (SMEs)
Witnesses and Members also debated the impact of GDPR on SMEs. It was highlighted that
much of the media focus on GDPR often revolves around the implementation of data
protection by big tech and large corporations. It was argued that the onus on smaller
businesses to comply with GDPR can be significant, as one person may be running several
different elements of their business and may not have the same access to legal advice and
support that larger corporations have.
Members also highlighted that they have heard of occasions where people may file a
complaint regarding a data breach against a smaller company merely to seek compensation
and that the European Commission report in 2020 highlighted that compliance costs were a
bigger issues for SMEs.
Witnesses agreed that the design of the GDPR process as a ‘one size fits all’ piece of
legislation may disadvantage smaller businesses. The Committee heard that in these
situations, an amicable resolution is available in most other countries. This generally allows
that when companies comply with access requests from a DPA, the case against them is
usually ended with a notice and warning without further penalty.
Where necessary, if companies do not comply with this request, DPAs may impose fines as a
further penalty for non-compliance. However, under Article 83 of the GDPR there is a gradated
system of lower fines between €200 and €500 available which are considered a more
proportionate deterrent without resulting in undue financial burden.
Witnesses also stressed that strong general enforcement of GDPR is needed across the board
so that firms that are unwilling to, or that do not comply with these principles are penalised
and do not undermine those firms that do strive to comply.
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8. Risk to Ireland’s role as Lead Supervisory Authority in Europe
Throughout the meeting Committee Members and witnesses discussed the potential risk
posed to Ireland’s role as Lead Supervisory Authority (LSA) in Europe.
Witnesses stated that several recent examples have highlighted the frustration of other
European DPAs with the DPC’s procedures and delays in processing complaints. They
stressed that there is an increasing risk that confidence in the DPC, to carry out the mandate
expected of it, appears to be under scrutiny by its European counterparts or by European
institutions and may pose a risk to Ireland’s role as LSA on behalf of Europe.
Among these incidences were criticisms from DPAs in Germany, France, Spain, Italy, the
Netherlands, Austria, and Hungary against the DPC’s decision as LSA in a case against
Twitter in November 2020; and a vote by the European Parliament from March 25th 2021 which
expressed “great concern” about the GDPR mechanism that gives the DPC lead authority for
Facebook, Microsoft and Apple on behalf of the EU, as “…cases referred to Ireland in 2018
have not even reached the stage of a draft decision”.
Witnesses also suggested that there is an increasing risk that infringement proceedings will
be brought against Ireland by one of the Committees of the European Parliament due to the
handling and delay of such cases by the DPC.
A particular incident discussed at the Committee hearing was an opinion of the Attorney
General Bobek from January 2021 regarding an application from the Belgian DPA to allow
them to take the lead on a case they had been pursuing against Facebook.
The ICCL and Max Schrems argued that the AG opinion in Facebook v Belgian Data Privacy
Commission, at the ECJ allowed for other DPAs to sidestep the DPC where it was perceived
as being too slow in pursuing cases. They informed the Committee that this had already
occurred in January 2021 when the Italian Data Protection Authority bypassed the DPC and
blocked Tik-Tok’s use of data processing. This had previously been used by the Data
Protection Authority in Hamburg in late 2019 in a case taken against Google.
This ECJ case has since been ruled on, on 15th June, confirming the AG’s view. This ruling
stated that, under certain conditions, once a national regulator has first engaged with the lead
regulator of the company, (which is often the DPC) they may now bring the alleged
infringement of GDPR before their own national courts, even where their DPA is not the lead
supervisory authority regarding the processing of the case (see Judgement of the Court
(Grand Chamber) in relation to Case C‑645/19, issued 15 June 2021).
Witnesses outlined that if such a situation were to become commonplace it could have a
serious impact on Ireland’s position as the centre of data regulation in Europe and could
prevent Ireland benefitting from future opportunities in this area, including in the forthcoming
Artificial Intelligence (AI) Regulation, and the Digital Services Act.

On this subject, Ms. Dixon informed the Committee that the Commission believed that Attorney
General Bobek’s advice had been misinterpreted by other sources. She argued that Bobek
had stated that the GDPR was in its infancy and criticised those who were seeking to
undermine it, rather than criticising the DPC.
In terms of the Italian DPA taking charge of the case regarding TikTok, the DPC asserted that
they were not sidestepped by them, but rather they engaged with them and the regulatory
remit is one that the Italian regulator has but the DPC does not, which is why they pursued
this case rather than the DPC.
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Therefore, Ms. Dixon did not agree with the assertions that the DPC risks being sidestepped
by other DPAs who intend to lead their own cases by being allowed to bypass the one-stopshop mechanism.
Commenting on general criticism or commentary from abroad, Ms. Dixon asserted that a
consistent and comprehensive approach to measuring the outcomes and comparative
effectiveness of regulation and enforcement by EU data protection authorities under the GDPR
is not yet in place. Therefore, as the DPC’s role is at the centre of a very large number of
stakeholders, with each having their own expectations of what its role should be and what it
should achieve, she argued that those who criticise the DPC can often rely on sensationalist
or inaccurate commentary to inform their views and this commentary can be removed from
the reality of the DPC’s progress and day-to-day proceedings.
In follow-up written correspondence to the Committee, the ICCL maintained their argument
that these criticisms from the other supervisory authorities, the European Parliament and in
particular, the opinion of AG Bobek must be taken seriously in order to reassure these bodies
that the DPC is capable of its mandate as LSA and ensure that Ireland does not lose its key
position as a regulatory centre for Europe (See Appendix 3).
In terms of how to counter potential threats to Ireland’s role as LSA, witnesses recommended
that the DPC undertake a broadly scoped and independent review of its procedures to
investigate how they can best be reformed and strengthened.

As stated previously, it was also recommended that the DPC clarify its procedures after
engaging in a multi-stakeholder forum to allow fellow DPAs in the EU with the opportunity of
providing feedback regarding exactly which of the DPC’s procedures and processes required
clarity.
When Members questioned if the DPC would be willing to engage in either a multi-stakeholder
forum or an independent review, Ms. Dixon commented that if a review were to be set up, that
it must engage deeper than surface level commentary and in particular, that it should
investigate the idea of correctly and comprehensively measuring the effectiveness of
regulation and enforcement of GDPR. Such a review would likely need to consult with the
European Commission beforehand so that it could effectively engage with the European
element of the DPC’s role. There would also need to be consideration given to which body
would undertake this review and how it would be set up, as the DPC’s position as an authority
independent of Governmental influence must be safeguarded.
Finally, Ms. Dixon pointed out that the consultation process on the future strategic plan for the
DPC is currently open for input, comments and critiques regarding the DPC’s regulatory
strategy and that this will serve as a forum of review and reflection for the DPC on which of its
practices the feedback indicates need to be reformed.
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CHAPTER 3 - Recommendations of the Joint Committee on
Justice
The following recommendations were made by the Committee in relation to the topic:
1. The Committee recommends that the DPC move from emphasising guidance to
emphasising enforcement as a matter of urgency, and that the Minister for Justice
ensures the provision of whatever means may be necessary to support this.
Otherwise, the Committee fears that not only will the fundamental rights of individuals
remain imperilled, but the DPC will face a more emboldened and entrenched group of
systematic infringers.
2. The Committee recommends that the DPC increases the use of its sanctioning powers
under Article 58(2) of the GDPR, particularly orders stopping infringers from processing
data, and dissuasive fines, to ensure effective implementation of GDPR and that it is
not deterred from pursuing cases of data breaches due to the high litigation costs
involved.
3. The Committee recommends that the DPC investigates the potential of implementing
an indexing software package in an effort to streamline its complaints handling
procedures, which could allow for repeat decisions to be made quickly and efficiently.
4. The Committee recommends that the DPC clarifies its written procedures and rules
following multi-stakeholder hearings with fellow Data Protection Agencies (DPA)
including a public consultation process with other stakeholders in the EU, so that
feedback from them could be taken onboard regarding which procedures require more
clarity.
5. It is recommended that the Data Protection Act 2018 be reviewed to ascertain if
legislative amendments are necessary, and to consider codifying the published
processes of the DPC as regulations.
6. The Committee recommends that the DPC should clarify its definitions regarding cases
being ‘concluded’ or ‘resolved’ and consider using similar terms to those used in other
European DPAs to avoid misinterpretation.
7. It is recommended that the DPC updates the Committee at the earliest opportunity
regarding the results of its strategic consultation process and any information relating
to recommended changes to its operation from this process.
8. It is recommended that the DPC provide clarity by publishing the exact processes it
follows when handling complaints, thereby demonstrating compliance with the
regulations including Article 57 (1) of the GDPR.
9. The Committee recommends that the DPC analyse the practices of Residential
Tenancies Board (RTB) and Workplace Relations Commission (WRC) regarding their
administrative and quasi-judicial process and to consider whether any of these
practices could be emulated to help speed up their consideration and decision-making
on cases. It is also recommended that the recent decision of the Supreme Court in the
Zalewski case, regarding the administration of justice by the WRC, is consulted in this
regard.
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10. The Committee recommends that the Minister appoint two new Commissioners, in
accordance with the provisions of Section 15(1) of the Data Protection Act 2018. The
Committee suggests that at least one incoming Commissioner should have expert
knowledge of material and procedural law, to ensure that there is a high quality in the
decision making by the DPC.
11. The Committee recommends that consideration be given to amending the current
legislation to allow NGOs to represent GDPR complaints on behalf of individual citizens
and large groups of citizens.
12. To offset smaller organisations being disadvantaged and larger corporations escaping
censure under a ‘one size fits all’ measure of GDPR, the Committee recommends that
in any future guidelines, reviews or implementations that a banded approach be
adopted, in so far as possible within the strictures of the EU parent regulation.
13. It is recommended that all legislation passed is in compliance with data processing
protections to avoid unintended consequences.
14. The Committee recommends that a review be undertaken to strengthen and reform
the DPC and should include an examination of whether staffing levels and resource
allocation are appropriate. The review should be broadly scoped, and should also
consider ECJ AG Bobek’s opinion,4 and the subsequent ruling by the ECJ.5 The
Committee requests that the outcome be forwarded to the Committee, at the earliest
opportunity.
15. The Committee recommends the creation of a decision-making entity within the DPC,
separate to that of Commissioner, to improve the time frames in which the Commission
issues decisions on cases. It is not feasible for the Commissioner to individually issue
each decision, and so consideration should also be given to permitting individual case
managers to issue final decisions on behalf of the DPC.
16. The Committee recommends that, if necessary, legislation is introduced to enable the
use of public hearings as part of the recruitment process for posts such as that of Data
Protection Commissioner, to ensure high quality candidates are hired on the basis of
merit, and to avoid any suggestion of a political appointment to the role of
Commissioner.
17. The Committee recommends that the DPC publish quarterly statistics on the use of its
investigative powers under Article 58(1) of the GDPR, and on the use of its sanctioning
powers under Article 58(2) of the GDPR. To increase transparency, the Committee
suggests to the DPC that it waive its broadly interpreted exceptions to the Freedom of
Information Act.

4

Opinion of Advocate General Bobek in relation to Case C‑645/19, delivered on 13 January 2021
https://curia.europa.eu/juris/document/document.jsf?docid=236410&doclang=EN
5 Judgement of the Court (Grand Chamber) in relation to Case C‑645/19, issued 15 June 2021,
CURIA - Documents (europa.eu)
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APPENDICES

APPENDIX 1 - LETTER FROM DR. FRED LOGUE TO THE
JOINT COMMITTEE ON JUSTICE, 3RD MAY 2021
JC2021/098
Our Reference: FPL/
Your Reference: JCJ/7/2/1
3 May 2021

By Email
Mr James Lawless T.D.
Chairperson
Joint Oireachtas Committee on Justice
justice@oireachtas.ie
The General Data Protection Regulation
A Chara
I am writing to you in relation to the Joint Committee on Justice hearing on the General Data
Protection Regulation which took place on Tuesday 27 April 2021. The session was split into
two - with myself and Mr Schrems appearing in the first session and Ms Dixon and Dr Ryan in
the second. Because of this arrangement the witnesses in the first session did not have the
opportunity to respond to evidence presented in the second.
I would therefore like to respond in writing to two points made by Ms Dixon which touch upon
my earlier contribution.

Requirement to handle complaints
In response to a question from Senator Byrne I indicated that there had to be an individual
remedy with the DPC. I pointed out that bodies such as the RTB and WRC already handle
similar volumes of individual complaints with the same budget as the DPC. I stated that I felt
the courts were not an appropriate jurisdiction for these types of complaints.
However, Ms Dixon in her evidence dealing with the apparent backlog of complaints stated:
“There are a couple of comments to make about complaints. One is that under the
previous regime in Ireland, almost uniquely in Europe, under section 10 of the Acts,
the DPC had an obligation to investigate every complaint and to produce a decision if
the complainant so required. There was a particular backlog, therefore, once the
GDPR commenced, that had to be worked through where we did not get to apply a
risk-based approach or an examination of the extent appropriate. We were obliged to
conduct an investigation.”

She went on to say:
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“Some of the points raised before the committee this evening regarding complaints are
not obligations of the DPC under the GDPR. I am aware that gives rise to
dissatisfaction, and some of the dissatisfaction members have heard from their
constituents may relate to that. However, there is no obligation on the DPC under the
2018 Act to produce a decision in the case of any complaint. We are obliged to seek
to resolve it amicably and then otherwise produce an outcome, which may not be a
decision. We heard that Logue Associates would prefer if there was a decision in each
case and requests that there would be, especially because he says individuals may
want to seek compensation, but that is not an area within the remit of the DPC.”
I wish to make it clear to the committee and to members of the public that I was not expressing
a preference that there would be a decision in each case or making a request for this - I was
expressing the view that this is what the law requires.
First, I fail to see how there can be an outcome which is not a decision. Every outcome - which
I understand to be a conclusion to the complaint - necessarily involves a decision even where
the decision is to close the complaint without making a finding as to whether there has been
a breach of data protection law.
Second, there is nothing in the GDPR which indicates that there must be a “risk based
approach” to complaint handling or that there are categories of valid complaints that it would
be inappropriate for the DPC to investigate and resolve.
It is clear to me that the requirement to investigate complaints to the extent appropriate must
be interpreted in light of (a) Article 8 of the Charter of fundamental Rights (CFR); and (b) the
objectives of the GDPR.
Under Article 8 CFR everyone has the right to protection of personal data concerning him or
her with compliance subject to control by an independent authority. This is reflected in the
recitals to the GDPR which aims to ensure a strong and more coherent data protection
framework backed by strong enforcement and enhanced legal and practical certainty for
natural and legal persons.
In my view there is no support for the DPC’s view that it has a discretionary jurisdiction over
individual complaints concerning breaches of data protection law given that control by the DPC
plays a critical role in upholding individual fundamental rights. While it is true that the DPC has
no jurisdiction over compensation, a DPC finding can be used to apply to court for
compensation and therefore is of significant importance for data subjects.
The Grand Chamber of the Court of Justice of the European Union also shares my view that
the supervisory authority must ensure that the GDPR is fully enforced with all due diligence6:
“Although the supervisory authority must determine which action is appropriate and necessary
and take into consideration all the circumstances of the transfer of personal data in question
in that determination, the supervisory authority is nevertheless required to execute its
responsibility for ensuring that the GDPR is fully enforced with all due diligence.”
Applying a risk based or discretionary approach to complaint handling cannot be considered
consistent with the approach as explained by the Court of Justice. In particular the requirement
to ensure that the GDPR is fully enforced leaves no doubt that the DPC must investigate
alleged breaches of data protection law and make a finding on the allegation in every case.
Otherwise, it is plain to see, it would not be ensuring that the GDPR is fully enforced.

6

Judgment of Court (Grand Chamber) of 16 July 2020, Case C-311/18, Schrems II, EU:C:2020:559,
para 112
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Information in the DPC annual report
Ms Dixon, in responding to criticism, wondered if anyone reads her office’s annual report. In
that context Ms Dixon pointed to the information in the most recent annual report which she
seemed to indicate contradicted this criticism.
Information presented in the most recent annual report7 indicates that 4,476 complaints were
concluded in 2020, 60% of complaints received in 2020 were concluded within the year and
the time taken to conclude cases had fallen by 53%.
However, there is insufficient detail about these headline figures to evaluate the DPC’s
performance, in particular when it is not clear what is meant by “concluded” in this context.
While there are breakdowns of the outcomes of pre-GDPR cases concluded in 20208 there
does not appear to be any information giving a break down on the reasons for which the 4,476
GDPR cases were concluded.
The annual report does not quantify the number of amicable resolutions, the number of cases
dismissed or rejected, the number of cases resulting in an enforcement notice and so on 9.
In terms of how long it takes to handle complaints, the report does not state how long cases
take on average which is curious in light of the claim that there has been a marked reduction
in how long it takes to conclude a complaint.
It is common in other similar bodies such as the Information Commissioner 10, WRC11, and
RTB12 for the annual report to provide detailed statistics concerning complaint handling metrics
including a breakdown of the outcome of cases and how long it takes on average to handle
them.
I would therefore invite the committee to write to Ms Dixon asking her to provide this detailed
information to it, particularly given that it was a matter of contention during the hearing and,
contrary to what Ms Dixon says, doesn’t appear to be adequately particularised in her office’s
annual report.
Yours sincerely

Fred Logue
Principal
Phone: (01) 531 3508 Email: fred.logue@fplogue.com

8/10 Coke Lane Smithfield, Dublin 7 Ireland
p: +353 (0)1 531 3510 f: +353 (0)1 531 3513 e: info@fplogue.com
Principal: Consultant: Fred Logue TJ McIntyre www.fplogue.com

7

https://www.dataprotection.ie/sites/default/files/uploads/202102/DPC%202020%20Annual%20Report%20%28English%29.pdf
8 Page 17
9 See section 109(5) of the Data Protection Act 2018
10 https://www.oic.ie/publications/annual-reports/
11 https://www.workplacerelations.ie/en/publications_forms/corporate_matters/annual_reports_reviews/
12 https://www.rtb.ie/rtb-publications
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APPENDIX 2 - LETTER FROM DPC TO THE JOINT
COMMITTEE ON JUSTICE, 5TH MAY 2021
JC2021/101
Mr Thomas Pringle, TD,
c/o
Joint Committee on Justice,
Houses of the Oireachtas,
Leinster House,
Dublin 2
By email only to: justice@oir.ic
5th May 2021

RE:

Meeting of the Joint Committee on Justice, Tuesday, 27th April 2021
Your ref. JCJ/7/2/1

Dear Deputy
Thank you for your interest in data protection and the matters brought before the Joint
Committee on Justice on Tuesday evening last, April 27th. In your closing questions to the
DPC at last week’s hearing, you identified a discrepancy in the published figures in the DPC’s
Annual Report for 2020.
The statistic you queried was that in the Executive Summary on page 8 of the DPC’s report it
is stated that 60% of the complaints the DPC received in 2020 were concluded within that
same calendar year, and you correctly pointed out that – based on the DPC’s own published
figures in the same Executive Summary – 2,186 concluded complaints out of an overall total
of 4,660 did not equate to 60%. Having rechecked the figures with the DPC’s in-house
Business Systems Analyst who compiles our statistics, the DPC has identified a transcription
error in the 2,186 figure of concluded complaints included in the report. The correct figure is
in fact 2,816 concluded complaints, which makes the figure of 60% of complaints received
and resolved in the same calendar year correct. Thank you for bringing this transcription error
to our attention.
I am happy to be able to provide this clarification to you, Deputy, and to confirm accordingly
that the figure of 60% of complaints received by the DPC in 2020 being resolved in that same
year is correct. If you have any further queries in relation to this matter, please let my office
know and we will assist you.
Yours sincerely
Helen Dixon,
Commissioner for Data Protection.
Coimisiún Cosanta Sonraí, 21 Cearnóg Mhic Liam, Bhaile Átha Cliath 2.
Data Protection Commission, 21 Fitzwilliam Square, Dublin 2.
www.cosantasonrai.ie | www.dataprotection.ie | eolas@cosantasonrai.ie | info@dataprotection.ie
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APPENDIX 3 - LETTER FROM ICCL TO THE JOINT
COMMITTEE ON JUSTICE, 10TH MAY 2021
JC2021/107

1st Floor
34 Usher’s Quay
Dublin 8
T: +353 1 912 1640
E: info@iccl.ie
w: www.iccl.ie

Members of the Justice Committee
via the clerk
10 May 2021
Irish Data Protection Commission
Dear Committee Members,
On behalf of the Irish Council for Civil Liberties (ICCL), I wish to thank you and the
Committee for the recent opportunity to engage with you on matters relating to the
enforcement of the GDPR by the Irish Data Protection Commissioner. We welcome
the Chairman’s invitation to submit further information to the Committee on some
of the key points arising during the Committee meeting.
As set out in our submission to the Committee, ICCL’s primary concern is to ensure
effective protection of data rights. We strongly support the role of the DPC – and
indeed ICCL has been to the forefront of supporting the independent enforcement
role of the DPC on contentious issues such as its report on the Public Service Card,
where Government has refused to comply with the findings of the DPC’s report into
that issue.
This letter summarises ICCL’s two key recommendations, and also deals with two
issues that arose at the hearing.
Recommendation 1: On the issue of a review of the operations of the DPC, ICCL
welcomes the DPC’s openness to a review of its operation. It is essential that any
such review should be independent of the body subject of that review. Any
suggestion that a consultation process on the future strategic plan of the DPC or any
internally commissioned review of its operations would clearly not be sufficient.
We suggest that the procedural improvements suggested by Dr Logue and Mr
Schrems be considered as part of the independent review.
Recommendation 2:
On our proposal that Government should appoint additional commissioners as is
provided for on the Data Protection Act, ICCL welcomes Members support for
moving to three commissioners.
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We urge the Committee to recommend these measures to Government as a matter of
urgency.
In addition, ICCL highlights two items that arose at the hearing for the Committee’s
consideration.
1. For the avoidance of any doubt on the part of the DPC about its responsibilities,
ICCL wishes to make it known that the DPC is required to investigate every
complaint, and inform the complaint of the outcome, per Article 57(1)f of the GDPR.
The only exception is if a complaint is withdrawn by the person who made it.13 There
may have been confusion about this responsibility in the Commissioner’s testimony.
We elaborate in Appendix A, below.
2. ICCL is concerned that the Commissioner dismissed criticism from the European
Court of Justice, European Parliament, and from Germany, France, Italy, Austria, the
Netherlands, and Hungary, from the UK Competition & Markets Authority, and
from the three other witnesses called by the Committee. We set out the factual basis
on which these critiques are grounded in Appendix B, below.
ICCL commends the Committee for focusing on this problem. We believe it is
critically important, and are available to assist the Committee and Members as they
deliberate on the problems of the DPC.
Yours sincerely,

Liam Herrick
Executive Director
Irish Council for Civil Liberties

13

Section 122(3).
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Appendix A: The DPC has a legal obligation to investigate all
complaints, and to inform complainants of the outcome.
The Commissioner’s testimony raises a concern that the DPC may have an imprecise
understanding of its legal obligation on it to investigate every complaint, and to
notify every complainant of the outcome.
The Commissioner said in an answer to a question from the Chair of the Committee,
James Lawless, TD, that “the only obligation on the DPC now is to handle a
complaint to the extent appropriate”.14 She elaborated on this point in her reply to a
question from Martin Kenny, TD. The Commissioner said that previously, before the
application of the GDPR, the DPC had been required to “investigate every complaint
and to produce a decision if the complainant so required”.15 She appears to think that
this obligation no longer applies under the GDPR:
“However, there is no obligation on the DPC under the 2018 Act to produce a decision in the
case of any complaint. We are obliged to seek to resolve it amicably and then otherwise
produce an outcome, which may not be a decision.”16

For the avoidance of any misunderstanding on the part of the DPC about its
responsibilities, ICCL wishes to make it known that the DPC is required to
investigate every complaint, and inform the complaint of the outcome, per Article
57(1)f of the GDPR. The only possible exception is if the complaint is withdrawn by
the person who made it.17
For the further avoidance of doubt, ICCL also clarifies four points about the DPC’s
responsibilities under the GDPR and the Irish Data Protection Act 2018.
First, Article 57(1)f of the GDPR says that each supervisory shall:
“handle complaints lodged by a data subject, or by a body, organisation or association in
accordance with Article 80, and investigate, to the extent appropriate, the subject matter of
the complaint and inform the complainant of the progress and the outcome of the
investigation within a reasonable period, in particular if further investigation or coordination
with another supervisory authority is necessary”

This means that the DPC shall “handle complaints” and shall “investigate, to the
extent appropriate…”. It shall also “inform the complainant of … the outcome of the
investigation”.

14

Official Report of Joint Committee on Justice debate - Tuesday, 27 Apr 2021, p. 22.
ibid., p. 28.
16
ibid.
17
Irish Data Protection Act, Section 122(3).
15
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Second, the Irish Data Protection Act 2018 provides that the DPC can facilitate an
amicable resolution,18 which will cause a complaint to be deemed withdrawn if
successful.19
Third, Section 122(4) requires the DPC to take an “action” on all complaints (unless
they are withdrawn). Section 122(5) requires the DPC to notify all complainants in
writing about the action it has taken.20 The “actions” defined in Section 122(4) are as
follows:
“(a) rejection of the complaint;
(b) dismissal of the complaint;
(c) provision to the complainant of advice in relation to the subject matter of the complaint;
(d) serving on the controller or processor concerned of an enforcement notice, requiring it to
do one or more than one of the following:
(i) comply with the data subject’s request to exercise his or her rights under a relevant
provision;
(ii) bring processing into compliance with a relevant provision, in a specified manner
and within a specified period;
(iii) where the enforcement notice is given to the controller, communicate a personal
data breach to data subjects;
(e) causing of such inquiry as the Commission thinks fit to be conducted in respect of the
complaint;
(f) taking of such other action in respect of the complaint as the Commission considers
appropriate.”

In addition, Section 125(1) of the Act provides that the DPC shall make a “decision”
about whether there has been an infringement, and Section 126(b) provides that the
DPC shall notify the complaint of this.
The DPC is therefore required by the Act to notify every complainant about the
“action” it has taken on their complaint. This action may include a “decision”.
Fourth, the words “action” and “decision” in Section 122 and 124 of the Act are not
used in Article 57 of the GDPR, which defines the tasks of all GDPR supervisory
authorities. Instead, that Article uses the words “outcome of investigation”. The
supremacy of European Law means that any confusion arising from the Act’s use of
“action” and “decision” is irrelevant.
Therefore, the DPC is required to investigate every complaint and inform the
complaint of the outcome, per Article 57(1)f of the GDPR. It is for the DPC to decide
“the extent appropriate” to the investigation. The DPC’s obligation to investigate a
complaint ceases to apply when a complaint is withdrawn, as recognised in Section
122(3) of the Irish Data Protection Act.
This point is critical to the question of effective enforcement of GDPR and ICCL
18

Section 122(2).
Section 122(3).
20
Section 122(5).
19
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would urge the Committee to seek further clarification from the DPC on its
understanding of its obligation to reach an outcome in each investigation.
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Appendix B: Statements and Comments of the Commissioner
during the Hearing of 27 April 2021
Commissioner dismisses criticism from other witnesses called by the
Committee
The testimony of the three other witnesses (Dr Johnny Ryan of ICCL, Max Schrems
of Noyb, and Fred Logue of FPLogue Solicitors) was critical of the DPC’s
performance.
The Commissioner said “the problem, some of which we have seen this evening, is
that it seems very easy for those who are determined to criticise the DPC”.21 The
Commissioner also referred to testimony given by Dr Ryan of ICCL, Max Schrems,
and Fred Logue as an “imbalanced set of views”. ICCL is alarmed that the
Commissioner dismissed criticism in this manner.
ICCL has supported the DPC on matters such as the Public Services Card and a wide
range of State surveillance issues. ICCL hopes to be able to support the DPC on
many other matters. However, it is the mission of ICCL, to defend rights without
fear or favour. Where rights are not upheld by those with the statutory responsibility
to do so, ICCL must call attention to this fact and work to correct it. There is no other
“determination” at play and we strongly reject any suggestion to that effect.
Max Schrems is perhaps Europe’s preeminent data protection expert, and is in the
remarkable position of having had been vindicated by the European Court of Justice
in disputes with the DPC on two separate occasions. Senator Byrne rightly noted the
“enormous contribution” made by Mr Schrems on data protection matters.22
Dr Fred Logue is a practising solicitor of good standing. We note that Dr Logue has
previously supported the DPC on matters such as the Public Services Card,23 and
matters such as the DPC v the Court Service.24
These witnesses were chosen by the Oireachtas Justice Committee. We are surprised
by the Commissioner’s suggestion that the Committee should have picked different

21

Official Report of Joint Committee on Justice debate - Tuesday, 27 Apr 2021, p. 20.
Official Report of Joint Committee on Justice debate - Tuesday, 27 Apr 2021, p. 8.
23
For example, see "Public Services Card scandal: ‘Consistent disregard displayed for private data’",
The Irish Examiner, 17 August 2019 (URL: https://www.irishexaminer.com/lifestyle/arid30944485.html)
24
For example, see "Courts Service breached data law by publishing man’s name", The Irish Times, 7
February 2020 (https://www.irishtimes.com/news/crime-and-law/courts-service-breached-data-law-bypublishing-man-s-name-1.4164590).
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witnesses who could express views supportive of the DPC’s performance.25 It is not
for the Commissioner to dictate what witnesses the Committee should hear from.
We are also alarmed that the Commissioner appears to have criticised the
Committee for not relying on the annual report that she had published.26 Indeed, as
became clear at the hearing, Committee Members had read the DPC’s annual report,
and questions remained to be answered.
If it is suggested that the Committee might wish to hear from further leading experts
in this area, we have several who have intimate experience of these issues that we
can recommend.

Uncontested facts
In fact, ICCL presented facts that the Commissioner did not contest. We reiterate
them here:
1. Almost three years after receiving information (and a formal complaint) about the
vast “Real Time Bidding” (RTB) data breach, and two years after opening an
investigation in to that breach, the DPC has not yet produced an issues paper setting
out the issues that it plans to investigate. This is a test case of international
significance.
It is therefore apparent that there are unacceptable delays in investigating critically
important cases at the DPC.
2. As of the beginning of this year, the DPC had produced decisions in only 4 of 196
EU cases for which it was lead authority. Since the DPC is the lead authority for
Google, Facebook, Microsoft, and Apple, the DPC’s 98% backlog of EU cases
prevents progress across the EU.
The DPC’s vast backlog of EU-wide cases is undeniable.
3. As ICCL revealed earlier this year, the DPC’s “Lotus Notes” project is chronically
delayed, five years after being announced and having cost the taxpayer more than €1
million so far. A former DPC employee told ICCL is "like trying to run your payroll
system with an abacus".

25
26

Official Report of Joint Committee on Justice debate - Tuesday, 27 Apr 2021, p. 31.
ibid., p. 20.
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ICCL believes that the failure of the DPC to put in place an adequate case
management and IT system gives rise to serious concerns about its capacity to fulfil
its statutory functions.

Commissioner dismisses criticism in ECJ opinion
The Data Protection Commissioner quoted the opinion of ECJ Advocate General
Bobek in her testimony to the Committee of 13 January 2021. She said that ICCL “has
called an aid a completely erroneous interpretation of the opinion”.27 In addition, she
said:
“the Advocate General said that the GDPR, and its implementation and enforcement, is in its
infancy and criticised those who were seeking to undermine it with speculation regarding
under-enforcement of the GDPR”.28

But in fact, the Data Protection Commissioner has quoted parts of the opinion that
concern matters that ICCL did not raise.
The Commissioner’s quote refers to the discussion in that ECJ opinion of a
“challenge to the new cooperation mechanism introduced by the GDPR”29 arising
from the Belgian Privacy Commission’s allegation that lead supervisory authority
underenforcement requires a fundamental change to the one-stop-shop
mechanism.30 The opinion said that this hazard was hypothetical31 and the GDPR
was still in its infancy.32 The Advocate General was therefore unwilling to attempt to
“predict … in the context of a single, or indeed rather singular, procedure – how the
mechanisms set up by that regulation will work in practice, and how effective they
will be”.33
In short, the Advocate General Bobek had no interest in extending the facts of a
single case to a broader analysis of whether the GDPR “one stop shop” cooperation
mechanism should be altered. Nor does ICCL.

27

ibid., p. 21.
Helen Dixon’s recorded testimony, Official Report of Joint Committee on Justice debate - Tuesday,
27 Apr 2021, p. 21.
29
Paragraph 109, “Opinion of Advocate General Bobek, Case C-645/19 Facebook Ireland Limited,
Facebook Inc., Facebook Belgium BVBA v Gegevensbeschermingsautoriteit”, 13 January 2021 (URL:
https://curia.europa.eu/juris/document/document.jsf?docid=236410&doclang=EN).
30
Paragraphs 108, 123, and124, ibid.
31
Paragraph 123, ibid.
32
Paragraph 125, ibid.
33
Paragraph 125, ibid.
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For the avoidance of any doubt, ICCL has expressed no interest in challenging the
GDPR cooperation mechanism. To the contrary, ICCL fears that reopening the text of
the GDPR for redrafting in order to modify the cooperation mechanism could create
opportunities for large data controller lobbying to dilute the GDPR’s strong
protections. The Commissioner’s reference to these issues is irrelevant to ICCL’s
observations.
Rather, ICCL brought five facts to the Committee’s attention.
First, the ECJ opinion said that supervisory authorities can potentially be
faced with “persistent inertia” from the lead supervisory authority in charge.34
Second, the DPC was the lead supervisory in charge in the case.35
Third, the parties in the case under consideration were Facebook36 and the
Belgian Privacy Commission. The ECJ opinion concerned a reference from the
Brussels Court of Appeal in a dispute between the Belgian Privacy
Commission and Facebook about the exclusive powers of the DPC as lead
supervisory authority.37
Willem Debeuckelaere, then head of the Belgian Privacy Commission,
asserted his Commission’s powers in the context of its frustrated attempts to
secure assistance from the DPC to enforce against Facebook. This is described
in ICCL’s written submission to the Committee.38
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Paragraph 135, ibid.
“With regard to the cross-border processing at issue, the lead supervisory authority would
be the Irish Data Protection Commission”. Paragraph 24, ibid.
36
Facebook Ireland Limited, Facebook Inc., and Facebook Belgium BVBA.
37
Facebook argued that the GDPR one stop shop mechanism stripped the Belgian Privacy
Commission of the power to take administrative action or legal proceedings against its data
processing. The Belgian Privacy Commission contested this, arguing the one-stop-shop did not limit
its ability to litigate, and that it also retained the power to take administrative actions in its own
territory. Paragraphs 8-11, “Summary of the request for a preliminary ruling pursuant to Article
98(1) of the Rules of Procedure of the Court of Justice”, Case C-645/19, European Court of Justice
(URL:
https://curia.europa.eu/juris/showPdf.jsf?text=&docid=225747&pageIndex=0&doclang=EN&mode=lst
&dir=&occ=first&part=1&cid=12276785.
For background, see previous decisions by Brussels Court of First Instance in favour of the Belgian
Privacy Commission against Facebook in proceedings that began in 2015. Brussels Court of First
Instance ruling (translated) of 16 February 2018 at https://www.iccl.ie/wpcontent/uploads/2021/04/Brussels-Court-of-First-Instance-Facebook.-16-Februar-y-2018.pdf. See
also previous ruling of 9 November 2015 (Dutch language) at https://www.iccl.ie/wpcontent/uploads/2021/04/Facebook-v-GegevensbeschermingsautoriteitRechtbankvanEersteAanlegBrussel9november2015.pdf.
38
Economic & Reputational Risk of the DPC’s Failure to Uphold EU Data Rights Submission to the
Joint Oireachtas Committee on Justice", ICCL, March 2021, p. 8.
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ICCL notes in its that submission that Debeuckelaere told ICCL that “the Irish
authority is not the least bit supportive and seems to be pulling out all the stops to
avoid taking a decision”.39
Fourth, with these facts in mind, and despite the fact that Appeals Court had not
asked the ECJ to remedy the problem of a lead supervisory authority that fails to act
promptly,40 the ECJ opinion speaks of the GDPR’s
“mechanisms to overcome situations of administrative inertia. Those are, in particular, the
situations in which an LSA [lead supervisory authority] – for lack of expertise and/or staff, or
for whatever other reason – fails to take any meaningful action in order to investigate
possible breaches of the GDPR and, where appropriate, enforce its rules”.41

Fifth, the ECJ opinion in this case, in which the DPC is the lead supervisory
authority, and where the Belgian Privacy Commission is fighting to assert its
enforcement powers and right to litigation because it alleges that the DPC has failed
to act, concludes that
“any supervisory authority may adopt urgent measures where the appropriate conditions are
fulfilled. There are, furthermore, situations in which the urgency of the measures is
presumed. That may be so, for example, in cases where an SAC [supervisory authority
concerned] is potentially faced with persistent inertia from the LSA [lead supervisory
authority] in charge. Since Article 66(1) of the GDPR provides for a wholesale setting aside of
the consistency mechanism, it is fair to assume that in such an exceptional situation, the entire
range of powers vested in a supervisory authority (which under normal circumstances is not
to be exercised because it is blocked by the special rules on the competence of an LSA for
cross-border processing) is revived and may be temporarily exercised. This, therefore,
naturally includes the power to commence legal proceedings pursuant to Article 58(5) of the
GDPR”.42

It is unwise for the DPC to interpret this as unrelated to its performance as lead
supervisory authority of Facebook thus far.

39

Debeuckelaere in correspondence to ICCL. Previously cited on p. 6 of written submission to the
Committee.
40
The six questions referred to the Court are listed in paragraph 25, “Opinion of Advocate General
Bobek, Case C-645/19 Facebook Ireland Limited, Facebook Inc., Facebook Belgium BVBA v
Gegevensbeschermingsautoriteit”, 13 January 2021 (URL:
https://curia.europa.eu/juris/document/document.jsf?docid=236410&doclang=EN).
41
Paragraph 114, ibid.
42
Paragraph 135, ibid.
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It is also evident that this allows Ireland to be sidestepped. Further proof of this has
emerged since ICCL made its written submission to the Committee: Hamburg used
the procedure to sidestep the DPC on 13 April 2021, against the Facebook subsidiary
WhatsApp.43
ICCL also makes a final observation. The ECJ opinion notes:
As a matter of principle, the GDPR requires, in cases concerning cross-border processing, the
LSA to act promptly. In particular, under Article 60(3) of the GDPR, an LSA must ‘without
delay, communicate the relevant information on the matter to the other supervisory
authorities concerned [and] without delay submit a draft decision to the other supervisory
authorities concerned for their opinion and take due account of their views’.44

This statement from the ECJ should encourage a reflection on how to reform
andstrengthen the DPC to protect us in the data age.

Commissioner dismisses criticism from European Parliament
The Commissioner claims that the Parliament “failed to engage with the DPC in
coming to the views it expressed in resolutions”.45 It was the Commissioner who
refused to give testimony to the European Parliament when invited.
The Commissioner testified at the Oireachtas Justice Committee that there was “a
particular onus on [the European Parliament] to ensure its information is accurate,
which did not occur”.46
In fact, the European Parliament received critically important information from
Professor Ulrich Kelber, the German Federal Commissioner for Data Protection and
Freedom of Information:
“As of 31.12.2020, Ireland had the European lead in 196 proceedings. However, only four
proceedings were concluded by a final decision.”47

“Urgency procedure opened against Facebook in connection with the new WhatsApp terms of use”,
Hamburg Commissioner for Data Protection and Freedom of Information, 13 April 2021 (URL:
https://datenschutz-hamburg.de/assets/pdf/2021-04-13-press-release-facebook.pdf).
44
Paragraph 115, ibid.
45
Official Report of Joint Committee on Justice debate - Tuesday, 27 Apr 2021, p. 21.
46
ibid.
47
Ulrich Kelber to the LIBE Committee, “Schreiben von Frau Helen Dixon (DPC) vom 09.02. und
12.03.2021” 16 March 2021 (URL: (translation and original) https://www.iccl.ie/wpcontent/uploads/2021/03/Letter-BfDI-LIBE-on-Irish-DPC_EN.pdf.
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Ms Dixon did not provide this information. She did not provide it to the European
Parliament, or to the Oireachtas Justice Committee, or include it in her annual report.
The DPC’s annual report mentions that the DPC has taken four “large scale inquiry”
decisions, but not that this amounts to only 2% of the EU cases in which the DPC is
required to issue a decision.48
The Parliament’s statement that cases referred to the DPC in 2018 remain unresolved
is an indisputable fact.
ICCL has no view on the Parliament’s statement about political will and resources.
We observe, however, that The Commissioner’s response to Lynn Ruane, TD:
“looking back at the budget we have been granted over the past couple of years, we have
generally been granted close to what we required on the pay side of the budget. … we did not
use up our full budget”.49

This suggests that although the Commissioner mentioned a problem of office space,
she feels no urgent dearth of resources, or a lack of political will to supply them.

Commissioner dismisses criticism from EU supervisory authorities
The Commissioner dismissed detailed technical criticism from her counterparts in
Germany, France, Spain, Italy, the Netherlands, Austria, and Hungary at the
hearing:
“Let us put the criticisms from other EU data protection authorities in context. If we go back
and look at the original proposal from the European Commission for a new regulation in
2012, we can see that the same data protection authorities that are criticising Ireland and the
one-stop-shop were on record as rejecting the concept of the one-stop-shop and any role for
the Commission in encroaching on regulatory roles that were the purview of national data
protection authorities prior to that so it is no surprise there is a political element to the
criticisms being made.”50

This is a remarkable statement. The Commissioner has dismissed criticism from its
peers by impugning their motives, and we can only assume that this striking public
statement may further damage the DPC’s relationship with its European counterparts.

ICCL has acquired some of the detailed technical criticisms from the other Member
“Annual Report, 2020”, Data Protection Commisison
(https://www.dataprotection.ie/sites/default/files/uploads/202102/DPC%202020%20Annual%20Report%20%28English%29.pdf), pp 4-5.
49
Official Report of Joint Committee on Justice debate - Tuesday, 27 Apr 2021, p. 25.
50
ibid , p. 21.
48
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States that are at issue, under Freedom of Information. We can attest that these
criticisms are substantial and detailed. ICCL can make these documents available.
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APPENDIX 4 - ORDERS OF REFERENCE OF THE
COMMITTEE
Standing Orders 94, 95 and 96 ‒ scope of activity and powers of
Select Committees and functions of Departmental Select
Committees
Scope and context of activities of Select Committees.
94.(1) The Dáil may appoint a Select Committee to consider and, if so
permitted, to take evidence upon any Bill, Estimate or matter, and to report its
opinion for the information and assistance of the Dáil. Such motion shall
specifically state the orders of reference of the Committee, define the powers
devolved upon it, fix the number of members to serve on it, state the quorum,
and may appoint a date upon which the Committee shall report back to the Dáil.
(2) It shall be an instruction to each Select Committee that—
(a)it may only consider such matters, engage in such activities, exercise
such powers and discharge such functions as are specifically authorised
under its orders of reference and under Standing Orders;
(b) such matters, activities, powers and functions shall be relevant to, and
shall arise only in the context of, the preparation of a report to the Dáil;
(c) it shall not consider any matter which is being considered, or of which
notice has been given of a proposal to consider, by the Joint Committee
on Public Petitions in the exercise of its functions under Standing Order
125(1)51; and
(d) it shall refrain from inquiring into in public session or publishing
confidential information regarding any matter if so requested, for stated
reasons given in writing, by—
(i) a member of the Government or a Minister of State, or
(ii) the principal office-holder of a State body within the
responsibility of a Government Department or
(iii) the principal office-holder of a non-State body which is partly
funded by the State,
Provided that the Committee may appeal any such request made to the Ceann
Comhairle, whose decision shall be final.
(3) It shall be an instruction to all Select Committees to which Bills are referred
that they shall ensure that not more than two Select Committees shall meet to
consider a Bill on any given day, unless the Dáil, after due notice to the Business
51

Retained pending review of the Joint Committee on Public Petitions
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Committee by a Chairman of one of the Select Committees concerned, waives
this instruction.
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Functions of Departmental Select Committees.
95. (1) The Dáil may appoint a Departmental Select Committee to consider and,
unless otherwise provided for in these Standing Orders or by order, to report to
the Dáil on any matter relating to—
(a) legislation, policy, governance, expenditure and administration of―
(i) a Government Department, and
(ii) State bodies within the responsibility of such Department, and
(b) the performance of a non-State body in relation to an agreement for
the provision of services that it has entered into with any such
Government Department or State body.
(2) A Select Committee appointed pursuant to this Standing Order shall also
consider such other matters which―
(a) stand referred to the Committee by virtue of these Standing Orders or
statute law, or
(b) shall be referred to the Committee by order of the Dáil.
(3) The principal purpose of Committee consideration of matters of policy,
governance, expenditure and administration under paragraph (1) shall be―
(a) for the accountability of the relevant Minister or Minister of State, and
(b) to assess the performance of the relevant Government Department or
of a State body within the responsibility of the relevant Department, in
delivering public services while achieving intended outcomes, including
value for money.
(4) A Select Committee appointed pursuant to this Standing Order shall not
consider any matter relating to accounts audited by, or reports of, the
Comptroller and Auditor General unless the Committee of Public Accounts―
(a) consents to such consideration, or
(b) has reported on such accounts or reports.
(5) A Select Committee appointed pursuant to this Standing Order may be
joined with a Select Committee appointed by Seanad Éireann to be and act as a
Joint Committee for the purposes of paragraph (1) and such other purposes as
may be specified in these Standing Orders or by order of the Dáil: provided that
the Joint Committee shall not consider―
(a) the Committee Stage of a Bill,
(b) Estimates for Public Services, or
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(c) a proposal contained in a motion for the approval of an international
agreement involving a charge upon public funds referred to the
Committee by order of the Dáil.
(6) Any report that the Joint Committee proposes to make shall, on adoption by
the Joint Committee, be made to both Houses of the Oireachtas.
(7) The Chairman of the Select Committee appointed pursuant to this Standing
Order shall also be Chairman of the Joint Committee.
(8) Where a Select Committee proposes to consider―
(a) EU draft legislative acts standing referred to the Select Committee
under Standing Order 133, including the compliance of such acts with
the principle of subsidiarity,
(b) other proposals for EU legislation and related policy issues, including
programmes and guidelines prepared by the European Commission as
a basis of possible legislative action,
(c) non-legislative documents published by any EU institution in relation to
EU policy matters, or
(d) matters listed for consideration on the agenda for meetings of the
relevant Council (of Ministers) of the European Union and the outcome
of such meetings, the following may be notified accordingly and shall
have the right to attend and take part in such consideration without
having a right to move motions or amendments or the right to vote:
(i) members of the European Parliament elected from
constituencies in Ireland,
(ii) members of the Irish delegation to the Parliamentary Assembly
of the Council of Europe, and
(iii) at the invitation of the Committee, other members of the
European Parliament.
(9) A Select Committee appointed pursuant to this Standing Order may, in
respect of any Ombudsman charged with oversight of public services within the
policy remit of the relevant Department consider—
(a) such motions relating to the appointment of an Ombudsman as may
be referred to the Committee, and
(b) such Ombudsman reports laid before either or both Houses of the
Oireachtas as the Committee may select: Provided that the provisions of
Standing Order 130 apply where the Select Committee has not considered
the Ombudsman report, or a portion or portions thereof, within two
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months (excluding Christmas, Easter or summer recess periods) of the
report being laid before either or both Houses of the Oireachtas.52

52

Retained pending review of the Joint Committee on Public Petitions.
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Powers of Select Committees.
96. Unless the Dáil shall otherwise order, a Committee appointed pursuant to
these Standing Orders shall have the following powers:
(1) power to invite and receive oral and written evidence and to print and
publish from time to time―
(a) minutes of such evidence as was heard in public, and
(b) such evidence in writing as the Committee thinks fit;
(2) power to appoint sub-Committees and to refer to such sub-Committees any
matter comprehended by its orders of reference and to delegate any of its
powers to such sub-Committees, including power to report directly to the Dáil;
(3) power to draft recommendations for legislative change and for new
legislation;
(4) in relation to any statutory instrument, including those laid or laid in draft
before either or both Houses of the Oireachtas, power to―
(a) require any Government Department or other instrument-making
authority concerned to―
(i) submit a memorandum to the Select Committee explaining the
statutory
Instrument, or
(ii) attend a meeting of the Select Committee to explain any such
statutory instrument: Provided that the authority concerned may
decline to attend for reasons given in writing to the Select
Committee, which may report thereon to the Dáil,
and
(b) recommend, where it considers that such action is warranted, that the
instrument should be annulled or amended;
(5) power to require that a member of the Government or Minister of State shall
attend before the Select Committee to discuss―
(a) policy, or
(b) proposed primary or secondary legislation (prior to such legislation
being published),
for which he or she is officially responsible: Provided that a member of the
Government or Minister of State may decline to attend for stated reasons given
in writing to the Select Committee, which may report thereon to the Dáil: and
provided further that a member of the Government or Minister of State may
request to attend a meeting of the Select Committee to enable him or her to
discuss such policy or proposed legislation;
47

(6) power to require that a member of the Government or Minister of State shall
attend before the Select Committee and provide, in private session if so
requested by the attendee, oral briefings in advance of meetings of the relevant
EC Council (of Ministers) of the European Union to enable the Select Committee
to make known its views: Provided that the Committee may also require such
attendance following such meetings;
(7) power to require that the Chairperson designate of a body or agency under
the aegis of a Department shall, prior to his or her appointment, attend before
the Select Committee to discuss his or her strategic priorities for the role;
(8) power to require that a member of the Government or Minister of State who
is officially
responsible for the implementation of an Act shall attend before a Select
Committee in relation to the consideration of a report under Standing Order 197;
(9) subject to any constraints otherwise prescribed by law, power to require that
principal office-holders of a―
(a) State body within the responsibility of a Government Department or
(b) non-State body which is partly funded by the State,
shall attend meetings of the Select Committee, as appropriate, to discuss
issues for which they are officially responsible: Provided that such an
office-holder may decline to attend for stated reasons given in writing to
the Select Committee, which may report thereon to the Dáil;
and
(10) power to―
(a) engage the services of persons with specialist or technical knowledge,
to assist it or any of its sub-Committees in considering particular matters;
and
(b) undertake travel;
Provided that the powers under this paragraph are subject to such
recommendations as may be made by the Working Group of Committee
Chairmen under Standing Order 120(4)(a).’
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Joint Committee on Justice
General Data Protection Regulation - Submission from Fred Logue
26 March 2021
1.

FP Logue Solicitors is a law firm specializing in data protection and information law. We have
extensive experience advising and representing a broad range of clients in relation to data protection
matters, including individual data subjects, commercial businesses, charities and advocacy groups.

2.

My submission is based on my own experience acting for our clients and focusses on the
enforcement of the General Data Protection Regulation (GDPR) and identifies areas of improvement
for the Data Protection Commission (DPC) that are common to a large number of complaints.
Bearing this experience in mind I have also set out some recommendations that I see as appropriate
to ensure enforcement is clear, effective and timely, serves the needs of data subjects, and at the
end of the day offers a low-cost, efficient and reliable way of vindicating their fundamental rights.

3.

This submission is based on an earlier submission that was sent to the DPC in January 2020 in
response to its consultation on its regulatory strategy for 2020 to 2025.

A. Data Subject Complaints
4.

One of the primary statutory tasks of the DPC is to handle complaints lodged by data subjects,
including where processing of their personal data infringes the General Data Protection Regulation
(GDPR). Handling complaints is a critical function of the DPC to protect individuals in relation to the
processing of personal data.

5.

Delay is a serious issue across all of our complaints, which in the main do not involve particularly
complex issues. Our firm has numerous complaint cases open, and currently the median time for
which these are pending is in the region of two years. The vast majority have not been closed, and
there is no indication of how long they are going to take or what the next steps will be.

6.

To put this in perspective, the Circuit Court and High Court procedures are actually much quicker
than the DPC procedure, which does not seem to make any sense given the objective of
administrative procedures is to be a more accessible alternative to court action.

7.

We are also concerned that this inordinate delay offers controllers the opportunity to neutralise
complaints with an administrative process that effectively discourages data subjects from persisting
with their complaints and availing of their data protection rights. As a corollary to this, the DPC does
not seem to offer resolution within a time frame specified or suited to a particular case. Therefore,
the usefulness, for example, of a SAR complaint when the information requested is needed for
another purpose, is questionable. The idea behind data subject rights, particularly the right of access,
is that in many circumstances they are necessary for some other purpose, such as an internal
disciplinary procedure between an employee and their employer or a consumer dispute with a
service provider, to give just two examples.
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8.

Procedurally, we have also observed that when a complaint is filed, the DPC’s first step is invariably
to raise substantive issues over and above a straightforward formality check. It often takes at least
one if not more rounds of correspondence with the DPC over a period of weeks and months to get
an acknowledgement that a complaint has in fact been made.

9.

It is also unclear what procedures apply in relation to data subject complaints. Our experience is that
complaints are handed off between internal units and officials, and it is difficult for us to advise our
clients on the status of their complaint or the next steps. Furthermore, at each handoff, there is more
delay.

10. This also arises where a complaint involves more than one issue, for example a complaint based on
a subject access request or a personal data breach may also involve issues about who is the
controller, what is the legal basis, compliance with the data protection principles, issues regarding
data processors, etc. Our experience is that such complaints are being split, handled by different
officials and even by different internal units. It is hard to understand what purpose this serves
because, from the complainant’s point of view, this results in multiple overlapping tracks giving rise
to increased costs and uncertainty.
11. We have also observed that it is unclear whether every complaint will result in a finding of compliance
or non-compliance by the DPC. In the vast majority of cases this is the desired outcome and such a
finding can be relied on by the complainant if they wish to seek compensation for damage or other
remedies.
12. Another concern that has emerged is that for subject access requests the DPC does not take a copy
of the disputed information nor does it direct the data controller to retain it pending the resolution of
the complaint. I have several cases where it emerged that the data controller deleted or destroyed
information after the complaint was filed.
13. It seems very odd to me that an administrative adjudicator thinks it can handle a complaint about
access to information without actually getting a copy of that information. This is quite apart from the
apparent lack of measures to ensure that data subject rights are protected by ensuring that
information remains available pending the resolution of a complaint.
14. I also have one case where the data controller is quite elderly and has told my client that he has left
instructions for the requested personal data to be deleted when he dies. I have spent almost nine
months asking to DPC to intervene to either obtain a copy of the disputed personal data or to direct
the controller to ensure that it doesn’t get deleted. Both of these powers are explicitly given to the
DPC in the GDPR.
Recommendations
•

Implement adequate resources to handle and determine data subject complaints expeditiously
taking into account time frames and the data subject’s particular situation.

•

When a complaint is lodged, undertake only a basic formalities check, then issue the section 108
acknowledgement letter promptly and immediately engage the controller.
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•

There needs to be a defined procedure for handling complaints with set deadlines and standard
processes that cannot be extended or varied unless there are exceptional circumstances.

•

Where a complaint involves multiple issues, have a single streamlined investigation procedure
dealing with all of the issues quickly and with a single point of contact for the data subject.

•

Publish procedures, service levels and KPIs regarding data subject complaints.

•

In its guidance to controllers, communicate efficient practices to deal with minor procedural matters
which disproportionately clog up the process when a data subject is engaging with a controller (for
example, automatic time extensions, excessive ID demands, challenges to solicitor’s authority,
mandatory predetermined forms or communication channels).

•

All complaints, particularly where there has been an infringement of the GDPR, should automatically
result in a formal DPC decision unless the complainant agrees otherwise. For example, formal
decisions should be made even where a SAR is answered late because in many situations a data
subject is entitled to compensation by reason of damage caused by delay. Formal decisions are
important since they can be relied upon by the data subject when seeking compensation for damage
or other remedies.

•

As a matter or routine in SAR disputes, the disputed information should be accessed and retained
by the DPC and it should use its powers in all cases to direct the data controller to retain disputed
information.

B. Transparency
15. The DPC is a public authority responsible for monitoring the application of the GDPR and protecting
the fundamental rights and freedoms of data subjects in relation to the processing of their personal
data.
16. At the moment, the DPC is only partially subject to the Freedom of Information Act 2014 which limits
access only to records concerning the general administration of the Commission, which in our
experience is interpreted narrowly by the DPC and by the Information Commissioner meaning that
members of the public cannot access information about the DPC’s core functions.
17. For example, the DPC has refused on several occasions to provide us with copies of internal
procedures and guidelines that members of staff use to handle data subject complaints. In our
experience, this is bad regulatory practice. Many public bodies with duties similar to the DPC publish
detailed procedures and guidelines which are generally of assistance to the public.
18. Under section 60(3)(c) of the Data Protection Act 2018, regarding personal data undergoing
processing by the DPC, the majority of data protection rights and obligations are absolutely restricted
to the extent that the personal data concerned is kept by the DPC for “the performance of its
functions”. This means that, under national law, a data subject complainant has no legal right of
access, rectification etc. concerning their own personal data relating to their own case and how it is
3
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being processed. It is somewhat ironic that data subjects have literally no data protection rights when
their personal data is processed by the very supervisory authority tasked with vindicating data
protection rights.
19. This does not respect the fundamental rights and freedoms of individuals and is not a necessary and
proportionate measure. It seems to us that this restriction is itself contrary to the GDPR (Article 23)
and therefore the DPC has a positive obligation under its duty of sincere cooperation to ensure
effective application of EU law and it must disapply any restriction that is not compatible with the
GDPR including the restriction in section 60(3)(c).
20. We should point out that the UK ICO does not, as far as we can tell, have any similar restrictions to
data subject rights or public rights of access to information under the equivalent UK legislation. In
that case it is difficult to see how the restrictions in this jurisdiction are either necessary or
proportionate.
21. We note that the DPC is quite active in its outreach activity and seems to have regular engagement
meetings with companies and sector representatives. The Commissioner and senior officials also
seem to routinely attend private or invitation-only events in Ireland and overseas as speakers or
panelists. It also seems to be the case that companies and organisations can have informal
consultations with the DPC outside of the statutory Prior Consultation procedure.
22. It would be appropriate if details of these facilities are made public so that all stakeholders can
engage and consult with the DPC in this way and that there is a level playing field.
23. Regarding public sector organisations, it would also be appropriate for formal opinions to be
published where the DPC is consulted in relation to proposed processing of personal data, in a
manner similar to the way the European Data Protection Supervisor (EDPS) handles such
consultations for EU institutions and bodies.
Recommendations
•

All records held by or for the DPC should be subject to the right of access under the FOI Act.

•

The DPC should set the standard by its own transparency, not only in terms of accessibility, but the
scope of information and records that it makes available, whether to the public generally, or in
response to a subject access request concerning personal data that the DPC is itself processing as
controller.

•

The following should be routinely made publicly available by the DPC:
o

Boards, committees and minutes

o

Performance indicators, monitoring and statistics

o

Service standards and what to expect when dealing with the DPC

o

Internal policies and procedures

o

Income and expenditure in detail

o

Information about DPC decisions, investigations and regulatory actions
4
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o

Events, consultations and meetings attended by the Commissioner and senior officials in official
capacities, as well as copies of speeches or presentations delivered

•

More formal and transparent engagement procedures are required when the DPC is dealing with
third parties.

•

The DPC should publish its activities and documentation so that data subjects are made aware of
the organisations and interests that are engaging with the DPC and on what issues, and vice versa.

24. I am grateful for the opportunity to make this submission and would be happy to give oral testimony
if invited to do so.
Yours sincerely
Fred Logue
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Submission of the Data Protection Commission (DPC)
Introduction
1. The Data Protection Commission (DPC) thanks the Joint Oireachtas Committee on Justice
(the Committee) for the opportunity to contribute to the Committee’s review of certain
aspects of the General Data Protection Regulation (GDPR). The application of the GDPR in
2018 brought about far-reaching revisions to the ways in which society – as a whole –
thinks about data protection, and the DPC welcomes the Committee’s attention to these
formative years of the GDPR’s implementation, and the Oireachtas’ attention to the
importance of data protection into the future.
2. As a point of information it is important to note that, while the DPC and others use the
collective shorthand of “the GDPR” to refer to the DPC’s regulatory remit, this is something
of a colloquial term and is intended to also encompass the substantive tasks that fall to
the DPC under the three main pieces of data protection legislation – the GDPR, the ePrivacy Directive, and the Law Enforcement Directive as transposed in the Data Protection
Act 2018. While there is real work remaining in order to fully realise the aspirations of the
GDPR, now - almost three years into the application of what is a fundamentally
transformed legal framework - the DPC is satisfied with its progress in bringing further
clarity to organisations on what data protection law requires, resolving individuals’
complaints, monitoring and directing organisations in relation to data breaches and
applying sanctions - including imposing fines - in cases of the gravest infringements.
3. In its invitation, the Committee indicated a number of points of interest, which the DPC will
address in the following submission. By way of further assistance, links will also be
provided at the end of the document which will take the Committee members to more
expansive information on various points, to which the necessary limitations of this
document do not give scope.
The GDPR as an instrument of change
4. 25 May 2018 is a touchstone in terms of data protection regulation in Europe. The
disparate data protection regimes that were in place within the Member States prior to
that date bore little resemblance to the enhanced and integrated GDPR framework that
replaced them. For Ireland, the distinction was particularly marked, moving the DPC – as it
did – from its exclusively nationally-focused remit to one where it also now holds the
position of Lead Supervisory Authority (LSA) for some of the biggest household name tech
companies in today’s world.
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5. At the same time – and due in no small part to the concerted efforts of the DPC – Irish
society as a whole was already becoming much more conversant with data protection as
a concept. That concept is now a fixed point of public consciousness. 1 While it is still very
early in the life-cycle of such seismic legislative change for anyone to accurately quantify
what meaningful regulatory evolution looks like, the DPC is satisfied that it has instigated
and progressed real and tangible outcomes for the stakeholders it serves. In 2020, for
example, the DPC concluded assessments and issued directions in over 90% (5,932) of the
data breach cases that had been notified to it that year, as well as concluding 4,476
complaints from individuals. This extensive body of work was advanced in parallel with the
significant strides made in progressing the office’s ongoing statutory inquiries (including
bringing Europe’s first internet platform, pan-European “Article 60” draft decision forward
to the co-decision making process (see further at paragraphs 24 and 27) and the
considerable work done to guide and support organisations in achieving compliance.
6. This is not to suggest that the far-reaching changes introduced by the GDPR have been
fully assimilated by society as a whole. On that score, it can reasonably be anticipated that
it will take many more years for the GDPR to fully bed in. Equally, the DPC recognises that
there are areas where it has more work to do. By way of example, we recognise that
significant challenges remain in relation to the handling of cross-border matters in
particular, which must be resolved in the shorter-term.
Scaling-up to meet the challenge of the GDPR
7. The final text of the GDPR was agreed between the European Commission and Member
States in 2016, providing for a short two-year lead-in before the GDPR came into full effect
in 2018. At the time that the GDPR was being finalised, the Irish DPC had – in total – 40
staff members spread across two different office locations. A critical expansion effort –
supported by Government – was undertaken to redress the deficit in numbers and since
that point the DPC has grown in size by close to 300%, to 150 staff members.2 As part of
this rapid expansion, the DPC focused its recruitment on particular specialist skills –
including legal, technological, investigatory and communications – to meet the different
requirements of its broad remit. However, despite its increased people-power, the DPC is
still under-staffed relative to the range of its obligations, and the DPC would like to thank
the Committee for its fresh focus on this issue. While further budget was committed to the
DPC for 2021 underpinning new rounds of recruitment now underway, there needs to be
an acceptance that the DPC will need to continue to grow for some time to come.

Eurobarometer surveys show high levels of public awareness of the GDPR and the corresponding role played by national
data protection authorities across the EU, with Ireland in the very top cohort of “aware” Member States. Surveys
commissioned by the DPC in 2017 and 2018 (measuring SME engagement with the GDPR in Ireland) showed markedly
increased levels of preparedness in advance of the GDPR. A recent 2021 McCann Fitzgerald/ Mazars survey also shows
increasing numbers now consider the GDPR to be beneficial to both organisations and individuals.
2
Enhanced recruitment activity began in 2015. In that year, Helen Dixon was appointed as Commissioner. Additionally, the
news coming from Europe at the time signalled that the finalisation of the GDPR – in development for almost 20 years –
was imminent. The DPC staff numbers for the period 2015-2020 are provided here for illustration: 2014: 31; 2015: 42; 2016:
52; 2017: 85; 2018: 110; 2019: 140; 2020: 145.
1
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Balancing priorities
8. The functions and obligations of the DPC – and all other EU data protection authorities
(DPAs) – are set out in a non-exhaustive list in Article 57 of the GDPR. Given the ubiquitous
nature of personal data, it follows that the enumerated tasks of the DPC cut across all
aspects of public and private life, at both national and international levels. The GDPR – as
a piece of legislation – is largely principles-based, technology neutral and applicable to
each and every sector and personal data processing scenario. It is not a command-andcontrol type regulation, where infringements are specifically spelled out. The principlesbased nature of the GDPR means that, in general, potential infringements have to be
assessed on a case-by-case basis, to ascertain whether the occurrence contravenes one of
the principles upon which the GDPR stands.
9. A key obligation on the DPC is the provision of guidance to assist sectors and organisations
in understanding the GDPR in terms of what it requires of them, and identifying how to
achieve compliance. Accountability for compliance with the GDPR rests with individual
organisations in the first instance, but DPAs have a key role to play in helping them achieve
that compliance and thereby mitigate risks to individuals who would otherwise be harmed
or disadvantaged due to non-compliant behaviour. In 2020 alone the DPC issued 40
guidance notes to support businesses and organisations in their compliance efforts, in
addition to responding to well over 700 requests from organisations for specific direction.
The DPC also provided comments and analysis to Government departments on proposed
legislation involving personal data processing, such as the various contact tracing efforts
in response to Covid-19.
10. The DPC’s remit is obviously not limited to supervision and guidance. Equally important is
the DPC’s mandate to process complaints from individuals, monitor data breaches (now
mandatorily notified to the DPC in accordance with the provisions of the GDPR) and the
conduct of large-scale inquiries into areas of higher or systemic risk. For the DPC, these
are all high-volume activities and the Committee will note from our 2020 Annual Report,
published last month, that the statistical trends for this area of the DPC’s work show a
year-on-year increase since the GDPR came into application. Equally clear from these
statistics is the fact that we have by no means reached the plateau where these numbers
begin to level out. As society’s overall awareness of data protection grows, so too do the
numbers of queries, complaints and breaches that are notified to the DPC.
The value of amicable resolution
11. The GDPR obliges EU DPAs to handle all individual complaints. As its Annual Reports for
the last several years illustrate, the volume of complaints handled by the DPC annually is
high, and consistently increasing. (In 2019, for example, 9,337 cases were logged with the
DPC, with 7,215 cases proceeding to the complaint-handling process resulting in 5,496
complaints being resolved. In 2020, 10,151 cases were logged with the DPC, with 4,720
cases proceeding to the complaint-handling process and 4,476 being resolved).
Additionally, the DPC is currently engaged in approximately 25 live statutory appeals
before the Irish Courts, the vast majority of which relate to decisions on complaints made
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under the previous legal regime (Data Protection Acts 1988 and 2003), rather than under
the GDPR. The handling of complaints and the management of litigation around
complaints is therefore - by necessity - the most resource-intensive part of the DPC’s role.
12. The DPC recognises that the resolution of complaints received from individuals is amongst
the most important of its functions. Reflecting that, and as noted above, it devotes a
substantial part of its overall resources to complaint-handling. The DPC is also cognisant,
however, that such complaints don’t necessarily identify the areas of most systemic risk
for data subjects generally. An issue may be of immediate relevance to a given individual,
but the resolution of that issue will not necessarily improve conditions for others - such is
the nature of the case-by-case assessment required by the GDPR. In the (much smaller)
number of cases where a complaint does disclose a systemic problem with the potential
to impact a much broader range of individuals, the complaint is put on a different track
and subjected to an inquiry procedure with a much higher level of formality, and with the
potential to impose more serious sanctions if the party against whom the complaint is
made is ultimately found to be infringing one or more identified provisions of the GDPR. It
is important to note, however, that the majority of complaints that the DPC handles relate
to requests from individuals to organisations for access to a copy of their personal data.
13. In line with the GDPR and the 2018 Act, the DPC attempts to amicably resolve as many
complaints as it can by mediating between the data controller and complainant. Longstanding experience shows that, for the majority of basic complaints, mediation
(accompanied by the issuing of firm directions as to the potential sanctions to which the
controller may be at risk) carries the best prospect of delivering meaningful and effective
results for complainants, within the shortest timeframe. While the service of information
notices or enforcement notices is also utilised where necessary, such approaches all too
often give rise to challenges which divert from the ultimate task, which is, most frequently,
securing access for the complainant to their data. It is of course the case that some
complainants remain dissatisfied at the end of a complaint-handling process. For example,
complainants are sometimes persuaded that controllers are hiding or withholding data
from them. The DPC conducts inspections where it has a reasonable basis to doubt that
all of the complainant’s data has been released; equally, it tests the assertions of
compliance made by individual organisations but, ultimately, the DPC cannot direct the
release of personal data that is shown not to exist.
Driving accountability on the part of controllers
14. In any individual complaint that comes before the DPC, there is usually a preceding
sequence of events in which the individual will have engaged with an organisation about
their concerns, but is ultimately unable to resolve the matter. In such instances, the natural
escalation is to refer the matter onwards, for the attention of the DPC. However, the
provisions of the GDPR give scope and responsibility to data controllers to resolve the
matters that are in their capacity to so do. Data Protection Officers (DPOs), in particular,
are positioned and should act to resolve matters between the individual and the data
controller before the need arises for the individual to lodge a complaint with the DPC.
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However, given that some elements of the roles and responsibilities of DPOs are still
bedding in, it is important that they are supported and that DPOs are empowered to effect
meaningful change in controllers’ approaches to compliance generally.
15. The DPO requirement came into application with the GDPR, as a prerequisite for public
sector bodies and organisations (public and private) whose core processing activities can
be classed as high-risk or far-reaching in scope. In this context, the DPO is the intermediary
point of contact between the DPA and a given organisation; driving compliance with data
protection legislation and ensuring that processing – and all attendant activities, including
Data Protection Impact Assessments (DPIAs) where necessary – are carried out in line with
the provisions of the GDPR.
16. The DPC has focussed in 2020 on providing additional supports to DPOs, who represent a
vital lynchpin between the public and the organisation. Critically, from the DPC’s point of
view, DPOs make data protection regulation more scalable. Given the DPC’s responsibility
for supervising hundreds of thousands of data processing entities, this increased leverage
through DPOs is significant. The GDPR makes specific provision for the role of the DPO,
but, in truth, the role is not yet fully understood by controllers and, in operational terms,
it has not reached anything like its full potential. The DPC is focused on supporting and
empowering DPOs to meet the remit envisaged for them in the legislation, so that basic
issues can be dealt with quickly and effectively at DPO level, delivering timely outcomes
for individuals.
17. Businesses and organisations themselves must also be supported and bolstered so that
they can self-sufficiently ensure compliance with the law and that they fulfil data subject
rights. As previously stated, the text of the GDPR confers compliance accountability onto
data controllers, and the DPC is actively engaged with a wide range of controllers to help
drive compliance and inculcate a culture of conformity with the principles of the legislation,
including through the provision of targeted guidance and resources support to DPOs.
18. It is worth noting that SMEs account for by far the greatest proportion of data controllers
that the DPC deals with – over 80% in an Irish context. Naturally, where one sector is
engaged with individual data subjects to such an extent as is the case for SMEs in Ireland,
that sector’s potential to adversely impact on individuals if compliance levels are
inadequate is accentuated. In practice, the DPC’s regulatory work involving SMEs often
takes place away from the major headlines but is nonetheless essential to ensuring the
data protection rights of individuals.
Regulating in a risk-based framework
19. The GDPR advocates a risk-based approach to data protection, meaning that, subject to
meeting significant baseline requirements under the GDPR, the specific additional
protective measures organisations must put in place to secure personal data must be
commensurate with the risks arising from the manner and scale in which the organisation
processes that data. The principles-based nature of the GDPR means that, in general, there
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is no fixed template to delineate compliant and non-compliant behaviour. Each individual
case requires its own in-scenario and in-context analysis to determine if it adheres to the
principles of the legislation. For example, a fixed position cannot be adopted by the DPC
to say that, in all circumstances, couriers can (or cannot) compliantly wear body-cameras
for security, or “vaccine passports” comply (or don’t comply) with the precepts of the GDPR.
Such questions typically require a first-principles analysis and application of judgement.
Enforcement action and the harder edge of compliance
20. A key distinction between the GDPR as a legal framework and EU Directive 95/46/EC which
preceded it is the profoundly enhanced powers of sanction the GDPR introduced for DPAs
including the power to impose fines of up to 4% of annual global turnover of undertakings
in certain cases. Changing cultural perceptions around data protection is not a single-track
process, and guidance and supervision – while fundamental to mitigating harm – are not
sufficient to deliver enhanced outcomes by themselves. Enforcement and sanctions are
also an essential part of the regulatory toolkit and the DPC continues to make use of these
mechanisms where it deems it appropriate and proportionate.
21. The DPC has recently published on its website details of the large-scale enforcement cases
it has concluded, some of them originating in complaints received from data subjects,
others involving what are referred to as “own-volition” inquiries. These case studies
illustrate the procedural complexity that applies to enforcement action. More importantly,
they provide an additional level of direction to those implementing the GDPR in their
organisations in terms of what is required. The evaluation of risk and its appropriate
mitigations have proven challenging for data controllers over the last two years, and – by
making its appraisals and decisions transparently available – the DPC seeks to bring legal
clarity to what is an unfamiliar calculation for many data controllers. In total, the DPC has
so far issued eight fines under the GDPR and - perhaps more importantly - is concurrently
supervising a number of organisations in their implementation of other corrective
measures imposed by the DPC, the essence of which is to require controllers to implement
changes to their data processing practices to bring them into line with the requirements
of the GDPR.
Operational pinch-points
22. While the DPC is satisfied that significant progress is being made in implementing such a
transformative legal framework for data protection in Ireland, it also recognises that
certain pinch-points in terms of operationalising the legislation have now become clear.
The complexity of the fact-gathering and analysis required in even individual cases means
the resolution of certain cases can take a long time. Overlaying this with the volume
increases the DPC is experiencing in inbound cases, there is a need for the DPC to
continuously monitor operations to drive efficiencies.
23. For example, the DPC has previously observed that neither the Workplace Relations
Commission (WRC) nor the Labour Court in Ireland have the power to order discovery. In
the absence of a discovery regime within the WRC/Labour Court schemes, subject access
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requests are typically made by employees to try to secure access to material held by their
employer in order to prove unfair/unlawful conduct on the part of the employer. When
subject access requests are in turn refused (or ignored) by the employer, the matter next
moves to the DPC by way of a complaint made under data protection law. The DPC all too
often therefore becomes the place where very contentious elements of employment
litigation play out in the ensuing disagreements over exemptions and legal privilege. The
DPC is cast in the role of arbitrator, becoming, by default, central to adjudicating on
contentious matters that are in fact, as per this example, a satellite to an employment legal
action, the substance of which is being dealt with elsewhere. The staff resources necessary
to service such disputes are intensive, and this diminishes the DPC’s capacity to deploy its
resources to the many other tasks within its broad remit where the focus is on the
protection of data protection rights as a meaningful end in itself, and not as a form of pretrial application, the purpose of which is to advance a position in litigation being fought
out elsewhere. This situation is likely to remain the case, unless or until the power of
external adjudication bodies is changed to take account of these emerging pinch-points.
The DPC welcomes the Committee’s interest in how Government might take this forward.
Cross-border cooperation and consistency (Chapter VII GDPR)
24. As a result of the one-stop-shop (OSS) mechanism introduced when the GDPR came into
application, the DPC is the now the LSA in Europe for many (but not all) of the world’s
largest global platforms. Ireland therefore operates in a very particular context, given that
the headquarters of many internet and social media platforms are located here. What that
means in practice is that draft decisions produced in Ireland in respect of these substantial
undertakings are the subject of a co-decision making process involving DPAs across the
EU. One of the features to emerge from a decision-making process in which multiple DPAs
have a voice is the extent to which there are diverse regulatory approaches between
different EU Member States,
25. A key aim of the GDPR (which was adopted in the form of an EU Regulation as opposed to
a Directive) was to eliminate fragmentation between member states and provide for more
even and harmonised implementation across the EU. However, the GDPR as a harmonised
regulation was not underpinned by harmonised procedures, nor a harmonised
enforcement framework generally. As a result, significant practical challenges remain in
terms of developing a uniform approach to the imposition of sanctions, for example. The
fact that judicial systems are not harmonised between the member states means there
will always be divergences in terms of the approaches taken in different national courts, a
point that is further underscored by Ireland’s position as the only remaining common-law
system amongst the EU member states following the departure of the UK. It is also relevant
to note here that the overwhelming majority of enforcement actions taken by EU DPAs are
in national-only cases, where there is no need for the cooperation and consistency
mechanisms set out in the GDPR to be tested.
26. There is, unquestionably, work to be done in the area of cross-border cooperation and
consistency – both in terms of harmonisation of approaches, and increasing the speed at
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which cross-border cases move through the cooperation and consistency mechanisms.
The DPC recognises that it has a key role to play in improving matters. Cooperation is not
currently operating as effectively as it should, but this is consistent with the bedding-in
period that such a momentous change requires.
27. Divergent interpretations will only be reconciled through the kind of repeated testing and
questioning which occurs between DPAs when faced with cross-border cases, including
those cross-border cases that Ireland has sent forward for co-decision making. This is
referred to in the GDPR as the “Article 60” process and its corollary is Article 65 - the dispute
resolution mechanism. When the DPC sent forward its first larger-scale Article 60 draftdecision in May of 2020, it became the first European DPA to trigger the Article 60 cooperation and consistency procedure, and, when consensus positions could not be
achieved on all issues, the follow-on Article 65 dispute resolution mechanism. To be clear,
the triggering of the dispute resolution procedure does not represent some sort of failure
on the part of the DPAs; on the contrary, the co-operation and dispute resolution
procedures are both essential to the establishment of consistency and legal precedents.
28. It is unquestionably the case that, operationally, the cooperation and consistency
mechanism is cumbersome and difficult to mobilise. Effectively, the LSA must obtain a
consensus view amongst the 27+ EU DPAs on the question as to whether a controller (most
likely a multinational controller) who is headquartered within its own national boundaries
is operating in compliance with particular elements of the GDPR. Such consensus is only
achievable through extensive and iterative deliberation. How difficult this may be in
practice is illustrated in part by the fact that, since May 2018, only four of the present 27
EU DPAs have made final decisions in cases that imposed a fine and involved all Member
States acting through the Article 60 procedure (Latvia, France, Netherlands and Ireland)3.
29. The DPC now estimates that, in practice, the requirement to put cases through the onestop-shop mechanism adds about six months to the timescale for the completion of an
individual inquiry involving issues of cross-border processing. This reflects, not just the
timelines set down in Chapter VII of the GDPR for the co-operation procedure itself, but
also the amount of time needed to investigate cross-border cases before they are
submitted to the co-operation mechanism. At least in part, this latter point reflects unease
and uncertainty on the part of controllers as to how the cooperation process is conducted,
and how particular issues are likely to be approached by DPAs from 27 different members.
Such unease is in turn reflected in increased queries to the DPC at investigation stage.
Improving efficiencies
30. The DPC itself is not satisfied with the time taken to conclude some of its cases that relate
to cross-border processing. In part, such delays arise because of the cumbersome nature
of the cooperation and consistency mechanisms as mentioned above. Equally, some of its
investigations are concerned with highly-technical subject matters, which do not lend
themselves to swift conclusions. Notwithstanding these complexities and the time and
3

For completeness, however, there were 7 such cases in total, 3 of which came from the now departed UK DPA.
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resource-intensive nature of the cases, the DPC has a strong pipeline of well-advanced
cross-border investigations that it will be bringing through the cooperation and
consistency mechanism in 2021.
31. The DPC acknowledges that it has, itself, required more time than it would have liked or
intended to resolve issues relating to the processes and procedures applicable to its
investigations under the new legal regime and the application of its new powers. While it
is satisfied that, delays aside, it has always adhered to principles of fairness in how it has
deployed its powers, some of these procedural questions are presently subject to
litigation. In particular, the DPC currently awaits judgment and further clarity from the High
Court in the judicial review case of Facebook v. DPC (High Court Record No.2020/617 JR).
32. Against this backdrop, the DPC understands the basis on which it has been the subject of
criticism to the effect that the pace of its regulatory activities in terms of cross-border
GDPR enforcement has been slower than some anticipated. Some of the commentary is
entirely fair, and indeed echoes ongoing discussions between European DPAs as they seek
to reconcile and harmonise their disparate regulatory approaches. More of it fails entirely
to engage with these complexities, preferring sound-bite and prejudicial analysis favouring
the position of one member state over another. Recent commentary by the Committee on
Civil Liberties, Justice and Home Affairs (LIBE) of the European Parliament - singling out the
Irish DPC - is a regrettable example of this. Should the Committee wish for a more
complete picture of the DPC’s engagement with – and response to–the LIBE resolutions,
the full correspondence issued by the DPC to the LIBE Committee is available on the DPC’s
website at this link.
Data Protection and the Public Sector
33. The DPC is grateful for the positive ongoing engagement it has with so many staff across
the public sector, particularly the dedicated DPOs who drive compliance in their
Departments. Public sector bodies are, by their very nature, data controllers with
responsibility for some of the most voluminous and sensitive caches of personal data in
the State. The new challenges that arose in the last 12 months resulting from the global
Covid-19 pandemic presented particular complications for many public sector bodies. The
DPC was encouraged by its engagements with the Department of Health, the HSE and the
CIO in relation to Ireland’s delivery of a Covid tracker app to complement manual contact
tracing. The publication of the source code for the app and the DPIA conducted in relation
to personal data risks demonstrate that being transparent with stakeholders drives trust
and increases public cooperation.
34. Nonetheless, it must be said that a disproportionate number of data breaches are notified
by state bodies and a high volume of complaints are received in respect of same. There is
much work to be done by all controllers, including state bodies, to give full and proper
effect to the implementation of the GDPR, just as there is much work to be done by the
DPC to improve the guidance it issues, the supports it offers to public sector DPOs, and in
enforcing the GDPR against those organisations that infringe its provisions.
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Conclusions
35. The DPC has a huge number of stakeholders. This is a function of several things:


the fact that any individual has the right to lodge a complaint with the DPC (including
millions of European platform-users);



the fact that DPC supervises hundreds of thousands of entities each of them
designated as a data controller in their own right;



the strategic nature of data protection regulation (particularly highlighted by issues
relating to international data transfers); and



the co-decision making processes in which it engages with all other EU DPAs.

As a regulator, the DPC must therefore manage a significant range of expectations that
extend across borders, based on very varying levels of understanding of its remit and role
as a regulator.
36. The situation is also complicated by the fact that the DPC regulates in what might be
described as a disruptive and non-traditional space. With ‘traditional’ legislation, the
geographical extent of the legislation’s application are clearly delineated by national
borders. In contrast, much of the DPC’s work takes place in the virtual space, where clearly
identifiable boundaries do not exist and where the movement of personal data between
jurisdictions is difficult and time-consuming to track. These are not matters that can be
concluded by cursory assessment. The DPC remains determined to stay focused on its
mandated tasks, and to deliver on these in accordance with the provisions of the law as it
is written, and not as it is sometimes debated.
37. It is in the delivery of these tasks, and with reference to the points made in this submission,
that we welcome this Committee’s examination of the DPC’s work and the challenges it
faces. We hope that the points raised in respect of the DPC’s capacity will give rise to
further conversations with the Committee, so that outcome times for individual
complainants can be improved by concerted effort.
38. Should the Committee wish to take account of more substantive evaluations of the DPC’s
work and its attendant complexities – which cannot be explored in sufficient detail within
the length of this submission – the materials and links in the Appendix will take the
Committee to more detailed examples of some of the key points highlighted in this
document, including (attached) a detailed account of the actual journey of a complaint/
case through the Article 60 process prepared by the DPC’s Head of Legal; the EU
Commission’s own Two-Year Review of the GDPR in a pan-European context and the DPC’s
Annual Report for 2020.
39. We look forward to the opportunity to provide further clarity at the Committee hearing
itself.
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Appendix
Additional Reading Material
1. The DPC has recently published its annual report for 2020 covering many of the
matters identified by the Committee. A PDF copy of the report is available at this link.
2. The EU Commission in accordance with Article 97 of the GDPR published a 2-year
review of aspects of the GDPR in June 2020 available at the following link. It highlights
particular needs around adequate resourcing for the data protection supervisory
authorities generally, including Ireland’s DPC.
3. The DPC also published its own Two-Year Assessment of the GDPR in application,
which provides a useful stock-take of the early regulatory experience.
4. A compilation of “Expert Perspectives” on two years of GDPR compiled by the
International Association of Privacy Professionals.
5. Attached to this submission is a paper presented by the Head of Legal Affairs at the
DPC to students at the Kings Inns Dublin on the functions and responsibilities of the
DPC, both domestically and at an EU level. The “one-stop-shop” mechanism, as well as
the dispute resolution mechanism under the GDPR are described from page 10
onwards. It provides a useful insight into the complexity of operationalising the
provisions.
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To the Members of the Joint Committee on Justice,
I want to express my deeply felt gratitude that your Committee is examining the implementation of
the GDPR, which is truly a great concern for citizens in Ireland and throughout the European Union.
It goes without saying that Ireland is in the European and global focus when it comes to the
implementation of this European instrument, that is intended to bring the fundamental right to Privacy
and Data Protection (Article 7 and 8 of the Charter of Fundamental Rights) to all devices and services
that we daily entrust with our most confidential information. When passing the GDPR, the European
Legislator took the strong view that innovation can only succeed if users trust new technology – and
when abuse of this trust is remedied. Therefore, enforcement is a key pillar of GDPR.
In our practice at noyb, we however see that companies, particularly “Big Tech” companies, violate the
law on a daily basis. They are public about “balancing” the risk of enforcement with the costs of full
compliance with their user’s fundamental rights. While the slogan “move fast and break things”
became legendary, it must be added that in many cases what is broken nowadays, is the law and users’
fundamental rights.
When regulations are perceived to be “dead law”, it not only undermines the rule of law, the trust in
our democratic processes and the trust in digital services, but also generates an unfair competitive
advantage between those players that follow the rules and those who choose to ignore them. It is this
basic truth, which usually makes the matter of enforcement of the existing law a common objective of
in the political process.
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Director of noyb.eu
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Preliminary Remarks:
At the outset, I would like to make the following preliminary remarks:
-

-

-

-

Given the jurisdiction of the Oireachtas, my remarks will primarily focus on our experiences in
Ireland and how issues could be overcome within Ireland. This is not to suggest that we have not
experienced similar issues in other Member States.
In circumstances where some of the questions raised appear to involve political rather than legal
issue, we have limited our submissions to the legal and factual issues that we have encountered
or such elements where we had first hand experiences.
As these issues involve the experiences of both noyb and Max Schrems personally, Mr Schrems has
prepared the submissions. Therefore, the submissions reflect both his experiences and noyb’s
experiences over the past ten years.
Should there be any further questions or any need for clarification, please do not hesitate to
contact Mr Schrems at ms@noyb.eu.

Individual Issues identified by the Joint Committee:
1. Matters of Enforcement
noyb has filed about 150 GDPR complaints so far and is therefore actively engaging with many Data
Protection Authorities (DPAs) throughout Europe. On our GDPRhub.eu platform, we also monitor the
decisions by all DPAs and have a good understanding of the enforcement landscape in Europe.
We have various cases before the Data Protection Commission (DPC). While naturally a party and the
regulator may disagree on certain elements, we must say that we faced problems on procedural and
practical issues at the DPC, which reached partly Kafkaesque levels. It seems to us that the procedures
adopted by the DPC are extremely complex, overly cumbersome and often self-destructive.
This has left us, and many European experts, wondering if the DPC is either unwilling or unable to
conduct its statutory function. Furthermore, the procedures adopted by the DPC have led to
unnecessary litigation, where the DPC is regularly exposed to well-founded, but entirely avoidable
criticism by the Courts. This led to extreme legal bills that have to be picked up by the Irish taxpayer.

1.1. Enforcement – Deterrent versus “Engagement”
The GDPR gives DPAs vast powers under Article 58 GDPR that reach all the way to raids, prohibitions
of processing and substantial fines under Article 83 GDPR of up to 4% of the worldwide turnover. The
European Legislator clearly saw these fines as a deterrent and requires DPAs to issue “dissuasive” fines
(Aricle 83(1) GDPR). Deterrence is the most common theory for change of behavior in law and the only
approach that can ensure widespread compliance without constant monitoring and enforcement. A
DPA is in charge of almost every business in its jurisdiction and cannot possible monitor and engage
with each company individually that falls under the GDPR. Therefore, fines are an essential weapon in
the arsenal of powers bestowed on the DPC.
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The DPC is however on public record as expressing a preference to an approach of individual informal
engagement with companies instead of focusing on enforcement.1 This would mean that the DPC
would have to engage with about 300,000 businesses and other entities that fall under its jurisdiction.
The DPC’s approach of “engagement” instead of enforcement is also reflected by the fact that it
received 4,660 complaints in 20202 but only issued 10 decisions, of which only three concerned private
entities and only one contained a fine against a private entity.3 In other words: when citizens file a
complaint because of a violation of their fundamental rights with the DPC, there is no formal decision,
let alone a fine, in 99,99% of the cases.
While many European DPAs try to find amicable resolutions and data subjects regularly take back
complaints, it appears that the DPC more often than not closes cases, without a legally required formal
decision. We have received numerous complaints about this approach, which amounts to nothing less
than a denial of justice by the DPC.
In such a systems, companies have little motivation to comply with the GDPR out of their own motion,
as there is no consequence in non-compliance. Controllers can rest assured that the DPC will “engage”
in each individual case and in 99.99% of the cases, it will informally “close” the case without a Decision.
A simple example: If the Police were to “engage” with anyone that commits a parking violation, but only
issue a ticket in 0.01% of cases, most streets would turn into car parks overnight. We would need
thousands of police officers to talk people into not parking in the wrong spot to clear the streets and
would likely face the same problem the next day.

Article 58 GDPR gives DPAs many powers that span from raids, prohibitions of processing to fines.
Nevertheless, these powers are rarely used in practice. While some DPAs have used these powers to
fine e.g. Google € 60 Mio4 (which usually leads to special attention and quick reaction by the entire
industry) other DPAs, such as the DPC, notoriously avoid handing out fines.
The only substantial fine of the DPC in the private sector was € 450.000 on Twitter,5 which is trivial
compared to Twitter’s revenue. In fact, appealing that fine may cost more than paying it.
 We further want to highlight that every data subject has the right to file a complaint (Article 77
GDPR) and have their case handled (Article 78 GDPR).
 We therefore, want to highlight that Article 83(1) GDPR requires (“shall”) the DPC to issues
“effective, proportionate and dissuasive” fines, that the legislator requires deterrence and that
the DPC does not seem to meet this requirement.

1

https://www.youtube.com/watch?v=sxAgwKQhJxc as well as many other public forums.
https://www.dataprotection.ie/en/news-media/press-releases/data-protection-commission-publishes-2020-annual-report
3 https://www.dataprotection.ie/en/dpc-guidance/law/decisions-exercising-corrective-powers-made-under-data-protection-act-2018
4 https://www.cnil.fr/en/cookies-financial-penalties-60-million-euros-against-company-google-llc-and-40-million-euros-google-ireland
5 https://www.dataprotection.ie/en/news-media/press-releases/data-protection-commission-announces-decision-twitter-inquiry
2
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1.2. Enforcement - Lack of Procedural Rules before the DPC
In countless direct talks to other European DPAs and the European Commission, we hear that the DPC
regularly blames “Irish procedure” on an international stage, for enforcement problems.
To our knowledge this at odds with reality. In fact, there is no general Irish administrative procedural
act (as common in many other Member States) and the procedural rules in the Irish Data Protection
Act 2018 are rather general and do not limit or guide the DPC on many questions.
In recent litigation between Facebook and the DPC6 the lack of procedural rules became a central
element, when Facebook took the view that there is an expectation that the DPC would follow a
procedure described in its Annual Report, while the DPC took the view that it is not obliged to follow
any specific procedure when issuing a decision, but may shorten procedures to a single submission
within three weeks if it chooses to do so. The High Court will determine this matter, but the
proceedings disclosed a basic problem: Nobody knows how the procedure before the DPC must be
conducted and the DPC avoids any clarification.
While other DPAs in other jurisdictions follow a clear procedure, the lack of such a procedure leads to
fundamental uncertainty for the DPC and the parties before it. Any procedure can be frozen by a
Judicial Review that claims unlawful steps by the DPC, as demonstrated by the most recent Facebook
litigation. Final decisions by the DPC are under threat to be overturned on procedural grounds.
On a European level, the uncertainty of the procedural rules in Ireland leads to conflicts with the
procedural rules of other Member States (which apply e.g. when a foreign data subject has submitted
a complaint in another Member State against a controller in Ireland). Matters like access to documents,
languages or just the scope of the procedure are ill-defined and lead to endless debates.
 We therefore suggest that the DPC is heard in what way “Irish procedure” is responsible for the
lack of progress, as well as to possibly clarify or amend such laws that forms an unnecessary
roadblock for conducting its procedures.
 We further suggest requiring the DPC to issue clear and transparent procedural rules, ideally
after conduction a multi-stakeholder process that involves feedback from its European partners,
legal experts, controllers and data subjects. Such a process could ensure that problems are
identified before procedures are conducted – limiting the need for litigation.

1.3. Enforcement – Problematic Procedural Practice of the DPC
Once the DPC actually investigates a case, it currently operates under a very complex procedure that
requires (depending on the DPC’s description) six to twelve steps. Many steps are repetitive (e.g. two
draft decisions and two final decisions) and organized in an illogical order.
In our experience the DPC “investigates” cases without substantial direct engagement with and
between the parties, who are only heard when they are asked to comment on the first “draft report”,
which can reach up to 100 pages. When the DPC receives a complaint under this archaic procedure, it
sends it to the respondent and requests the respondent to make submissions in respect of the
complaint. The investigator then analyses the complaint and the respondent’s submissions and then
issues a draft Inquiry Report. This procedure does not allow the complainant and respondent an
opportunity to engage with each other’s arguments until after the “draft report” has issued.

6

Facebook v. DPC, High Court, Record N° 2020/617JR
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This leads to a number of issues. For example:







The respondent may mischaracterize an argument made by the complainant.
The investigator may rely on that mischaracterization in the Report.
Furthermore, there is no opportunity for the parties to “narrow” the dispute between the parties.
If there was engagement between each parties arguments at an early stage, a number of issues
could be resolved or accepted by either party without the need for the investigator to consider
them. In the absence of this engagement, the investigator must consider all issues that may include
many superfluous issues. This leads to a massive waste of resources. This causes huge delay and,
in our view, restricts the complainants’ right to fair procedures and their right to be heard.
The massive “draft” reports further leave the parties with the feeling that the DPC has made a
decision, already before hearing all arguments by the parties.
Finally, if the DPC were to depart from its views in the “draft report”, the other party could rely on
this change of opinions to attack the final decision in Courts. We are not aware of any such
approach by other DPAs in Europe.

Contrary to an open hearing with open exchanges between the parties (as usual before other DPAs)
the DPC also operates as a “black box” where it often gets sidetracked or misunderstands the positions
of the parties, because it does not engage adequately with them. This would be easily avoidable by
having an open dialogue with and between the parties. Other European DPAs usually allow the parties
to exchange multiple submissions, which ensures that all arguments are before the DPA before it takes
a position. Only thereafter, possibly missing elements are investigated by the DPA.
In our experience, the DPC’s “investigation” alone can take two to three years, which the DPC does not
apparently consider as being too long.7 In practice, this means that many of the ever-changing digital
services that a data subject may complain about are not even on the market anymore, once the DPC
completed its investigation. In comparison: The Austrian DPA must decide within six months.8
Each case must then undergo another draft decision and a final decision. To our understanding, each
draft and final decision currently needs to be issued by Helen Dixon, which seems almost impossible
when considering that 4,660 data subjects had the right to a decision in 2020 alone. Ms Dixon would
have to issue about 18 decisions per working day, if she would actually want to decide about each
complaint she receives. In our experience, most other DPAs either have a specific decision body, or
allow each case manager to issue final decisions on behalf of the DPA.
We are not aware of any DPA that does not have a modern and simple two-step procedure (usually
intensive engagement during an investigation, plus a one-sided final decision). Which is then subject
to an internal review within the DPA and/or an external appeal before a Court.
 The current procedure is extremely slow, repetitive and error-prone. Largely this seems to be
based on a lack of engagement with and between the parties. The current procedure seems to
be extremely labor intensive on the side of the DPC and hardly manageable by the parties.
 It is likely that parties before the DPC will be able to successfully appeal the DPC’s final decisions
based on the lack of fair engagement.

7
8

Submissions in noyb v. DCP, High Court, Record N° 2020 437JR.
§ 73 Austrian Administrative Procedural Act (AVG)
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1.4. Enforcement – Training & Personal
The GDPR is a rather complex piece of legislation and experts in this field of law are rare and in high
demand. Many DPAs in Europe saw their experts leave for the private sector. In this situation, the DPC
has grown from about 20 to about 140 staff in the matter of a couple of years – clearly rapid growth
that may not have been met by a pool of personnel that have all of the necessary qualifications.
The approaches to training in the EU seem to be very different. Each Member State has different
systems for legal training. While, for example, Germany or Austria produce high numbers of lawyers
and a good proportion of the staff of DPAs holds a law degree in addition to going through specialized
training to become a public servant, other countries rely on ad-hoc hires. In many Member States DPAs
conduct proceedings themselves and have trained legal personnel that not only manages cases before
the DPA itself but also defends the DPA in appeals before Courts.
While we do not have any hard numbers or evidence, in our experience, the engagement by the DPC
indicates that relevant staff have little to no experience in conducting adversarial GDPR procedures.
Preliminary research also shows that even most senior members of the DPC largely do not hold a
relevant law degree and do not have any background in privacy law.
In our experience, this leads to countless procedural and material law mistakes by the DPC. The lack of
quality opens the DPC’s decisions to the threat of successful legal reviews, which is used by Big Tech
to delay and derail procedures and may be another reason why the DPC is reluctant to engage in
enforcement against big tech.
Despite Irish Courts have afforded curial deference to the regulator in the exercise of its function
(compared to our experience in other jurisdictions), the DPC has nevertheless ultimately lost each case
we were engaged in – mostly for entirely avoidable reasons. This lead to cases like the “Schrems II”
litigation that is now pending for approximately 7.5 years, without any decision by the DPC in sight,
but two judgements by the highest Court in Europe that clearly rejected the DPC’s legal views.
In turn, the lack of success before the Courts seem to have nourished the DPC’s view that enforcement
is not a viable approach, which leads to a spiral of non-enforcement and even less experience in
building and defending cases.
We are convinced that training and consequently a higher quality of the procedures and material
decisions could easily close that gap and ensure that the DPC’s decisions are mostly airtight when they
are scrutinized by Irish and European Courts.
 We do not have special knowledge of the Irish job market and the existing training structure of
the DPC. Nevertheless, our previous engagements would indicate that there is a strong need to
train staff on procedural and material law issues.

1.5. Enforcement – Conflict with Giving Legal Advice to Controllers
An additional problem of the DPC’s strategy to “engage” with controllers arises when the DPC on the
one hand negotiates a solution with the controllers behind closed doors, but then on the other hand
has to decide on a complaint that focuses on the exact same issue.
In these situations, the DPC becomes a judge in its own matter, as the controller will (rightfully) rely
on previous engagements with the DPC and the DPC has to decide about a challenge in relation to the
subject matter of this engagement.

Page 6 of 11

For example: It has been alleged by Facebook that they engaged with the DPC on at least 10 occasions
before the implementation of GDPR in respect of the legal basis that Facebook rely on to process users
data. Facebook have alleged in litigation in Austria that the DPC approved the legal basis that they
purport to rely on pre implementation of GDPR. On 25 May 2018, noyb filed a complaint alleging that
any legal basis purported to be relied on by Facebook is invalid. The DPC are now investigating this
complaint having allegedly previously approved the legal basis that is under challenge. Despite repeated
requests, the DPC has failed to disclose the content of its engagement with Facebook.

This problem was identified by the European Legislator, who has explicitly required the DPAs to give
“advice” to the national parliament and government (Article 57(1)(c) GDPR) but only “promote
awareness” when it comes to engagement with controllers (Article 57(1)(d) GDPR). Section 101 of the
Irish Data Protection Act 2018 mirrors this approach.
Nevertheless, the DPC regularly engages in legal advice and “negotiations” with big tech companies,
which happen ultra vires of the tasks that the DPC may fulfil under European and Irish law.
It is especially troubling that these negotiations happen behind closed doors and without any form of
transparency or publication of the results, even when this concerns the rights of millions of European
users. While the DPC is largely exempt from the Irish Freedom of Information Act, the DPC so far also
refused to disclose details of these meetings, even when a controller later relied on them in a
complaints procedure. This opaque backroom approach to regulation, where law is not enforced but
negotiated reminded many of so-called “tax rulings” and other forms of questionable administrative
negotiations with multinational companies.
The DPC so far explained that this is done by different departments, but it will nevertheless be hard to
explain how different departments of the same organization and under the same Commissioner
reached different conclusions and the concerned data subjects, who’s Fundamental Rights were on
the line, cannot review the result of such dealings.
 We want to highlight that the “engagement” with controllers falls outside of the tasks of the
DPC under the law and risks that the DPC becomes a judge over its own legal advice.
 We further want to highlight that these form of negotiations concern the rights of millions of
European users, who are left in the dark about the contest or results of such dealings.

1.6. Enforcement – Statistics
The issues identified above become obvious and undeniable when the performance of the DPC is
compared with its European counterparts. The DPC has a tendency to camouflage these statistics by
e.g. reporting cases as “concluded” that did not see any final decision, but when such statistical tricks
are left aside, the numbers speak a clear language.
Some examples:


9

In 2019 the Irish DPA (DPC) and Spanish DPA (AEPD) had similar budgets (around € 15.2 and € 14.2
million respectively).9 The DPC had a further increase in its budget since then (€16.9 million in
2020 and €19.1 million in 2021), but there are so far only three known GDPR decisions10 by the
DPC against private entities (and eight against public institutions) – the AEPD lists 650 decisions

https://brave.com/wp-content/uploads/2020/04/Brave-2020-DPA-Report.pdf
https://www.dataprotection.ie/en/dpc-guidance/law/decisions-exercising-corrective-powers-made-under-data-protection-act-2018

10
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to date and usually publishes multiple binding decisions per day.11
The DPC recently gave an interview with Reuters, where she took the view that the DPC is
“building momentum” as it plans to issue just 6 or 7 decisions in 2021.12 This indicates that the
DPC is not planning to get anywhere close to its European counterparts.
The Austrian DPA (DSB) reported more than 828 formal binding decisions13 on GDPR complaints
by individuals under Article 77 GDPR in 2019 on a budget of € 2.3 million and about 30 employees,
when the DPC issued not a single formal decision on individual complaints in 2019 despite having
about 140 employees.
The German DPA recently mentioned that it has forwarded 50 complaints to the DPC on
WhatsApp alone. So far, not a single complaint was decided.14 noyb is representing the
complainant in one of these cases, which has only seen the second of six procedural steps after
2 years and 10 months.

While the legal systems of each Member State and the markets that a DPA has to regulate are clearly
not easy to compare, the DPC’s numbers deviate from its European colleagues on such a fundamental
level, that it is painfully obvious that the DPC’s track record is fundamentally at odds with its mission.
 When the objective numbers are compared, the DPC does not produce the same results as other
European counterparts, despite having substantially more resources.

2. Resourcing of the Data Protection Commission
While almost all DPAs in Europe struggle with limited budgets and staff, we welcome that the Irish
government has increased the resources of the DPC dramatically over the past years. The DPC now has
a budget that surpasses that of the French CNIL or the Spanish AEPD.15 This budget reflects the number
of large multinational tech companies in Ireland.
We therefore have serious doubts as to whether the DPC’s deflection of any criticism towards its
limited budget is accurate. The statistic under 1.6 above shows that the DPC does not suffer from a
lack of input, but from a lack of output. When the input/output ratio of an institution is objectively
low, this can only hint at an efficiency and management problem.
There is however one issue that seems to separate Ireland from other EU Member States: The cost of
litigation. The litigation in “Schrems II” cost the DPC about € 3 Mio itself. It will have to reimburse my
costs as well. Facebook has (surprisingly) not sought costs from the DPC. Overall, the costs of such
litigation can easily amount to € 10 Mio and more, which is far outside of the DPC’s budget. A situation
where losing a single case could make up about half of the DPC’s budged may be in conflict with the
requirement under European law that the DPC must be independent and adequately resourced.

11

https://www.aepd.es/es/informes-yresoluciones/resoluciones?f%5B0%5D=ley_tipificacion_de_la_gravedad%3AReglamento%20General%20de%20Protecci%C3%B3n%20de%2
0Datos
12
https://www.reuters.com/article/us-facebook-privacy-dixon-interview-idUSKBN2AP009
13 https://www.dsb.gv.at/dam/jcr:c9c2daf9-9746-4088-bced-dc8e296076e0/Datenschutzbericht_2019.pdf
14 https://noyb.eu/sites/default/files/2021-03/Letter%20BfDI%20-%20LIBE%20on%20Irish%20DPC_EN.pdf
15 https://brave.com/wp-content/uploads/2020/04/Brave-2020-DPA-Report.pdf
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It therefore seems that the Irish legislator has to find ways to limit costs, to ensure that big tech cannot
use costs to intimidate the DPC (and data subjects) that seek to enforce the law.
 When compared to other DPAs in Europe, the DPC does not seem to primarily have a resource
problem, but an efficiency and management problem.
 We would encourage the Committee to review the matter of litigation costs, as they may be a
chilling factor for enforcement and may be at odds with European law.

3. Wider Political Issues
The questions cover a wide area of rather political questions, which we are not competent to comment
on in all aspects. Nevertheless, we would like to point the Committee to the recent Letter of the
German DPA,16 where the German DPA openly called many of the DPC’s claims “wrong” and says:
“In doing so Ms Dixon makes statements, which on the one hand reflect her personal views in a very onesided manner and on the other hand often leave her isolated in the circle of European data protection
supervisory authorities.”

This view is to our knowledge shared by many other DPAs, which are openly frustrated when we
communicate with them about the status of ongoing cases before the DPC. It is regularly reported that
DPC staff does not respond to its colleagues, the Commissioner herself does not participate in
European Meetings (but only sends substitutes) and DPC staff have has something between an
ignorant and arrogant attitude towards their European colleagues.
The recent Resolution of the European Parliament17 goes even further and asks the European
Commission to start infringement procedures against Ireland, noting that the European Parliament…
“…is concerned that the whole “Schrems II” case was started by the Irish Data Protection Commissioner,
instead taking a decision within its powers pursuant to Article 58 GDPR; shows deep concern that several
complaints against breaches of the GDPR filed on 25th May 2018, have not yet been decided by the Irish Data
Protection Commissioner, which is the lead authority for these cases; strongly condemns the attempt of the
Irish Data Protection Authority to shift the costs of the judicial procedure to Maximilian Schrems, which would
have created a massive chilling effect; calls on the Commission to start infringement procedures against
Ireland for not properly enforcing the GDPR;”

The same sentiment is reflected in countless direct talks on the European and Global level, where the
DPC is generally not taken seriously among experts, the media and in the wider public.
There is also widespread suggestions that the DPC deliberately delays procedures or even produces
mistakes, to protect multinational companies in Ireland. We usually highlight that there is no evidence
for these suggestions, but it is hard to see how these suggestions can be avoided when the DPC e.g.
refuses to decide on the “Schrems II” complaints for more than 7.5 years.
 While the DPC may characterize international criticism as “unfair”, the reality seems to be that
its actions (or inactions) has built a reputation that can only be overcome through radical reforms
and visible signs of actual enforcement of the law.
 In addition to existing reputational damage, the continuous lack of enforcement will likely lead
to actions by the European Union, which currently risks that its flagship legislation is undermined
by a lack of enforcement by Member States.

16
17

https://noyb.eu/sites/default/files/2021-03/Letter%20BfDI%20-%20LIBE%20on%20Irish%20DPC_EN.pdf
https://www.europarl.europa.eu/meetdocs/2014_2019/plmrep/COMMITTEES/LIBE/RE/2021/02-04/1222135EN.pdf
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4. The “Schrems II” litigation
All of the issues above maybe accumulated in the now famous “Schrems II” litigation that the
Committee was seeking input on:
From the very first complaint in 2013 onwards, we took the view that the DPC alone can take the
relevant action. This was repeated in a 2015 reformulated complaint and finally upheld by the CJEU in
its 2020 judgement dubbed “Schrems II”. The CJEU has also highlighted that the DPC has duty to act.
Despite this explicit duty and an Undertaking the DPC gave to Hogan J in 2015, the DPC has taken legal
routes that brought this complaint before seven Courts (four times the Irish High Court, once the Irish
Supreme Court and twice the European Court of Justice) over the course of 7.5 years. Instead of swiftly
deciding, the DPC “paused” the procedure again in autumn 2020.
From the Oireachtas’ role to supervise the executive branch, it seems to us that, in particular, the vast
costs of the “Schrems II” litigation of about € 5 to 6 million warrants review, as this litigation was in our
view wholly unnecessary and was in fact fabricated by the DPC to avoid taking a decision herself.
The CJEU has no role in interpreting obvious legal provisions, especially when the CJEU has already
ruled once on this very matter. There is no basis for referring to the CJEU simply because a case is
“important” or has major political implications. The sole test for whether a reference is justified under
Article 267 of the TFEU is (A) if EU law requires interpretation or (B) matters of validity of EU law.
The proceedings were brought by DPC in order to challenge the validity of the SCC Decision (to argue
the second element of Article 267). No other party before the CJEU (neither Facebook, the European
Commission, the Member States nor myself) had any reason to believe that the SCC Decision was
invalid. The most unlikely group of stakeholders all unanimously agreed that Article 4 of the SCC
Decision placed the solution in the hands of the DPC. Only the DPC ignored that fact for 7 years.
The DPC often highlights that the High Court has expressed support for its argument that if it simply
did not wish to exercise Article 4 of the SCC Decision, the Courts cannot force it to do so. This approach
seems rooted in a limited standard of review, a reluctance to order independent bodies to take certain
steps, and simply an error in the judgment of the High Court. However, the CJEU has clearly reversed
these holdings, and held that the DPC was legally obliged to exercise its powers under Article 4 of the
SCC Decision – just as was argued before the DPC in 2013 and again in 2015.
Overall, the DPC’s legal strategy was painfully obvious: It pretended for five years that the solution in
the law did not exist – just to send the case back to the CJEU. This strategy “paid off” if the aim was
either to get further clarifications from the CJEU, or to kick the can down the road. Nevertheless, this
approach did not get us an inch closer to a final decision – even 7.5 years after the original complaint
that led to Schrems I and Schrems II were filed.
In more detail:






Contrary to the DPC’s common claims, there was no need to clarify the inadequacy of US law
before the CJEU for a second time, as the DPC had already made the finding that US law is
inadequate in a 2016 draft decision based on the Schrems I judgment. This finding on US law
formed the basis of the reference procedure.
As there was a clear solution to stop transfers under Article 4 of the SCC Decision, which was
further clarified by the European Commission in Decision 2016/2297 after the Schrems I judgment,
it was clear that the DPC was not “bound to bring” this case.
Consequently, there was also no “structural deficiencies” as claimed by the DPC in the litigation.
These alleged “structural deficiencies” were a strategic Trojan horse to send the case back to
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Luxembourg for a number of years. None of the 16 other parties before the CJEU saw such
“structural deficiencies”, and neither did the CJEU.
It is important to note that the necessity of the reference was never fully reviewed by the Irish
courts, as the following three approaches overlapped in this case:
o First, the High Court only checked if the view of the DPC was “well-founded”, instead of
whether the view was legally correct. The DPC argued that a “well-founded” view alone
should allow it direct access to the CJEU (citing § 65 of Schrems I, instead of the
requirements of “necessity” for a reference under Article 267 of the TFEU).
o Second, the High Court reviewed if a reference was necessary to determine the case before
the High Court and not if the reference was necessary to determine the underlying
complaints procedure before the DPC.
o Third, the CJEU usually relies on the national courts in determining that a reference is
actually necessary and did not engage in a deeper analysis.
The result of this was that there was no review at any stage, which fully assessed whether the
reference was necessary within the meaning of Article 267 TFEU to determine the complaint
before the DPC. Multiple parties before the CJEU have brought this up. As the rules of procedure
require keeping the submissions confidential, we can unfortunately not disclose exact details.

 In summary, we understood this litigation as an attempt to kick the matter back to Luxembourg
and to delay the obvious outcome of the complaint for more than 7.5 years. This unwillingness
of the DPC to comply with its statutory duty alone cost the Irish taxpayer likely € 5 to 6 million.

5. Summary
In summary, we welcome that the Joint Committee is attempting to review the implementation of the
GDPR. While we have no doubt that many people within the DPC are working every day to make the
GDPR a success, we have serious doubts that the procedures adopted by it are fit for purpose. This
skepticism is shared across Europe and will be unlikely to be overcome unless there are serious
reforms.
We take the view that the legislator should use the option to appoint two additional, well-respected
experts as Commissioners, to ensure that the DPC receives the expertise and management that it
deserves. In some Member States, public hearings are conducted to ensure that only highly qualified
persons become a Commissioner.
We would recommend following such best practice, to ensure that any suggestion of a political
appointment are clearly without merit.
 We see fundamental mismanagement at the DPC that became the subject matter of wider
European concern. It seems advisable that neutral experts with deep understanding of material
data protection and procedural law aid the DPC in fulfilling its obligations.
 We see Section 15(1) of the Data Protection Act 2018 as an opportunity to appoint two additional
Commissioners to aid the existing Commissioner as such experts.
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Key insights
Lack of action by the Irish Data Protection Commission (DPC) to uphold the
fundamental rights enshrined in the General Data Protection Regulation (GDPR)
affects 448 million people across the EU. This poses economic and reputational risks
to Ireland.
Insights:

•

Despite asserting its lead role in 196 EU-wide cases since the GDPR was applied
34 months ago, the DPC has delivered only 4 decisions.1

•

The DPC is the bottleneck of GDPR enforcement against Google, Facebook,
Microsoft, and Apple, everywhere in the EU.

•

The European Court described the DPC’s failure to act in a major case involving
Facebook as “persistent administrative inertia”.2

•

The European Parliament passed a resolution saying it is “particularly concerned
… that cases referred to Ireland in 2018 have not even reached the stage of a
draft decision”.3

•

Authorities in Germany, France, Spain, Italy, the Netherlands, Austria, and
Hungary formally criticised how the DPC handled the only ‘big tech’ case that it
has completed as lead authority so far.4

•

1,000 days since it was formally notified, the DPC has failed to act to end the
largest data breach ever recorded.5

•

The DPC has failed to implement an essential internal reform, five years after
announcing that it was necessary in order to prepare for its GDPR role.6

Conclusion:

•

Government investment in the DPC has slowed since the GDPR. However, the
DPC’s problems may be due to more than lack of investment.

•

Two new commissioners should be appointed. A broadly scoped independent
review should investigate how the DPC can be reformed and strengthened.

•

The DPC’s failure to uphold the fundamental rights of individuals now carries an
additional strategic economic risk to Ireland. Ireland may lose its position as the
centre of data regulation in Europe.

Introduction
•

Privacy and data rights are essential in contemporary life. Personal data misuse
has caused predatory profiling of vulnerable people,7 electoral manipulation,8
and market distortion.9

•

Ireland has a central role in protecting of the fundamental rights of hundreds of
millions of people across Europe because the Irish DPC is the “lead supervisory
authority”10 responsible for overseeing that Google, Facebook, Apple, and
Microsoft comply with the GDPR across the European Union. No GDPR enforcer
in any other EU Member State can intervene if the DPC asserts this lead role.11

•

This is both a great opportunity and an onerous responsibility for Ireland. It is the
Irish Government's duty to fulfil these obligations.

•

In the almost three years since the GDPR was applied, the DPC has asserted its
lead role in 196 cases. But the DPC has delivered decisions in only four of these
196 cases.12 (This sobering statistic came to light in a recent letter to the
European Parliament from the German Federal Data Protection Authority.)

•

The DPC has legal powers to “obtain access to any premises”13 and demand
“access to all information”14 from Google, Facebook, Microsoft and Apple on
behalf of all EU citizens. It can compel these companies to change how they use
data, or to stop using it at all.15 But there appears to be a chronic failure by the
DPC to use the vast powers bestowed upon it by the GDPR.

“As of 31.12.2020, Ireland had the
European lead supervision in 196
proceedings. However, the DPC
had concluded only four
proceedings by a final decision”.
Professor Ulrich Kelber16
German Federal Commissioner for Data Protection and Freedom of Information
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•

DPC inaction is a barrier to EU-wide GDPR enforcement against Google,
Facebook, Apple, and Microsoft. This undermines all Europeans’ right to privacy
and data protection, and may also undermine their right to access justice, which
is enshrined in Article 47 of the EU Charter of Fundamental Rights and Article 13
of the European Convention on Human Rights.

•

The DPC has been unable to deliver essential internal reform. ICCL revealed that
a major ICT overhaul inside the DPC remains chronically delayed, five years after
being announced as an essential prerequisite to the GDPR. The project may have
spiralled out of control: the DPC has 5,925 pages of records related to its ICT
project,17 and the cost to the taxpayer will have climbed over one million euro by
the end of 2021.18 The DPC continues to use antiquated technology to organise
and handle complicated GDPR complaints, which a former DPC employee told
ICCL is "like trying to run your payroll system with an abacus".

Budget increase has slowed since the GDPR
Government investment in the DPC has slowed since the introduction of the GDPR.
This is likely to be significant a factor in the DPC’s inability to perform its tasks as “lead”
supervisory authority of Google, Facebook, Microsoft, and Apple for the entire EU.
However, the DPC’s problems may also be due to more than lack of investment.
DPC budget yearly increase %

•

Enforcement failure in Ireland may also further delay enforcement in other
Member States for two reasons. First, as Johannes Caspar, the Hamburg data
protection commissioner, has admitted, other enforcers can be reluctant to
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investigate smaller national firms before the DPC has sanctioned the dominant
multinational firms.19
•

Second, other European GDPR enforcers have complained that the DPC is
uncooperative. Willem Debeuckelaere, who was the President of the Belgian
Data Protection Authority from 2007 to 2019, told ICCL that “the Irish authority is
not the least bit supportive and seems to be pulling out all the stops to avoid
taking a decision” in a major Facebook case.20 The head of Hamburg’s data
protection authority told Politico “You don’t hear anything about cases
transferred to Ireland. What goes on, what type of information was exchanged,
we don’t get any of that. We’re here just standing and waiting.”21

“the Irish authority is not the least bit supportive and
seems to be pulling out all the stops to avoid taking a
decision”
Willem Debeuckelaere22
President of the Belgian Data Protection Authority 2007-2019
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Risks
Risk to data rights
The GDPR established supervisory authorities to proactively23 protect citizens against
misuse of their data, especially where there is an imbalance between the power of an
individual citizen and the large organisations that use their data. The DPC has a critically
important role in protecting citizens across the EU from any misuse of their personal data
by Google, Facebook, Microsoft, and Apple. But it has failed to conduct rapid
investigations and enforcement against these companies.

•

The DPC states in its 2021 pre-budget submission that “80% of cases received
under the GDPR have been concluded”.24 In fact, it has delivered a decision in
only 2% of cases of the 196 DPC “lead” cases that of EU-wide concern.25

•

It is now almost 1,000 days since Dr Ryan of ICCL provided the DPC with
detailed evidence about “Real-Time Bidding” (RTB) data breach, the biggest
data breach ever recorded.

•

The DPC took eleven months to open a limited inquiry in to Google’s RTB
system, and then took no further action to end the vast RTB data breach. The
RTB data breach has intensified26 since the DPC was notified.

•

The processing of this complaint is a critical test for the DPC as a defender of
rights. ICCL’s latest evidence provided examples of leakage of sensitive RTB
data, for example ICCL discovered 2,300 Irish people suffering from chronic pain
in the catalogue of a foreign data broker.27 ICCL also revealed that RTB has
already enabled electoral manipulation in the EU.28

What is the Real-Time Bidding data breach?
RTB is an advertising technology that operates behind the scenes on commercial
websites and apps. When you open a website or app, RTB broadcasts the private things
you do and watch online, and where you are in the real world, to countless companies.29
Dr Ryan’s RTB complaint to the DPC has been covered on the front page of The
Financial Times, in The New York Times, The Economist, Le Monde, Wired, etc.
See ICCL’s work on RTB at https://www.iccl.ie/digital-data/rtb-data-breach-2-years-on/
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Ireland’s economic risk
A recent opinion from the European Court of Justice (ECJ) arising from DPC inaction
may undermine Ireland’s prominence as a location in the digital economy. It may
also jeopardise the future opportunities for Ireland envisaged in the forthcoming EU
Digital Services Act.
Background to the ECJ opinion:

•

The Belgian GDPR enforcer wanted to side-step the DPC and act against
Facebook itself, because the DPC had not done so despite being the lead
supervisory authority.30

•

The DPC refused a formal request from the Belgian data protection authority to
cooperate under the GDPR’s “mutual assistance”31 system to investigate data
protection infringements by Facebook that had been the subject of lengthy
litigation in Belgium.32 The DPC refused on the grounds of a technical
argument.33

•

The DPC’s argument was subsequently disproven when the Belgian Data
Protection Authority sought a view from the European Data Protection Board,34
which comprises all Member State supervisory authorities. The Belgian data
protection authority again sought to work with the DPC on Facebook, but also
sought to assert its own powers, which led to the ECJ case.

Ireland’s position as a key location for digital business is at risk.

•

The ECJ opinion described the pattern of facts about the DPC’s handling of the
Belgian data protection authority’s request for investigation of Facebook as one
of “persistent administrative inertia”.35 It described the problem as follows:
“in which an LSA [Lead Supervisory Authority] - for lack of expertise and/or staff, or for
whatever other reason – fails to take any meaningful action in order to investigate possible
breaches of the GDPR and, where appropriate, enforce its rules”.36

•

To remedy this, the ECJ opinion said that other Member States can directly
enforce against firms irrespective of who their “lead” authority is. In other words,
Ireland can be sidestepped.37

•

Johannes Caspar, the Hamburg data protection commissioner, said the ECJ
opinion could potentially free other EU GDPR enforcers from the “passive role
they have had to perform under the regime of the GDPR”.38 He had already
sidestepped the DPC and act directly against Google in late 2019.39
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•

One week after the ECJ opinion, the Italian Data Protection Authority used the
approach described in the ECJ opinion to sidestep the DPC and ban Tik-Tok’s
data processing.40

•

If other Member States start routinely sidestepping the DPC then Ireland will lose
its position as a key regulatory location in the global digital economy. This will
harm national prestige, employment, and opportunity.

•

It also jeopardises an additional role for Ireland envisaged in the new European
Commission proposal for a Digital Services Act (DSA). The DSA contemplates a
mechanism like that in the GDPR that would give Ireland enforcement powers
across the EU for an additional component of the digital economy.41 This would
add to Ireland’s pre-eminence as a location for business in the European Union.

•

However, it is unlikely that the European Parliament or Member States will
countenance Ireland gaining new responsibilities for enforcement under the DSA
if Ireland does not efficiently handle its existing lead authority responsibility
under the GDPR. This would deprive Ireland of a significant opportunity.
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Ireland’s reputational risk
The DPC is at odds with other GDPR enforcers and with the European Parliament, and is
the subject of a damning opinion from the European Court of Justice. It is also the subject
of increasingly critical headlines in the international press.

Other EU GDPR enforcers do not appear confident in the DPC’s ability to conduct
investigations or to properly use sanctioning powers.

•

In November 2020 Germany, France, Spain, Italy, the Netherlands, Austria, and
Hungary’s GDPR enforcers all formally criticised the DPC’s only decision so far as
lead authority on a major tech firm (Twitter).* This is the only occasion that GDPR
enforcers have formally criticised another enforcer.

•

Italy noted the “inadequacy of the documentation that was produced during
such an extensive investigation”.42 Germany, France, Spain, and the Netherlands
said the DPC investigated the wrong part of Twitter’s corporate structure. France
noted that the DPC relied instead solely on Twitter’s own statements instead of
investigating.43 Other criticism included that the DPC investigated the wrong
infringements, and administered the wrong sanction.44

•

The Data Protection Commissioner, Ms Dixon, deflected this criticism in one of
her letters to the European Parliament LIBE Committee. She accused her
German, French, Dutch, Spanish, Italian and Hungarian counterparts of “failure
… to understand key concepts”.45 However, a German counterpart countered
that in fact a common approach on these issues “was adopted by contrary to the
position of the DPC by a large majority”.46

There is a significant conflict between the Irish DPC and the European Parliament.

•

On 25 March 2021 the European Parliament voted to “express great concern”
about the GDPR mechanism that gives the DPC lead authority for Google,
Facebook, Microsoft, and Apple for the entire EU. It said “The European
Parliament is … particularly concerned … that cases referred to Ireland in 2018
have not even reached the stage of a draft decision”.47

•

In the weeks leading up to this vote, Ms Dixon wrote four times to the European
Parliament LIBE Committee that tabled the motion, provoking a war of words. In
her letter of 12 March she criticised other EU Member State’s enforcement
agencies, particularly those that highlighted technical faults by the DPC.48 In
response, Prof Ulrich Kelber, the German Federal Commissioner for Data

*

Note that the DPC recently issued a decision about one other tech firm, called Groupon.
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Protection and Freedom of Information, wrote to the LIBE Committee with a
disturbing insight in to the DPC’s relations with and reputation among its
counterparts. He says Ms Dixon is “often … isolated in the circle of European
data protection supervisory authorities”.49
•

Ms Dixon then accused the Parliament’s LIBE Committee of a “perverse”
procedure, in her letter of 16 March 2021.50 In responding, the Chair of that
Committee found himself in the unusual position of having to remind Ms Dixon
of the independence of the Parliament in arranging its own hearings.51

Damage to Ireland’s reputation.

•

The Financial Times recently reported “Long-simmering tensions over Ireland’s
regulation of Big Tech have burst out into public after German officials attacked
the Irish Data Protection Commission for failing to enforce the EU’s landmark
data privacy law”.52

•

Der Spiegel, a major German newspaper, quotes a German MEP as saying the
DPC’s behaviour is “outrageous”, and that "the Irish Data Protection Agency's
tentative approach is no accident”.53

•

Handelsblatt, Germany’s leading business newspaper, report German enforcers
calling the DPC’s failure to take action against big tech “unbearable”.54

•

Wired reported in 2020 that “Germany says GDPR could collapse as Ireland
dallies on big fines”.55

•

A prominent German site coined the phrase “Irland: Steueroase und
Datenschutzwüste”, which translates as “Ireland: tax haven and data protection
desert”.56

“At the center of the dispute is Ireland, which has outsize
influence over the law’s enforcement because Apple,
Facebook, Google, LinkedIn and Twitter are all based
there. The country is responsible for leading more
investigations, 127, than any other country in Europe,
according to Brave. Yet in nearly two years, it has not
issued a single GDPR penalty”.

The New York Times, April 2020 57
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•

AFP (Agence France-Press), France’s international newswire, published this
headline in late 2020: “All bark no byte? Unease over Irish performance as EU's
lead data watchdog”.58 It appeared in media across the globe.

•

The New York Times reported in mid 2020:
“At the center of the dispute is Ireland, which has outsize influence over the law’s enforcement
because Apple, Facebook, Google, LinkedIn and Twitter are all based there. The country is
responsible for leading more investigations, 127, than any other country in Europe, according
to Brave. Yet in nearly two years, it has not issued a single GDPR penalty”.59

•

A Politico headline from 2019 refers to Ireland thus: "How one country blocks the
world on data privacy".60
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Recommendations
•

ICCL recognises the status of the DPC as a statutory body independent of
Government. However, we also recognise the duty of the Government to ensure
that Ireland meets its obligations under of the GDPR.61

•

The Government has obligations to ensure effective protection of rights across
Europe where the DPC is the lead authority. This includes ensuring that the DPC
is sufficiently resourced and is structured in such a way as to effectively fulfil its
mandate. The Government must strengthen and reform the DPC so that it is
capable of performing this task.

•

ICCL proposes two urgent measures:

•

i.

The urgent appointment of two new Commissioners, as provided for in the
2018 Data Protection Act.62 The Minister for Justice should use her power to
designate a Commissioner as the Chair of the Commission.63

ii.

The Government should establish an entirely independent and broadly
scoped review of how to reform and strengthen the DPC to discharge the
tasks required of it under Article 57 of the GDPR.

Action is urgently required to establish confidence for people across Europe that
their data is being treated safely and legally, and to restore Ireland’s reputation
as a regulatory leader.

Economic & Reputational Risk of the DPC’s failure to uphold EU data rights

13

Notes
Ulrich Kelber to the LIBE Committee, “Schreiben von Frau Helen Dixon (DPC) vom 09.02. und 12.03.2021” 16 March 2021 (URL: translation and
original http://www.iccl.ie/wp-content/uploads/2021/03/Letter-BfDI-LIBE-on-Irish-DPC_EN.pdf).
2
“Opinion of Advocate General Bobek, Case C-645/19 Facebook Ireland Limited, Facebook Inc., Facebook Belgium BVBA v
Gegevensbeschermingsautoriteit”, 13 January 2021 (URL:
https://curia.europa.eu/juris/document/document.jsf?text=&docid=236410&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&c
id=194844), paragraph 114 and 135.
3
"Commission evaluation report on the implementation of the General Data Protection Regulation two years after its application", European
Parliament, 2020/2717(RSP), (URL: https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?lang=en&reference=2020/2717(RSP)).
4
“Decision 01/2020 on the dispute arisen on the draft decision of the Irish Supervisory Authority regarding Twitter International Company under
Article 65(1)(a) GDPR”, European Data Protection Board, 9 November 2020 (URL:
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_bindingdecision01_2020_en.pdf), p 8.
5
"Two years of DPC inaction on the ongoing RTB data breach: Irish people with AIDS profiled, and Polish elections influenced", ICCL, 21
September 2020 (URL: https://www.iccl.ie/digital-data/rtb-data-breach-2-years-on/).
6
"Internal problems exposed at Irish Data Protection Commission", ICCL, 9 February 2021 (URL: https://www.iccl.ie/news/internal-problemsexposed-at-irish-data-protection-commission/). This was covered by The Financial Times.
7
See for example the attempted manipulation of problem gamblers within the EU "What a Gambling App Knows About You", The New York
Times, 24 March 2021 (URL: https://www.nytimes.com/2021/03/24/technology/gambling-apps-tracking-sky-bet.html).
8
See letter from ICCL to Minister for Justice Helen McEntee, TD, on 28 September 2020, which presented our evidence of the use of "Real-Time
Bidding" profile data about LGBTQ people to influence a EU election. (URL: https://www.iccl.ie/wp-content/uploads/2020/09/Letter-regardingDPC-inaction-on-RTB-from-ICCL-to-Minister-McEntee-28-September-2020.pdf). This evidence was also given to the DPC.
See also Dr johnny Ryan testimony to the International Grand Committee on Disinformation and Fake News, 7 November 2019 (URL:
https://vimeo.com/manage/videos/371652420).
9
Cristina Caffarra and Johnny Ryan, "Ending the ‘Data Free-For-All’: Antitrust Vs GDPR enforcement", Euractiv, 22 January 2021 (URL:
https://www.euractiv.com/section/digital/opinion/ending-the-data-free-for-all-antitrust-vs-gdpr-enforcement/).
See also the action taken by the Australian Competition & Consumer Commission, “ACCC alleges Google misled consumers about expanded
use of personal data”, ACCC, 27 July 2020 (URL: https://www.accc.gov.au/media-release/correction-accc-alleges-google-misled-consumersabout-expanded-use-of-personal-data).
10
GDPR Article 56.
11
GDPR Article 56(3).
12
Ulrich Kelber to the LIBE Committee, “Schreiben von Frau Helen Dixon (DPC) vom 09.02. und 12.03.2021” 16 March 2021 (URL: (translation and
original) http://www.iccl.ie/wp-content/uploads/2021/03/Letter-BfDI-LIBE-on-Irish-DPC_EN.pdf).
13
GDPR Article 58(1)(f).
14
GDPR Article 58(1)(a) and (e).
15
GDPR Article 58(2)(f).
16
ibid.
17
Letter Tom Walsh (DPC) to Johnny Ryan (ICCL), Regarding FOI Request – FOI-48-2020, 6 November 2020.
18
€615,121 spent since 2016, with a further €450,000 requested for the project in 2021.
See Letter Tom Walsh (DPC) to Johnny Ryan (ICCL), Regarding FOI Request – Decision Letter, 22 January 2021, pp 2-3; and "Data Protection
Commission statement on funding in 2021 Budget", Data Protection Commission, 13 October 2020
(URL: https://www.dataprotection.ie/en/news-media/press-releases/data-protection-commission-statement-funding-2021-budget), p. 23.
19
"Hamburg privacy boss calls for overhaul of EU privacy rules", Politico, 25 may 2020 (URL: https://www.politico.eu/article/johnannes-caspargdpr-data-protection-privacy/).
20
Debeuckelaere in correspondence to ICCL.
21
"EU privacy enforcer hits make-or-break moment", Politico, 21 May 2020 (URL: https://www.politico.eu/article/data-protection-privacy-irelandhelen-dixon-gdpr/amp/).
22
Debeuckelaere in correspondence to ICCL.
23
See the DPC’s powers in GDPR Article 57(1)(a) and (i). Also Article 57(1)(f), in the context of handling complaints.
24
“Pre-budget submission”, Irish Data Protection Commission, 2021, p. 8.
25
The DPC has delivered 4 decisions of 196 cases where it has asserted its “lead” authority.
26
"Submission to DPC: Two years on from complaint to the Irish Data Protection Commission, the RTB data breach is the largest ever recorded,
and appears to have worsened", ICCL, 21 September 2021 (URL: https://www.iccl.ie/wp-content/uploads/2020/09/1.-Submission-to-DataProtection-Commissioner.pdf), p. 16-18.
27
"Two years of DPC inaction on the ongoing RTB data breach: Irish people with AIDS profiled, and Polish elections influenced", ICCL, 21
September 2020 (URL: https://www.iccl.ie/digital-data/rtb-data-breach-2-years-on/).
28
A Polish data broker that uses RTB data profiled 1.4 million people in Poland that it estimated were LGBTQ+, and used these profiles to try to
influence their votes in the 2019 Parliamentary Elections.
ICCL raised this in its 28 September 2020 letter to Minister for Justice Helen McEntee, TD, and presented evidence about this to the DPC on 21
September 2020.
See Liam Herrick to Helen McEntee, 28 September 2020 (URL: https://www.iccl.ie/wp-content/uploads/2020/09/Letter-regarding-DPC-inactionon-RTB-from-ICCL-to-Minister-McEntee-28-September-2020.pdf). This evidence was also given to the DPC.
See also Dr johnny Ryan testimony to the International Grand Committee on Disinformation and Fake News, 7 November 2019 (URL:
https://vimeo.com/manage/videos/371652420).
29
See "Dr Johnny Ryan’s testimony at the US Senate Judiciary Committee", Brave, 21 May 2019 (URL: https://brave.com/ryan-testimony-may2019/).
30
The facts of the DPC’s refusal of mutual assistance was revealed in pleadings at the ECJ on 5 October 2020, and confirmed to the ICCL by
several individuals with knowledge of the matter.
1

Economic & Reputational Risk of the DPC’s failure to uphold EU data rights

14

GDPR Article 61.
Chronology in "Facebook case: the Advocate General of the CJEU has delivered his opinion", Gegevensbeschermingsautoriteit, 13 january
2021 (URL: https://www.dataprotectionauthority.be/citizen/facebook-case-the-opinion-of-the-advocate-general-of-the-cjeu).
33
“Opinion of Advocate General Bobek, Case C-645/19 Facebook Ireland Limited, Facebook Inc., Facebook Belgium BVBA v
Gegevensbeschermingsautoriteit”, 13 January 2021 (URL: https://curia.europa.eu/juris/document/document.jsf?docid=236410&doclang=EN),
paragraph 35.
34
“Opinion 5/2019 on the interplay between the ePrivacy Directive and the GDPR, in particular regarding the competence, tasks and powers of
data protection authorities”, European Data Protection Board, 12 March 2019 (URL:
https://edpb.europa.eu/sites/edpb/files/files/file1/201905_edpb_opinion_eprivacydir_gdpr_interplay_en_0.pdf). See in particular point (2) of
page 3.
35
“Opinion of Advocate General Bobek, Case C-645/19 Facebook Ireland Limited, Facebook Inc., Facebook Belgium BVBA v
Gegevensbeschermingsautoriteit”, 13 January 2021 (URL: https://curia.europa.eu/juris/document/document.jsf?docid=236410&doclang=EN),
paragraph 114 and 135.
36
ibid.
37
ibid., paragraph 135.
This reflects Article 66 of the GDPR, which allows an enforcer in a Member State other than the “lead” to directly enforce it believes
there is “an urgent need to act in order to protect the rights and freedoms of data subjects”.
38
“EU advocate general: Any national regulator can sue data abusers in court”, Politico Pro, 13 January 2021 (URL:
https://pro.politico.eu/news/129750).
39
“Speech assistance systems put to the test - Data protection authority opens administrative proceedings against Google”, (URL:
https://datenschutz-hamburg.de/assets/pdf/2019-08-01_press-release-Google_Assistant.pdf).
40
“Tik Tok: dopo il caso della bimba di Palermo, il Garante privacy dispone il blocco del social”, Garante per la protezione del dati persoonali,
22 January 2021 (URL: https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9524224).
41
Article 38 and Article 40 of Proposal for a regulation of the European Parliament and of the Council on a Single Market for Digital Services
(digital services act) and amending directive 2000/31/EC, 15 December 2020.
42
“Decision 01/2020 on the dispute arisen on the draft decision of the Irish Supervisory Authority regarding Twitter International Company under
Article 65(1)(a) GDPR”, European Data Protection Board, 9 November 2020 (URL:
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_bindingdecision01_2020_en.pdf), paragraph 74.
43
ibid., paragraph 32.
44
ibid., p. 8.
45
Helen Dixon to Juan Fernando López Aguilar, 12 March 2021 (URL: http://www.iccl.ie/wp-content/uploads/2021/03/DPCtoLibe12.03.21.pdf).
46
Ulrich Kelber to the LIBE Committee, “Schreiben von Frau Helen Dixon (DPC) vom 09.02. und 12.03.2021” 16 March 2021 (URL: (translation and
original) http://www.iccl.ie/wp-content/uploads/2021/03/Letter-BfDI-LIBE-on-Irish-DPC_EN.pdf).
47
"Commission evaluation report on the implementation of the General Data Protection Regulation two years after its application", European
Parliament, 2020/2717(RSP), (URL: https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?lang=en&reference=2020/2717(RSP)).
48
Helen Dixon to Juan Fernando López Aguilar, 12 March 2021 (URL: http://www.iccl.ie/wp-content/uploads/2021/03/DPCtoLibe12.03.21.pdf).
49
Ulrich Kelber to the LIBE Committee, “Schreiben von Frau Helen Dixon (DPC) vom 09.02. und 12.03.2021” 16 March 2021 (URL: (translation and
original) http://www.iccl.ie/wp-content/uploads/2021/03/Letter-BfDI-LIBE-on-Irish-DPC_EN.pdf).
50
Helen Dixon to Juan Fernando López Aguilar, 16 March 2021 (URL: http://www.iccl.ie/wpcontent/uploads/2021/03/DPCChairLibe16.03.21.pdf).
51
Juan Fernando López Aguilar to Helen Dixon, 16 March 2021 (URL: http://www.iccl.ie/wpcontent/uploads/2021/03/ReplyChairLibetoDPC16.03.21.pdf).
52
"Fight breaks out between Ireland and Germany over Big Tech regulation", The Financial Times, 17 March 2021
(URL:https://www.ft.com/content/37705bcf-c5b6-4ef0-adb8-35a8680dbaec)
53
"Irische Datenschutzbeauftragte lehnt »perverse« Anhörung ab", Der Spiegel, 18 March 2021 (URL:
https://www.spiegel.de/netzwelt/netzpolitik/helen-dixon-irische-datenschutzbeauftragte-lehnt-perverse-anhoerung-ab-a-001a81c4-a54d-4dd88a1a-ed67a0d29707).
54
"Datenschützer Kelber bringt neue EU-Behörde gegen Facebook & Co. ins Spiel", Handelsblatt, 28 January 2020 (URL:
https://amp2.handelsblatt.com/politik/deutschland/datenschutz-verstoesse-datenschuetzer-kelber-bringt-neue-eu-behoerde-gegen-facebookund-co-ins-spiel/25479302.html).
55
“Germany says GDPR could collapse as Ireland dallies on big fines", Wired, 27 April 2020 (URL: https://www.wired.co.uk/article/gdpr-finesgoogle-facebook).
56
"Kelber will Irland unter die Arme greifen", Netzpolitik, 28 November 2019 (URL: https://netzpolitik.org/2019/kelber-will-irland-unter-die-armegreifen/)
57
"Europe’s Privacy Law Hasn’t Shown Its Teeth, Frustrating Advocates", The New York Times, 27 April 2020 (URL:
https://www.nytimes.com/2020/04/27/technology/GDPR-privacy-law-europe.html).
58
“All bark no byte? Unease over Irish performance as EU's lead data watchdog”, AFP, 1 November 2020 (URL:
https://www.france24.com/en/live-news/20201101-all-bark-no-byte-unease-over-irish-performance-as-eu-s-lead-data-watchdog).
59
"Europe’s Privacy Law Hasn’t Shown Its Teeth, Frustrating Advocates", The New York Times, 27 April 2020 (URL:
https://www.nytimes.com/2020/04/27/technology/GDPR-privacy-law-europe.html).
60
"How one country blocks the world on data privacy", Politico, 24 April 2019 (URL: https://www.politico.com/story/2019/04/24/ireland-dataprivacy-1270123).
61
In particular, the Irish Government’s obligations under GDPR Article 52(4).
62
Section 15(1) of the Irish Data Protection Act 2018.
63
Section 16(1) of the Irish Data Protection Act 2018.
31
32

Economic & Reputational Risk of the DPC’s failure to uphold EU data rights

15

About ICCL
The Irish Council for Civil Liberties (ICCL) is Ireland’s oldest independent human
rights body. It has been at the forefront of every major rights advance in Irish
society for over 40 years. ICCL helped legalise homosexuality, divorce, and
contraception. We drove police reform, defending suspects' rights during dark
times. In recent years, we led successful campaigns for marriage equality and
reproductive rights. ICCL has worked on data protection for decades.
Dr Johnny Ryan FRHistS is a Senior Fellow at ICCL. Previously he was Chief Policy
& Industry Relations Officer at Brave Software, Chief Innovation Officer of The Irish
Times, and a Senior Researcher at the IIEA. He has a PhD from the University of
Cambridge. He is regularly invited to give expert testimony, and has appeared
before the European Commission and the US Senate.

