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• Given my position as the European Defence Agency Deputy Chief Executive, and in line 

with the Agency’s mandate, I’ll address today’s topic from a defence capability 

development perspective.  

• It is also from that perspective that EDA was involved in preparing the Strategy, given 

the responsibility of J. Borrell as Head of the Agency. We worked closely with the 

European External Action Service on the defence-related parts of the strategy.  

• My message today is clear: achieving greater EU digital sovereignty will require a joint 

endeavour across the Union, bringing together civilian and defence efforts and 

leveraging synergies where relevant.  

• Let me emphasize three dimensions where this is necessary: policy, capabilities and 

technologies, as well as resilience.  

I/ Policy 

• Starting from a policy perspective, building on the EU Global Strategy and the Council 

Strategic Agenda on the one hand, and the Security Union Cyber Security Strategies 

on the other hand, there would be clear benefits in defining a common approach to 

digital sovereignty at EU level. 

• I have no doubt that the Strategic Compass will contribute to this wider objective. At 

the same time, this will be a long-term endeavour, given notably the specificities of 

the defence community.  

• Thereafter, the revision of the 2018 Cyber Defence Policy Framework (CDPF) is an 

opportunity for the defence community to contribute to shaping the ambition on 

digital sovereignty, so that an EU approach encompasses the perspective of the 

military and responds also to its specific needs.  

II/ Capabilities and technologies 

• Turning to the second dimension: There is a clear need for more investment in cyber 

capabilities in the EU in view of the fast-evolving nature of the cyber threat landscape. 

With the MFF and Next Generation Europe, the EU will be investing heavily in the 

digital field and this is much welcome. In view of the increasing investments by the 

military on digitalisation of forces, we should leverage all possible synergies. 
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• Let me in this regard welcome the Commission Action Plan on synergies between the 

civil, defence and space industries as an important step in this direction. To foster civil-

military synergies, EDA is also working closely with ENISA, CERT-EU and EUROPOL 

Cyber Crime Centre (EC3). 

• When it comes to cyber defence capability development, we’re not starting from 

scratch, since in the EDA framework we have established EU level priorities to guide 

the development of cyber defence capabilities, as well as to focus our effort on cyber 

defence technological priorities.  

• Given the sensitivities associated to cyber defence, as well as the different level of 

expertise and approaches among Member States, a coordinated approach will 

nonetheless take time.  

• The EU defence initiatives offer a comprehensive framework to foster more 

collaborative capability development between Member States.  

o The Coordinated Annual Review on Defence (CARD) for instance offered a 

comprehensive defence review and the 2020 report identified over 100 

collaborative opportunities to develop next generation systems. Ensuring the 

cyber resilience of these systems is a key requirement.  

o The Permanent Structured Cooperation (PESCO) provides a dedicated 

framework to develop these collaborative opportunities. Already we can see 

that a great number of projects in the cyber and C4ISR area, with highly visible 

projects such as ESSOR, the Cyber Rapid Response Teams or the Cyber and 

Information Domain Coordination Centre. Member States have proposed in 

the 4th wave of projects a cyber ranges project which should build on the 

existing EDA cyber ranges Federation.  

o And of course, the European Defence Fund (EDF), building on the European 

Defence Industrial Development Programme (EDIDP), will provide a powerful 

financial incentive to develop these capabilities, bringing together large 

industries, SMEs and MidCaps.  

• To avoid losing our technological edge, it is also critical to invest in the right 

technologies. There is a clear convergence of civilian and military needs to master 

disruptive technologies, from AI to quantum.  

• As cyber technologies are by and large dual use in nature, we see a clear added value 

for the defence community to continue contributing to the research effort financed 

by Horizon Europe.  
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IV/ Resilience 

• The last dimension I would like to address is resilience. EDA has taken an important 

initiative, the Military CERTs Interoperability Conference, MIC, to foster operational 

cooperation among EU Military CERTs.  

• In fact, today, cooperation among Military CERTs remains very limited, unlike in the 

civilian domain. This is also due to different national approaches, for example on 

deterrence or attribution. 

• This is why we developed the MIC, combining an innovative type of live-fire exercise 

and strategic discussions. The first edition was very successful, with participation from 

17 EU Member States as well as Switzerland. We are now preparing the 2nd edition to 

take place in 2022.  

• To finish, let me mention two additional areas where, in parallel to the Commission’s 

agenda in the civilian side, the Agency is actively supporting EU Defence Ministries in 

increasing our collective resilience, namely supply chain security, as well as the further 

development of secure networks, which is also required from an Agency perspective 

as Member States are sharing more sensitive data including in relations to capability 

development projects.  

 


