
 
 
 
 
 
 
 
15 January 2021 
 
Mr Jack Savage 
Committee of Public Accounts 
Leinster House 
Dublin 2 
 
Dear Mr Savage,  
 
Please find Caranua’s response to queries raised by the Public Accounts Committee in 
correspondence ref: S000152 PAC33 dated 4 January 2021. 
 
1. The Appeals Officer is independent of Caranua. Further information about their work is 

available from the Residential Institutions Redress Unit in the Department of Education. They 
publish monthly reports on their Caranua appeals webpage. 

 
2. Subscription & Membership €4,609 (2019 Audited Accounts) 

IBEC membership  €3,913.12             
Survey Monkey €   490.00             
Association of Compliance Officers €   187.50             
Adobe €     18.44             
Total  €4,609.06             

 
3. No members of the original Senior Management Team are currently employed by the 

organisation. Having reviewed our internal files and board minutes from that period, I find no 
record of any specific support from the Department of Public Expenditure and Reform to assist 
management in setting up the organisation.  

 
Caranua refers to and works in adherence of the Code of Practice for the Governance of State 
Bodies 2016. Caranua is in 100% compliance with the code. 

4. 
 Number of individuals  Number of complaints  
2016 74 84 
2017 54 63 
2018 36 44 
2019 17 17 
2020 2 2 

 

Caranua is the name of the Residential 

Institutions Statutory Fund Board: David 

O’Callaghan (Chair) Patricia Carey, Damien 

Casey Katherine Finn, Frances Harrington 

Francis W. Treanor BL, Thomas Daly Phyllis 

Morgan Fann, Richard Heeney 

R0295 PAC33



5. Caranua cannot approve applications to fund services not covered under the legislation and 
guidelines or when a survivor has received more than €15,000 in funding supports. When an 
application does not meet the criteria, the Director of Services writes to the survivor explaining 
the reason for the decision to decline the funding request and details how to appeal the 
decision to the independent Appeals Officer. The number of appeals decisions recorded by 
Caranua annually by category and decision are: 

 
  2014 2015 2016 2017 2018 2019 2020 Total  

 Criteria Uphold Caranua's 
Decision 

23 60 42 41 47 47 1 261 

  Overturn Caranua's 
Decision 

1 4 59 20 13 24 0 121 

  Caranua overturn own 
decision  

3 4 7 13 6 9 0 42 

  Refer matter back to 
the Caranua 

1 7 19 15 2 2 0 46 

  Part Upheld/ Part 
Overturned 

0 0 11 5 3 0 0 19 

  Part Upheld/ Part 
Referred Back 

0 0 2 3 3 1 0 9 

  Part Overturned/ Part 
Referred Back 

0 0 2 1 0 0 0 3 

  Part Upheld/ Part 
Overturned/ Part 
Referred Back 

0 0 1 1 1 0 0 3 

  Appeal Withdrawn 0 4 14 2 0 1 0 21 

  Appeal Discontinued 0 0 1 2 2 1 0 6 

  Subtotal 28 79 158 103 77 85 1 531 

Exceptional 
need 

Uphold Caranua's 
Decision 

0 0 0 0 1 6 18 25 

  Overturn Caranua's 
Decision 

0 0 0 0 0 0 12 12 

  Caranua Overturn 
Own Decision 

0 0 0 0 0 1 9 10 

  Appeal Withdrawn 0 0 0 0 0 0 1 1 

  Subtotal 0 0 0 0 1 7 40 48 

Eligibility Uphold Caranua's 
Decision 

  16 8 4 3 22 56 4 113 

  Overturn Caranua's 
Decision 

0 0 0 0 0 1 1 2 

  Caranua Overturn 
Own Decision 

0 0 0 0 0 2 1 3 

  Refer matter back to 
the Caranua 

0 0 0 0 0 2 0 2 

  Part Upheld/ Part 
Referred Back 

0 0 0 0 0 1 0 1 

  Appeal Withdrawn 0 0 0 0 0 1 0 1 

  Appeal Discontinued 0 0 0 0 1 1 1 3 

  Subtotal 16 8 4 3 23 64 7 125 

 



6 Caranua’s membership of IBEC commenced in 2016 and Caranua has sought professional 
advice from them on 81 occasions. Members of staff and the Senior Management Team have 
also attended a number of training webinars since 2016 covering a range of topics such as 
GDPR, HR supports, business continuity planning, redundancy overview and managing mental 
health during Covid-19. 

 
7. Caranua reviews all memberships and subscriptions before the renewal or cancellation of a 

contract. 
 
8.  Before 2016 legal costs were combined with professional costs: 

2014 (Audited) Legal and Professional 
Costs (split undocumented) 

€ 58,806              

2015 (Audited) Legal and Professional 
Costs (€10,502 related to legal costs) 

€ 10,502              

2016 (Audited) Legal Costs   € 80,719              
2017 (Audited) Legal Costs € 76,359              
2018 (Audited) Legal Costs € 88,944              
2019 (Audited) Legal Costs €178,881             

 
9. There have been no successful legal cases against Caranua. 

 
A High Court case was taken by eight survivors through a nominated person against the 
independent Appeals Officer. The legal action centred on a decision made by the independent 
appeals officer to uphold Caranua’s introduction of a €15,000 individual funding support limit.  
 
The survivors taking the action did not accept the introduction of the 2016 limits on the 
amount of funding supports they could receive. As they had previously received more than 
€15,000 in funding supports from Caranua, they also argued against the €15,000 limits being 
applied to their applications retrospectively. 
Due to the potential impact of the judgement on eligible survivors and the remainder of the 
fund, Caranua petitioned the judge to join the case as a notice party.   
 
On 28 May 2019, Judge Simons made a High Court judgment that dismissed the case against 
the introduction of the €15,000 limit and affirmed the decision of the Appeals Officer to uphold 
Caranua’s decision to implement an individual funding support limit to enable a greater number 
of Survivors to avail of services from the fund.   
 
Although usually, costs follow the event, Judge Simons made the decision not to award costs in 
this case. The cost from the fund of defending this legal action was €134,710 in 2019.  
The full text of the judgement can be viewed on www.courts.ie using reference IEHC 472 2019, 
Judge Garrett Simons High Court Judgement W. v Geraldine Gleeson (Appeals Officer).  

 
10. Internal Audit Reports 2019  

December 2019 Follow up Report 
November 2019 Procurement and Contract Management 
November 2019 IT Security, Disaster Recovery and Business Continuity 

Arrangements Review 
September 2019 Claims and Payments Process Review 
March 2019 Corporate Governance and Risk Management 
January 2019 General Data Protection Regulations Governance 
 

http://www.courts.ie/


11. Refer to the information in response to question 5.  
 

During Caranua’s appearance before the committee on 17 December 2020 to discuss the 2019 
Financial Statements, some members introduced allegations made in private correspondence 
to the committee about two individual applications.  
 
In my letter to the committee dated 4 November 2020, I explained under points 12 & 13, that 
Caranua had not viewed any private correspondence received by the committee and therefore 
could not provide information on the matter. The details of this private correspondence have 
still not been provided to Caranua.  
 
Committee members are aware of the protocols for witnesses set out below. Caranua clarified 
these protocols with the committee secretariat in advance of the meeting. 
 
‘Witnesses are also asked to note that only evidence connected with the subject matter of the 
proceedings should be given and should respect directions given by the Chair and the 
parliamentary practice to the effect that, where possible, they should neither criticise nor make 
charges against any person(s) or entity, by name or in such a way as to make him, her or it 
identifiable or otherwise engage in speech that might be regarded as damaging to the person’s 
or entity’s good name’ 
 
Despite this individual members continually referred to details in the private correspondence 
and requested information regarding individual survivors.  
 
Unfortunately, committee members did not contact Caranua in advance of the meeting to 
discuss the individual cases. Instead, committee members opted to voice allegations as fact, 
without giving Caranua an appropriate or fair right to reply.  
 
It is disappointing given the critical comments and expressed concerns from some committee 
members about the work of Caranua that, despite my repeated offer, no member has since 
made contact with Caranua to receive detailed information on the applications concerned. 
 
Caranua is a transparent organisation, in all correspondence to the committee, Caranua 
provided comprehensive information about our work with survivors. Caranua publishes 
monthly fund updates and board minutes on our website. Caranua has worked hard to build 
trusted positive relationships with survivors, survivor support groups and civic organisations.  
 
To reiterate some of the key statistics from the fund: 
 
• 6,181 applications were received from eligible survivors 
• Caranua made over 57,000 funding support payments to the value of €97.42M 
• The average amount of funding supports received is €15,728 
• Caranua’s timeline for closure was extended four times to ensure survivors could benefit 

from the remaining fund 
• An independent evaluation of the service found that 87% of the Survivors involved said 

the support they received from Caranua was either ‘very good’ or ‘good’ 

 
 
 
 



 
I ask that any member of the Oireachtas who has questions about the work of Caranua, or individual 
survivor’s applications contact Caranua directly for further information. 

 

 

Best Regards, 
 

 
 
Rachel Downes 
CEO 
 



Appendices  



 

 

CARANUA 
Follow Up Report 
FINAL 

12 December 2019 
 
This report is solely for the use of the persons to whom it is addressed. 
To the fullest extent permitted by law, RSM Risk Assurance Services LLP 
will accept no responsibility or liability in respect of this report to any other party. 
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1.1 Introduction 
As part of the approved internal audit plan for 2019, we have undertaken a review to follow up progress made by 
Caranua to implement the previously agreed management actions. The audits considered as part of the follow up 
review were: 

• Claims and Payments (2018) 

• Corporate Governance & Risk Management (2018) 

• GDPR (2018) 

• IT Security, BCP & BR (2019) 

• Procurement & Contract Management (2019) 

1.2 Conclusion 
Taking account of the issues identified in the remainder of the report and in line with our definitions set out in Appendix 
A, in our opinion Caranua has demonstrated good progress in implementing agreed management actions. 

1.3 Action tracking 
Caranua’s management has implemented tracking of actions made by internal audit. We recommend that this process 
is continued to keep the Audit and Risk Committee informed of actions taken. 

Action tracking enhances an organisation’s risk management and governance processes. It provides management 
with a method to record the implementation status of actions made by assurance providers, whilst allowing the Audit 
and Risk Committee to monitor actions taken by management. 

The following graphs highlight the number and categories of actions issued and progress made to date: 

1 EXECUTIVE SUMMARY 
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Further details of progress made are provided in this report. It is important to note that until a management action is 
fully implemented, the organisation is still exposed to risk.  
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1.4 Progress on actions  

Implementation 
status by 
review 

Number 
of 
actions 
agreed 

Status of management actions  
Implemented 
(1) 

Implementation 
ongoing 
(2) 

Not 
implemented 
(3) 

Superseded 
(4) 

Not 
yet 
due 
(5) 

Confirmed 
as 
completed 
or no 
longer 
necessary 
(1)+(4)

Claims & 
Payments 

 
4 4 - - - - 4 

Corporate 
Governance & 
Risk 
Management 

 

6 6 - - - - 6 

GDPR  

 
5 5 - - - - 5 

IT Security, BCP 
& DR 

 
13 10 - - 3 - 13 

Procurement & 
Contract 
Management 

 

7 7 - - - - 7 

Implementation 
status by 
management 
action priority 

Number 
of 
actions 
agreed 

Status of management actions   

Implemented 
(1) 

Implementation 
ongoing 
(2) 

Not 
implemented 
(3) 

Superseded 
(4) 

Not 
yet 
due 
(5) 

Confirmed 
as 
completed 
or no 
longer 
necessary 
(1)+(4)

High 3 2 - - 1 - 3

Medium 18 17 - - 1 - 18

Low 17 16 - - 1 - 17

Total 38 35 - - 3 - 38 
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The following opinions are given on the progress made in implementing actions. This opinion relates solely to the 
implementation of those actions followed up and does not reflect an opinion on the entire control environment. 

Progress in 
implementing 
actions 

Overall number 
of actions fully 
implemented 

Consideration of high 
actions 

Consideration of 
medium actions 

Consideration of low 
actions 

Good > 75 percent  None outstanding None outstanding All low actions 
outstanding are in the 
process of being 
implemented

Reasonable 51 – 75 percent None outstanding 75 percent of medium 
actions made are in the 
process of being 
implemented

75 percent of low 
actions made are in the 
process of being 
implemented

Little 30 – 50 percent  All high actions 
outstanding are in the 
process of being 
implemented

50 percent of medium 
actions made are in the 
process of being 
implemented

50 percent of low 
actions made are in the 
process of being 
implemented

Poor < 30 percent  Unsatisfactory progress 
has been made to 
implement high actions 

Unsatisfactory progress 
has been made to 
implement medium 
actions

Unsatisfactory progress 
has been made to 
implement low actions 

 

 

APPENDIX A: DEFINITIONS FOR PROGRESS MADE 
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APPENDIX B: SCOPE 
Scope of the review 
The internal audit assignment has been scoped to provide assurance on how Caranua manages the following 
objective:   

Objective of the area under review 

To meet internal auditing standards and to provide management with on-going assurance regarding implementation of 
management actions / recommendations. 

 
When planning the audit, the following areas for consideration and limitations were agreed: 

− This review will examine the extent to which agreed recommendations / management actions have been 
implemented in relation to the following reports: 

− Claims and Payments (2018) 

− Corporate Governance & Risk Management (2018) 

− GDPR (2018) 

− IT Security, BCP & BR (2019) 

− Procurement & Contract Management (2019) 

− Testing will be performed as appropriate to confirm the implementation of agreed actions to manage risks 
identified as part of the initial fieldwork. 

− We do not undertake a follow up exercise in respect of suggestions made to management during our audit 
assignments. 

The following limitations apply to the scope of our work: 

− This review will only cover the audit recommendations previously made and will not review the whole of the 
related audit areas. 

− Conclusions will be based on our assessments made through discussions with managers responsible for the 
implementation of recommendations and where necessary evidence which demonstrates implementation. 

− The level of implementation may be informed by sample testing. 

− Further recommendations may be raised based on sample testing. Where samples are required records will be 
selected by the auditor from the period. 
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1.4 Requested documents 
To enable us to commence our fieldwork on the agreed start date, we will require access to the following information 
or records at the start of the first day of the review: 

Follow Up 

• Log containing previously accepted recommendations, status of implementation, person responsible for each 
recommendation, implementation date and action taken to implement.  
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From the testing conducted during this review we have found the following actions to have been fully implemented and 
are now closed: 

Assignment title Management actions
Claims & Payments   Management should review the large element of manual intervention presently required 

on payment files before upload to FEXCO.  
Manual manipulation of data and information should be kept to a minimum to reduce the 
risk of error. Caranua should explore options within Salesforce and FEXCO to create a 
common template compatible with both systems. 
The Client Profile and Operator Details section within FEXCO should be reviewed to 
ensure that there are no active accounts for staff who no longer work for Caranua.  
Additionally, all users accessing FEXCO should have their own profile to ensure an 
appropriate audit trail exists. 
 
Caranua should ensure that all backup documentation is complete, accurate and can be 
located within the correct section / area of Salesforce. 
 
Management must review all payments made to applicants, follow up documentation 
required post payment and update Salesforce accordingly, in line with documented policy.
 
Management must ensure that all follow up regarding disputed claims is documented 
appropriately and that authorisation and justification is recorded for each claim.

 
Corporate Governance 
& Risk Management 

 
Management should update the Risk Management Policy to nominate an appropriate 
document owner, expand the roles and responsibilities section of the Policy document to 
reflect all parties with risk management responsibilities within Caranua and ensure that 
the policy is an accurate representation of how risk is managed across the organisation. 
Caranua should introduce a mechanism to ensure all staff have read and understood the 
contentsof the Risk Management Policy. 
 
A Risk Appetite statement should be drafted ensuring the overall organisation and each 
risk category have specific tolerances and trigger levels defined. The organisation should 
begin with a few parameters to help frame its risk appetite, for example, financial, 
operational, regulatory/legislation, and as risk management becomes more embedded as 
part of day to day management, the number and precision of these parameters can be 
revised.  The statement should be communicated at various levels of detail to Managers 
and staff throughout the organisation. The risk appetite statements should also be 
reviewed and revised over time in light of new or emerging considerations, but at a 
minimum on an annual basis. 
 
Horizon Scanning is reflective of good governance and industry best practice from a risk 
management perspective, therefore Caranua should include within their risk management 
policy the actions being undertaken on this issue.  Discussions on risk at Senior 
Management Team meetings at Caranua should include a section on ‘potential future 
risks’ that could impact on the corporate strategic objectives and consideration of how 
early management and monitoring of these risks can be undertaken. This horizon 
scanning should be captured in the minutes of the meetings. 

APPENDIX C: ACTIONS COMPLETED 
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The specific process for compiling the Corporate Risk Register on a quarterly basis using 
the 5x5 matrix on both an inherent and residual risk basis should be documented and 
appropriately evidenced to provide sufficient audit trail. The Impact and Probability 
headings against the 1 to 5 score rating should be clearly 
defined within the Corporate Risk Register and Risk Management Policy. 
 
The Risk Register should be updated to include the suggested headings (Actions, 
Implementation  Date, Status) to provide additional context on each of the identified risks 
and the progress being made to reduce their potential impact on the organisation. 
Timelines / Review Dates for each risk outlined on the risk register will help to ensure 
timely and efficient action is being undertaken. Such timelines should be reviewed and 
monitored closely by management. Management should update the corporate risk register 
to link defined risks to the strategic objectives of Caranua. 
 
It is recommended that management produce a Statement of Operating Practice (SOP) 
which outlines the current risk management process, responsibilities and timelines.

 
GDPR 2018 

 
Caranua should ensure that there is a documented plan in place for the DPO to obtain 
their professional qualification from the association of Data Protection Officers in October 
2018 and undergo continuing professional development in the area as stipulated in the 
GDPR. 
 
The list of ‘Policies requiring update and creation’ log should include a record of when the 
policies and procedures were disseminated to staff. Further briefings on the updates to 
the policies and procedures can be made to staff members via e-briefs. 
 
The rationale to explain why a DPIA template has not been developed and to provide 
assurance that data protection risks of a project are currently still provided for, will be 
provided to staff and kept on the shared drive. This rationale will caveat that the DPIA will 
be under review in the event of any system change or new process. 
 
The GDPR Preparation – Work Plan should be updated to include: 

• A version control, with the last time it was updated; 

• Whether actions are open, closed or ongoing; 

• A prioritisation of actions (e.g. RAG rating). 

This Work Plan should be presented at each of the Director of Finance and Corporate 
Governance and QCI’s operational meetings to help guide the work flow 
 
Caranua should implement Continual Improvement processes and include them within a 
Data Security and Protection Assurance Plan. Examples may include: 

• Quarterly reviews of flows of personal data and assets by QCIs (DPC Step 2) 

• Quarterly reviews / updates of Privacy Notices included on the website, and provision 
of a e/hardcopy leaflet (DPC Step 3) 

• Audit of compliance with individual’s rights - service user and staff (DPC Step 4) 
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• Audit of compliance with individual’s rights - staff (DPC Step 4) 

• Audit of compliance with reporting procedures, and monitoring of service providers data 
breaches (DPC Step 9) 

• Ensure DPIAs completed for all new activities / system (DPC Step 10) 

• Undertake accredited DPO training and CPD (DPC Step 11) 

This plan should be signed off annually by the DPO to demonstrate completion. 
 

IT Security, BCP & DR 
 

An IT Strategy should be drafted, finalised and communicated to staff. This strategy 
should be congruent with and optimise the achievement of Caranua's overall strategic aim 
and objectives.  
 
Caranua should introduce a leaver form which should be completed with signatures and 
dates by the employee's line manager upon notification of them ceasing employment.  
This form should be passed to Corporate Services to action with Calnet. Confirmation 
should be received from Calnet that the disabling of both the active directory user account 
and the email account has taken place.  
 
Caranua should introduce a new starter form to formalise the process for requesting and 
validating authorisation to set up new user accounts on the active directory.  
 
Caranua should seek the services of Calnet IT Solutions to block the use of removable 
media devices on all Caranua IT Equipment as there is presently no clear business need 
for this function.   
If Caranua feel there is requirement on an ad-hoc basis to provide access for removable 
media devices, this should be approved by senior management on a case by case basis 
and care should be taken to ensure only encrypted devices are used to best protect 
Caranua from any IT data breaches or risks.  
 
Management should encrypt emails outgoing to survivors / applicants as they may contain 
sensitive personal data.  
 
Caranua should introduce a software inventory which tracks and records all software and 
licence detail installed on Caranua's network.  
 
Active Directory passwords should be set to expire upon first login by the user and formal 
password controls should be enforced to include minimum length, password expiry, 
password history and password complexity.   
If there is a business need for the Salesforce admin account to have full administrator 
access, this should be documented clearly and approved by senior management. The 
password to this account should be reset and limited to staff on a need to know basis.  
 
Caranua should develop and finalise an acceptable usage policy for IT assets and issue 
to all staff.  
 
There should be regular communication with all staff at Caranua to advise them on the 
latest IT security risks, how and when to be vigilant, how to deal with phishing emails, etc.



 

  Caranua Follow up Report | 12 

All staff should be aware of their responsibilities and actions which can be taken against 
these risks and how to remain vigilant.  
 
Caranua should discuss with Calnet the option of producing a robust SLA outlining all the 
responsibilities and activities undertaken by Calnet to protect the IT security of Caranua.   
All additional charges outside the contracted monthly fee of €300 should be agreed 
between Caranua and Calnet.  
 
Caranua should appoint a contract manager for the Calnet contract whose responsibility it 
will be to request performance reports enabling oversight and assessment of value for 
money and the extent to which the agreed services are being performed.  
 
Caranua should produce a business continuity and disaster recovery plan and implement 
across the business as soon as possible.   
Caranua should ensure that any provider of IT services has in place an appropriately 
robust and tested business continuity and disaster recovery plan.  
 
There should be regular communication with all staff at Caranua to advise them on the 
latest IT security risks, how and when to be vigilant, how to deal with phishing emails, etc.
All staff should be aware of their responsibilities and actions which can be taken against 
these risks and how to remain vigilant.

 
Procurement & 
Contract Management 

 
Caranua should update their procurement policy to remove point references to EU 
directive 18/2004 as this is no longer in force and was repealed on the 18 April 2016. 
 
The Procurement and Contract Management Policy details should be reiterated to staff 
who have a role in procurement to ensure compliance with the policy. 
Document how verbal quotes are to be obtained and held as evidence e.g. email in 
quotes file by supplier.  
Ensure that any additional service with a supplier, which was not included in the original 
quote, complies with policy. 
 
Document a SOP for the Purchasing Process which should include and follow the below 
process order: 
• Obtain quotes for product / service as per the Procurement Policy; 
• Purchase requisition is raised, approved and quote information is attached; 
• The invoice is matched to the purchase requisition prior to payment;  
• A goods received note should be attached to the purchase requisition and invoice for 
all physical goods received; and 
• If an invoice is received for an amount above the Purchase Requisition amount this will 
require further investigation and approval prior to payment. 
 
Upon receipt, all supplier invoices should be attached to an approved requisition, which 
has been raised prior to invoice being received, and added to the supplier account on 
Exchequer. 
 
Following payment through the bank they should be posted as paid on the suppliers 
account on Exchequer. 
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Develop a formal year end Supplier Statement Reconciliation process and document in a 
policy and/or SOP. Ensure training is provided on the process for relevant staff. 
 
A policy and/or SOP on Contract Management should be documented, approved and 
implemented. 
This should include: 
• Who is responsible for the contract; 
• Where contracts are stored; 
• Procedures for changes and amendments; 
• Process of tracking renewals; and 
• Contract performance monitoring, to ensure that value for money is being achieved. 
Caranua must ensure that signed contracts are in place with all service providers. 
 
 
 
 
 
 

  



 

rsmuk.com 

This report is solely for the use of the persons to whom it is addressed.  
To the fullest extent permitted by law, RSM Risk Assurance Services LLP will accept no responsibility or liability in 
respect of this report to any other party.  
 
The matters raised in this report are only those which came to our attention during the course of our review and are 
not necessarily a comprehensive statement of all the weaknesses that exist or all improvements that might be made. 
Actions for improvements should be assessed by you for their full impact.  This report, or our work, should not be 
taken as a substitute for management’s responsibilities for the application of sound commercial practices. We 
emphasise that the responsibility for a sound system of internal controls rests with management and our work should 
not be relied upon to identify all strengths and weaknesses that may exist.  Neither should our work be relied upon to 
identify all circumstances of fraud and irregularity should there be any. 
 
Our report is prepared solely for the confidential use of Caranua, and solely for the purposes set out herein. This 
report should not therefore be regarded as suitable to be used or relied on by any other party wishing to acquire any 
rights from RSM Risk Assurance Services LLP for any purpose or in any context. Any third party which obtains access 
to this report or a copy and chooses to rely on it (or any part of it) will do so at its own risk. To the fullest extent 
permitted by law, RSM Risk Assurance Services LLP will accept no responsibility or liability in respect of this report to 
any other party and shall not be liable for any loss, damage or expense of whatsoever nature which is caused by any 
person’s reliance on representations in this report. 
 
This report is released to you on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save 
as otherwise permitted by agreed written terms), without our prior written consent. 
 
We have no responsibility to update this report for events and circumstances occurring after the date of this report.  
 
RSM Risk Assurance Services LLP is a limited liability partnership registered in England and Wales no. OC389499 at 
6th floor, 25 Farringdon Street, London EC4A 4AB. 

 

 

Ian McCartney - Director 

Tel: +44 (0)2890 234 343 

Ian.McCartney@rsmuk.com 

 

Marc Mazzucco - Partner 

marc.mazzucco@rsmuk.com   

Tel: 0141 285 3936 
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1.1 Background  
As part of the agreed 2019 internal audit plan for Caranua we have undertaken a review of Procurement and 
Contract Management. 

Caranua have spent €1.6m on goods and services for the operation of Caranua in the 12 months up to and including 
April 2019.   

Details on the full scope of the audit and associated scope limitations are set out at Appendix A of this report. 

This audit was performed in accordance with the standards of the Chartered Institute of Internal Auditors. 

1.2 Conclusion 
Given the system in place and the results of testing undertaken, it is our opinion that there is, overall, Limited 
Assurance (Appendix B) over Caranua’s internal controls around the Procurement and Contract Management 
processes. 

Limited Weaknesses in the system of controls are such that there is limited assurance that the risks 
associated with this audited system are being effectively managed and controls are not being 
consistently applied or operating effectively. 

We have reported by exception only i.e. where no comment is made for a particular audit objective in the table 1.3 
Additional information to support our conclusion below, the results of our work indicate that this objective of the 
internal audit is being met and that the processes are being adequately adhered to. Full details of the audit findings 
and recommendations have been documented under the audit objectives headings list in the table below. 

1.3 Additional information to support our conclusion 
The following table highlights the number and categories of management actions made. The detailed findings section 
lists the specific actions agreed with management to implement. 

* Shows the number of controls not adequately designed or not complied with. The number in brackets represents the total number of controls 
reviewed in this area. 

1 EXECUTIVE SUMMARY 

Risk Control 
design not 
effective*

Non 
Compliance 
with controls*

Agreed actions (priority)
High Medium Low 

Procurement 4 (10) 5 (10) 1 2 2 

Contract Management 2 (5) 2 (5) - 2 - 

Total  
 

1 4 2 
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2 DETAILED FINDINGS 
Categorisation of internal audit findings 
Priority Definition

Low  An issue that is not fundamental but would improve overall control.

Medium An important control issue that should be addressed as a priority within three months.

High A fundamental control issue that should be addressed as soon as possible.
 

This report has been prepared by exception. Therefore, we have included in this section, only those risks of weakness in control or examples of lapses in control identified 
from our testing and not the outcome of all internal audit testing undertaken. Please find our detailed observations below:  

Ref Control Adequate 
control 
design 
(yes/no) 

Controls 
complied 
with 
(yes/no) 

Audit findings and implications Priority Action for 
management 

Implementation date Responsible 
owner 

1. Procurement processes 
are clearly defined 
within Caranua’s 
Financial Regulations or 
Procurement Policy. 
 

Yes No The Procurement Policy contains 
information on Directive 18/2004 
within the ‘How we Purchase’ 
section. This Directive is no longer 
in force and was repealed on the 18 
April 2016. 

Low Caranua should 
update their 
procurement policy to 
remove point 
references to EU 
directive 18/2004 as 
this is no longer in 
force and was 
repealed on the 18 
April 2016.

Implemented 
Sept’19. 
Procurement policy 
has been updated. 

Director of 
Finance and 
Corporate 
Governance 

2. For a sample of 
purchases made from 
each threshold value 
within the policy, we will 
confirm that the 
appropriate processes 
have been followed to 
ensure the achievement 
of value for money. 

No No The procedure states the following 
spend thresholds: 

• Less than €5k - Verbal 
quotes from at least 2 
suppliers; 

• €5k - €25k - Send brief to at 
least 3 suppliers by email;  

• €25k- €100k - Formal 
tender process; and 

• €100k plus - EU 
procurement directives.

High The Procurement and 
Contract Management 
Policy details should 
be reiterated to staff 
who have a role in 
procurement to 
ensure compliance 
with the policy. 
 
 
 

Implemented 
Oct’19.  
 
 
 
 
 
 
 
 
 

Director of 
Finance and 
Corporate 
Governance 
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Ref Control Adequate 
control 
design 
(yes/no) 

Controls 
complied 
with 
(yes/no) 

Audit findings and implications Priority Action for 
management 

Implementation date Responsible 
owner 

Ten suppliers were selected to 
determine whether the policy was 
followed regarding spend 
thresholds.   
 
There is non-compliance with policy 
as quotes, briefs and tenders were 
not obtained for 60% of the sample 
selected as is shown in the table 
below. 
 

 Sample 
size

Compliant 

2 verbal 
quotes

3 0 

Brief to 3 
suppliers 

2 1 

Tender 5 3* 

* 2 had only one supplier 
 
The policy states if no competition 
exists for a purchase this must be 
fully documented along with 
evidence of market testing.  For the 
2 tenders for single suppliers this 
information was not provided. 
 
Testing revealed that for the 3 
verbal quotes selected, whilst 
quotes had been obtained from 2 
suppliers, these were stored in the 
emails of an ex-employee, therefore 
we have been unable to verify. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Document how verbal 
quotes are to be 
obtained and held as 
evidence e.g. email in 
quotes file by supplier.
 
 
  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Implemented 
Sept’19.  Emails 
capturing verbal 
quotes maintained 
in a supplier’s file 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Director of 
Finance and 
Corporate 
Governance 
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Ref Control Adequate 
control 
design 
(yes/no) 

Controls 
complied 
with 
(yes/no) 

Audit findings and implications Priority Action for 
management 

Implementation date Responsible 
owner 

A tender was awarded to Crowleys 
in June 2015 for 3 years to provide 
accounting services for 
approximately €18k per annum, 
however the spend for the year 
2018, was €74k. 
 
The additional cost of €56k was for 
the appointment of a resource in the 
finance department and therefore 
should have been subject to a 
formal tendering process. In 
addition, there was no separate 
agreement for this appointment.

Ensure that any 
additional service with 
a supplier, which was 
not included in the 
original quote, 
complies with policy. 

Noted Oct’19. Any 
additional service 
required prior to 
wind down will 
comply with 
Procurement policy.
 
 
 
 
 
 
 

Director of 
Finance and 
Corporate 
Governance 
 
 

3. All purchase 
requisitions are 
authorised in line with 
the delegated financial 
limits prior to being 
converted to purchase 
orders. 

No No On receipt of an invoice a purchase 
requisition is completed, necessary 
backup information is attached and 
passed to the CFO/CEO for 
approval. 
 
All Purchase Requisitions are 
approved in line with the delegated 
financial limits prior to the invoice 
being entered onto the Exchequer 
system.   
 
On discussion with the accounts 
team the process for having a 
purchase requisition for every 
purchase was implemented during 
September 2018. However, the 
previous Procurement Policy (dated 
Aug 2017) states that all purchases 
should have a purchase requisition.  
 

Medium Document a SOP for 
the Purchasing 
Process which should 
include and follow the 
below process order: 
• Obtain quotes for 

product / service 
as per the 
Procurement 
Policy; 

• Purchase 
requisition is 
raised, approved 
and quote 
information is 
attached; 

• The invoice is 
matched to the 
purchase 
requisition prior to 
payment; 

Implemented 
Sept’19. 
Procurement policy 
has been updated 
to reflect the up to 
date process. 

Director of 
Finance and 
Corporate 
Governance 
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Ref Control Adequate 
control 
design 
(yes/no) 

Controls 
complied 
with 
(yes/no) 

Audit findings and implications Priority Action for 
management 

Implementation date Responsible 
owner 

Testing was performed on a sample 
of nineteen invoices from the 
purchase listing for the last 12 
months.   
 
Of the sample of nineteen invoices 
tested, four did not have a purchase 
requisition raised. These were 
dated Jun 18 – Aug 18. Three of 
these four, did contain written 
approval on the invoice. The 
remaining one invoice from this 
four, for €61.90 was a direct debit 
which did not have physical 
evidence of approval. 
 
The purchase requisition is 
completed retrospectively following 
receipt of the invoice. 

• A goods received 
note should be 
attached to the 
purchase 
requisition and 
invoice for all 
physical goods 
received; and 

• If an invoice is 
received for an 
amount above the 
Purchase 
Requisition 
amount this will 
require further 
investigation and 
approval prior to 
payment. 

4. All invoices received 
are appropriately 
captured and processed 
in an accurate and 
timely manner. 

No No Caranua receive approximately 10 
supplier invoices per week. 
 
The process is outlined below: 
 

1. Invoices are received and 
date stamped. 

2. A purchase requisition is 
attached. 

3. Purchase requisition is 
approved. 

4. The invoice is added to the 
supplier account on 
Exchequer. 

5. The invoice is posted as 
paid on Exchequer.

Medium  Upon receipt, all 
supplier invoices 
should be attached to 
an approved 
requisition, which has 
been raised prior to 
invoice being 
received, and added 
to the supplier 
account on 
Exchequer. 
 
Following payment 
through the bank they 
should be posted as 
paid on the suppliers 

Implemented 
Sept’19.  
Procurement policy 
has been updated. 
 

Director of 
Finance and 
Corporate 
Governance 
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Ref Control Adequate 
control 
design 
(yes/no) 

Controls 
complied 
with 
(yes/no) 

Audit findings and implications Priority Action for 
management 

Implementation date Responsible 
owner 

6. The payment is entered 
onto the bank by the 
Finance Administrator or 
Finance Executive. 

7. The payment is approved 
by the Director of Finance 
and Corporate Governance 
or the Chief Executive 
Officer.  

 
From the sample of 19 invoices 
tested, all invoices were entered 
into the Exchequer system 
accurately and timely following the 
receipt of the approved purchase 
requisition. 
 
The invoice and matching payment 
are posted to the suppliers account 
on Exchequer simultaneously, prior 
to the invoice being paid through 
the bank.  This can cause status of 
payment inconsistencies within the 
accounting system. For example, 
from a sample of 20 payments, one 
payment shown on the Exchequer 
payment listing had not been paid 
by the bank due to an issue with the 
supplier.

account on 
Exchequer. 
 
 

5 Supplier accounts are 
regularly matched to 
statements to ensure 
that liabilities are being 
accurately recorded at 
month and year end. 

No No There is no documented procedure 
around supplier reconciliations. 
Statements are reviewed as they 
come in and if they show an 
outstanding balance it will be 
checked on Exchequer and 
investigated if required.

Low Develop a formal year 
end Supplier 
Statement 
Reconciliation process 
and document in a 
policy and/or SOP. 
Ensure training is 

Will be 
implemented 
Nov’19 as per 
Procurement Policy

Director of 
Finance and 
Corporate 
Governance 
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Ref Control Adequate 
control 
design 
(yes/no) 

Controls 
complied 
with 
(yes/no) 

Audit findings and implications Priority Action for 
management 

Implementation date Responsible 
owner 

provided on the 
process for relevant 
staff. 

6 Responsibility for the 
management of 
contracts has been 
appropriately assigned. 

No No Responsibility for the management 
of supplier contracts has not been 
assigned within Caranua. 
 
From the list of payments for the 
last 12 months, a sample of 11 
contracts was requested. Two of 
the sample were excluded as a 
contract was not required, these 
were for postage expenses and a 
job advert on an internet site. 
 
The table below details when the 
contracts selected were signed.   
 

Date signed Contracts 
2014 2 
2015 1 
2016 2 
2017 1 
2018 1 

No contract / not 
signed 2 

 
From the sample only one 
agreement had been signed in 2018 
by an individual still in employment 
with Caranua. 
 
The sample of contracts tested 
have been signed across a period 
of four years and the staff members 

Medium  A policy and/or SOP 
on Contract 
Management should 
be documented, 
approved and 
implemented. 
 
This should include: 
 
• Who is 

responsible for the 
contract; 

• Where contracts 
are stored; 

• Procedures for 
changes and 
amendments; 

• Process of 
tracking renewals; 
and 

• Contract 
performance 
monitoring, to 
ensure that value 
for money is being 
achieved. 
 

Implemented 
Sept’19.  
Procurement Policy 
has been updated 
to implement 
actions for 
management 
including 
monitoring renewal 
dates for contracts. 

Director of 
Finance and 
Corporate 
Governance 
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Ref Control Adequate 
control 
design 
(yes/no) 

Controls 
complied 
with 
(yes/no) 

Audit findings and implications Priority Action for 
management 

Implementation date Responsible 
owner 

who signed the contracts with the 
exception of one, have now left 
Caranua.  
 
There is no evidence that 
ownership of these contracts has 
been reassigned. 
 
One of the contracts dated in 2015 
was for a term 3 years and has now 
expired. 
 
Management has stated that a 
process is being undertaken to 
capture all the contracts which are 
in existence and to log them with 
renewal dates. This is to ensure 
that contracts are not renewed as 
Caranua is winding down over the 
next 9 months. 
 
There is no evidence of monitoring 
of contracts to ensure achievement 
of value for money. 
 
There is no system or 
arrangements in place for 
management of contracts. Due to 
staff turnover there was a lack of 
knowledge around who owned the 
contracts.

7 There are signed 
contracts in place with 
all service providers. 

No No From a sample of 9 suppliers, 8 had 
signed contracts in place. 
   
There was no signed contract for 
the supplier shown below.

Medium Caranua must ensure 
that signed contracts 
are in place with all 
service providers. 

Both parties had a 
contract but the 
page with scanned 
signatures could 
not be traced.  A 

Director of 
Finance and 
Corporate 
Governance 
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Ref Control Adequate 
control 
design 
(yes/no) 

Controls 
complied 
with 
(yes/no) 

Audit findings and implications Priority Action for 
management 

Implementation date Responsible 
owner 

 
• Accountancy service 
• Contract value €18k 
• Spend €74.2k 
• Contract not signed 

signed contract is 
now in place. 
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APPENDIX A: SCOPE 
The Terms of Reference below is a copy of the original document issued. 
Caranua 
Procurement and Contract Management Review 

1.1 Objectives and risks relevant to the scope of the review 
The internal audit assignment has been scoped to provide assurance on how Caranua manages the following risk(s): 

Objective of the area under review 

The purpose of the review is to assess the adequacy and effectiveness of procedures in place with regards to 
ensuring that there is a robust procurement process and service level agreements signed with all third party 
vendors, and mechanisms are in place to regularly assess the performance of third party providers. 

 

1.2 Additional management concerns 
We have not been informed of any specific management concerns. 

1.3 Scope of the review 
The following areas will be considered as part of the review: 

1. Procurement processes are clearly defined within Caranua’s Financial Regulations or Procurement Policy; 
2. The documents outlining the procurement processes have been approved by an appropriately authorised 

group; 
3. The documents clearly identify the expenditure thresholds in which quotes, or tender exercises are to be 

undertaken; 
4. For a sample of purchases made from each threshold value within the policy, we will confirm that the appropriate 

processes have been followed to ensure the achievement of value for money; 
5. All purchase requisitions are authorised in line with the delegated financial limits prior to being converted to 

purchase orders; 
6. All purchase orders are matched to goods received note and the invoice prior to payment authorisation; 
7. All invoices received are appropriately captured and processed in an accurate and timely manner; 
8. Supplier accounts are regularly matched to statements to ensure that liabilities are being accurately recorded 

at month and year end;  
9. Segregation of duties are present throughout all of the purchase stages noted above; 
10. Conflicts of interests are identified prior to the procurement of goods to ensure that anyone who has pre-existing 

interest are excluded from all decision-making processes;  
11. Responsibility for the management of contracts has been appropriately assigned; 
12. There are signed contracts in place with all service providers; 
13. Appropriate governance arrangements are in place whereby routine reporting is undertaken to monitor the 

achievement of value for money; 
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14. Contract management arrangements are sufficiently robust to facilitate effective reporting, performance 
monitoring and feedback; and 

15. Appropriate arrangements are in place for issue resolution and escalation as necessary. 
 

The following limitations apply to the scope of our work: 

• The scope of the audit will be restricted to a review of the management activities over the areas detailed in 
section 1.3 above; 

• All testing will be compliance based sample testing only; and 
• Our work will not provide any guarantee against material errors, loss or fraud or provide an absolute assurance 

that material error, loss or fraud does not exist. 
 

Please note that the full scope of the audit can only be completed within the audit budget if all the requested 
information is made available at the start of the audit, and the necessary key staff are available to assist the audit 
process during the audit. If the requested information and staff are not available we may have to reduce the scope of 
our work and/or increase the audit budget. If this is necessary we will agree this with the client sponsor during the 
audit.   

1.4 Requested documents 
To enable us to commence our fieldwork on the agreed start date, we will require access to the following information 
or records at the start of the first day of the review: 

Procurement 

• Policies and procedures in place over Procurement; 

• List of tender exercises undertaken in the last 12 months; 

• List of purchases for items greater than €500 in the last 12 months; and 

• List of key suppliers to Caranua.  

 

Please note that this is not an exhaustive list and other documents will be identified during the review.
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APPENDIX B: FURTHER INFORMATION 
Persons interviewed during the audit:  

Saragh Fitzpatrick - Director of Finance and Corporate Governance 

Rebecca Grainger - Finance Administrator 

Gemma Byrne - Finance Executive 

Ross Carmody - Head of HR  

 

Assurance Levels 

Internal Audit is responsible for providing opinions regarding the adequacy and effectiveness of Caranua’s system of 
internal controls. We adopt a classification system for the assurance achieved in each audit. This framework is set out 
below. 

 

Substantial There is a sound system of control designed to achieve the audited system objectives 
that adequately manage the risks associated with the system with all controls being 
consistently applied and operating effectively. 

Satisfactory There is an adequate system of control designed to manage the risks associated with 
the audited area to an acceptable level, but several controls are not operating effectively 
or being consistently applied. 

Limited Weaknesses in the system of controls are such that there is limited assurance that the 
risks associated with this audited system are being effectively managed and controls 
are not being consistently applied or operating effectively. 

Unsatisfactory 

 

Control is generally weak, leaving the system open to significant error or abuse.  

Adequate controls are not in place to manage the risks associated with the audited 
system and controls are not being consistently applied. 
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Ian McCartney – Risk Assurance 
Director 

ian.mccartney@rsmuk.com    

Tel: 02890 234343 

 

Marc Mazzucco – Risk Assurance 
Partner 

Marc.Mazzucco@rsmuk.com 

Tel: 0141 285 3936 
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1.1 Background  
We have undertaken a review of IT Security, Disaster Recovery and Business Continuity Arrangements at Caranua as 
part of our annual Internal Audit Plan for 2018/19. 

Caranua currently outsource all of their IT management to a third party, Calent. There are no IT staff directly employed 
by Caranua. 

Details on the full scope of the audit and associated scope limitations are set out at Appendix A of this report. 

This audit was performed in accordance with the standards of the Chartered Institute of Internal Auditors. 

1.2 Conclusion 
Given the system in place and the results of testing undertaken, it is our opinion that there is overall Limited 
Assurance (Appendix B) that there is an appropriate level of management control over Caranua’s IT Security, 
Business Continuity and Disaster Recovery arrangements. 

Limited Weaknesses in the system of controls are such that there is limited assurance that the 
risks associated with this audited system are being effectively managed and controls are 
not being consistently applied or operating effectively. 

The Detailed Findings section (Section 2) includes the findings and recommendations we have made to improve the 
controls and procedures. Section 2 also includes columns for Management to identify and assign responsibility and 
timescales for the implementation of the recommendations.  

We have reported by exception only i.e. where no comment is made for a particular audit objective in the table 1.4 
Additional information to support our conclusion below, the results of our work indicate that this objective of the 
internal audit is being met and that the processes are being adequately adhered to. Full details of the audit findings 
and recommendations have been documented under the audit objectives headings list in the table below. 

1.3 Key findings 
The key findings from this review are as follows: 

We have raised three ‘High’ priority management actions relating to IT Security, Disaster Recovery and Business 
Continuity arrangements within Caranua. These ‘High’ actions relate to the following: 

• Caranua should block the use of removable media devices on all Caranua IT equipment as there is presently 
no clear business need for this function; 

• Management should encrypt outgoing emails to survivors / applicants which contain sensitive personal data; 
and 

• Caranua should produce a business continuity and disaster recovery plan and implement across the business 
as soon as possible.   

 

1 EXECUTIVE SUMMARY 
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1.4 Additional information to support our conclusion 
The following table highlights the number and categories of management actions made. The detailed findings section 
lists the specific actions agreed with management to implement. 

* Shows the number of controls not adequately designed or not complied with. The number in brackets represents the total number of controls 
reviewed in this area. 

 

Area Control 
design not 
effective*

Non 
Compliance 
with controls*

Agreed actions 
Low Medium High 

IT strategy  1 (1) 1 (1) 0 1 0 

IT systems change requests  2 (2) 2 (2) 1 1 0 

Access is controlled to protect the privacy 
and security of data 2 (2) 2 (2) 0 0 2 

IT equipment asset register  1 (2) 1 (2) 1 0 0 

Physical and environmental security 1 (1) 1 (1) 0 1 0 

Acceptable usage policy for IT assets  1 (1) 1 (1) 1 0 0 

IT training and IT security risks 1 (1) 1 (1) 1 0 0 

Software integrity and information integrity 
is protected 1 (1) 1 (1) 1 0 0 

Contract management arrangements 
(SLAs) are in place with external support 
suppliers 

2 (2) 2 (2) 0 2 0 

Business Continuity and Disaster Recovery 1 (1) 1 (1) 0 0 1 

Total  
 

5 5 3 
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2 DETAILED FINDINGS 
Categorisation of internal audit findings 
Priority Definition

Low  An issue that is not fundamental but would improve overall control.

Medium An important control issue that should be addressed as a priority within three months.

High A fundamental control issue that should be addressed as soon as possible.
 

This report has been prepared by exception. Therefore, we have included in this section, only those areas of weakness in control or examples of lapses in control identified 
from our testing and not the outcome of all internal audit testing undertaken. 

Ref Control Adequate 
control 
design 
(yes/no) 

Controls 
complied 
with 
(yes/no) 

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

Area: The established IT strategy is congruent with and optimises the achievement of Caranua's aim and objectives

1.1.1 An IT / IS Strategy is in 
place. 

No No There is no IT Strategy in place at 
Caranua. 

Medium An IT Strategy should be 
drafted, finalised and 
communicated to staff. 
This strategy should be 
congruent with and 
optimise the achievement 
of Caranua's overall 
strategic aim and 
objectives. 

Caranua is 
currently winding 
down operations, 
at this stage it is 
not feasible to 
implement a full 
IT strategy which 
would provide a 
meaningful 
contribution to 
the organisation 

 

Area: All IT systems change requests are appropriately authorised and actioned to ensure continuity of systems

1.5.1 A formal process is in 
place to disable network 
accounts on a timely 
basis for staff leaving 
the organisation. 

No No Responsibility for communication of 
leavers to Calnet currently resides 
within Corporate Services. There is 
no formal leavers form 

Medium Caranua should 
introduce a leaver form 
which should be 
completed with 
signatures and dates by 
the employee's line 

Implemented 
Oct’19 with 
Calnet. 

 

HoHR  
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Ref Control Adequate 
control 
design 
(yes/no) 

Controls 
complied 
with 
(yes/no) 

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

communicated to Corporate 
Services which prompts action.  

The current process involves freeing 
up leavers' email accounts and 
licenses for new incoming staff.    

Leavers are not removed from the 
network or active directory on a 
timely basis.  

Testing of 5 recent leavers showed 
that 4 of these accounts were not 
disabled or removed from the active 
directory upon the employee leaving 
Caranua.  

Disabling / removing of accounts 
was actioned within a period of 
between 12 and 114 days after their 
leave date, for these 4 employees. 
For 1 employee, action was taken 
within 3 days of leaving Caranua. 

manager upon 
notification of them 
ceasing employment.  

This form should be 
passed to Corporate 
Services to action with 
Calnet. Confirmation 
should be received from 
Calnet that the disabling 
of both the active 
directory user account 
and the email account 
has taken place. 

1.5.2 A formal process is in 
place to validate and 
authorise new network 
system account 
requests. 

No No There is no formal process in place 
to validate or authorise new account 
requests.  

When a new employee joins 
Caranua, an email is sent to Calnet 
with their name by Corporate 
Services. This is not authorised by 
any other staff member prior to the 
request being issued. 

Low Caranua should 
introduce a new starter 
form to formalise the 
process for requesting 
and validating 
authorisation to set up 
new user accounts on 
the active directory. 

Implemented 
Oct’19 with 
Calnet. 

  

HoHR 
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Ref Control Adequate 
control 
design 
(yes/no) 

Controls 
complied 
with 
(yes/no) 

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

Calnet will then set the employee up 
with a user account and give them 
access to both scanners/printers and 
the shared drive.  

This is typically completed on the 
same day of the request being 
made. Testing results of 5 new 
starters showed that this is being 
actioned in a timely manner. 

Area: Access is controlled to protect the privacy and security of data

1.7.1 Controls are in place to 
restrict use of 
removable media 
devices. 

No No There are no controls in place to 
restrict the use of removable media 
devices.  

USB ports on all devices can be 
accessed and used with no 
restrictions or monitoring. 

This exposes Caranua to many 
potential risks, including exposure to 
malware and viruses from external 
sources via USB drives and breach 
of GDPR if unauthorised data is 
taken from Caranua via USB drive. 

High Caranua should seek the 
services of Calnet IT 
Solutions to block the 
use of removable media 
devices on all Caranua IT 
Equipment as there is 
presently no clear 
business need for this 
function.   

If Caranua feel there is 
requirement on an ad-
hoc basis to provide 
access for removable 
media devices, this 
should be approved by 
senior management on a 
case by case basis and 
care should be taken to 
ensure only encrypted 
devices are used to best 
protect Caranua from any 
IT data breaches or risks.

Implemented 
Oct’19 with 
Calnet.  

HoHR 
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Ref Control Adequate 
control 
design 
(yes/no) 

Controls 
complied 
with 
(yes/no) 

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

1.7.2 Controls are in place to 
encrypt all emails. 

No No No Caranua emails are encrypted.  

There is a standard email disclaimer 
noting that the contents and any 
attachment of this email are private 
and confidential.    

Caranua's website has a privacy 
statement which outlines to the user, 
Caranua's obligations under EU 
GDPR legislation. 

High Management should 
encrypt emails outgoing 
to survivors / applicants 
as they may contain 
sensitive personal data. 

Calnet confirmed 
that sending 
encrypted emails 
will require 
interaction from 
recipients which 
is not practical for 
Caranua.  

HoHR 

Area: An asset register of IT equipment is maintained to protect against loss, damage or unauthorised use

1.8.1 A software inventory is 
in place that records all 
software installed on 
the organisations 
systems. 

No No There is no software inventory in 
place which records all software 
installed on Caranua's systems. The 
only software license detail which 
Calnet has access to is Office365.  

All other software utilised by 
Caranua, for example, Salesforce 
should be managed directly by 
Caranua. 

Low Caranua should 
introduce a software 
inventory which tracks 
and records all software 
and licence detail 
installed on Caranua's 
network. 

Implemented 
Sept’19  

HoHR 

Area: Physical and environmental security have been addressed

1.9.1 The Active Directory 
Password policy has 
been configured and 
applied to the network 
domain. Password 
controls should include 
minimum length, 
password expiry, 

No No All PCs and systems have password 
restricted access. 

When a user account is set up on 
the active directory, Calnet issue the 
password for the user's account via 
email to Corporate Services.  

This initial password is not set to 
expire on first login. There are no 

Medium Active Directory 
passwords should be set 
to expire upon first login 
by the user and formal 
password controls should 
be enforced to include 
minimum length, 
password expiry, 

Implemented 
Sept’19 

 

 

 

HoHR  
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Ref Control Adequate 
control 
design 
(yes/no) 

Controls 
complied 
with 
(yes/no) 

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

password history, 
password complexity. 

password controls for active 
directory user accounts.   

Testing identified one shared profile 
on SalesForce, an admin account to 
which a number of staff have the 
password. This profile has full 
administrator access on Salesforce.  

It is noted that Salesforce has not 
been accessed under this profile for 
3+ years, however the password has 
also not been reset during this time. 

password history and 
password complexity.   

If there is a business 
need for the Salesforce 
admin account to have 
full administrator access, 
this should be 
documented clearly and 
approved by senior 
management. The 
password to this account 
should be reset and 
limited to staff on a need 
to know basis. 

 

 

Implemented 
Sept’19  

Area: An acceptable usage policy for all IT assets is in place and has been signed as agreed by all employees upon commencement of employment 

1.10.1 An acceptable usage 
policy for all IT assets is 
in place and has been 
signed as agreed by all 
employees upon 
commencement of 
employment. 

No No Caranua do not have an acceptable 
usage policy for IT assets in place. 

Low Caranua should develop 
and finalise an 
acceptable usage policy 
for IT assets and issue to 
all staff. 

Caranua is 
currently winding 
down operations, 
at this stage it is 
not feasible to 
develop and 
implement an 
acceptable usage 
policy which 
would provide a 
meaningful 
contribution to 
the organisation. 
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Area: Staff have been provided with the necessary training and keep up to date with the latest IT security risks

1.11.1 Staff have been 
provided with the 
necessary training and 
keep up to date with the 
latest IT security risks. 

The Head of IT is 
advised on the latest 
cyber security threats 
and conveys these 
messages to all staff to 
remain vigilant 

No No Caranua staff have been provided 
with the necessary training for their 
roles. 

However, there are no methods to 
regularly communicate to staff the 
latest IT security risks. 

There is no internal Head of IT within 
Caranua. IT services are outsourced 
to Calnet. There are no regular 
communications from Calnet to 
Caranua regarding cyber security 
threats and therefore staff are 
unaware of such threats and how to 
remain vigilant. 

Low There should be regular 
communication with all 
staff at Caranua to 
advise them on the latest 
IT security risks, how and 
when to be vigilant, how 
to deal with phishing 
emails, etc. 

All staff should be aware 
of their responsibilities 
and actions which can be 
taken against these risks 
and how to remain 
vigilant. 

Calnet confirmed 
a newsletter will 
commence 
Nov’19 following 
an upgrade of 
their website 
which will 
incorporate a 
blog & 
newsletter.  

HoHR 

Area: Software integrity and information integrity is protected

1.12.1 A formal and 
documented back-up 
procedure is in place 
that outlines daily, 
weekly, monthly, off-site 
storage, encryption and 
restore testing 
requirements. 

No No The SLA with Caranua's outsourced 
IT provider states:  Caranua have 3 
forms of Backups, Online Backup 
Solution (Data Stored Securely 
Offsite), Local Backup - Data backed 
up to local hard disk on a nightly 
basis and Shadow Copy - Local 
Data Restore Facility.   

Backups on Caranua's systems take 
place nightly at 9pm, there is a 30-
day retention period on these 
backups. 

Whilst local backups are performed 
on a nightly basis, reports are not 
retained. However, copies of recent 
backups which were successful 
were provided as evidence.   

Low Caranua should discuss 
with Calnet the possibility 
of receiving a weekly or 
bi-weekly report to 
confirm the success of all 
agreed backups being 
actioned.  

This will provide Caranua 
with reassurance that 
regular backups are 
being actioned as agreed 
within the SLA and will 
alert Caranua to any 
potential problems or 
issues. 

Implemented 
Oct’19.  Daily 
back-ups 
received by 
HoHR.  

HoHR 
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Volume Shadow Copy Service or 
VSS, is a technology included in 
Microsoft Windows that allows taking 
manual or automatic backup copies 
or snapshots of computer files or 
volumes, even when they are in use.  

This takes place twice daily, 7am & 
12pm and has a 2-week retention 
period. 

Whilst backups are being scheduled 
on a regular basis, evidence of 
successful backups is not being 
retained by Calnet. 

Area: Appropriate contract management arrangements (SLAs) are in place with external support suppliers and these are monitored for compliance, performance 
and value for money

1.13.1 An IT/IS service level 
agreement is in place 
(SLA). 

No No Caranua does not have any IT staff 
onsite. This has been outsourced to 
Calnet IT Solutions who provide 
professional IT support to Caranua.   

The agreement outlines the IT 
maintenance and support provided 
at a monthly cost of €300. However, 
a March 2019 invoice provided, 
showed additional charges of 
€333.53.  

No evidence was provided to show 
that these additional charges were 
separately agreed or that an 
additional pricing structure was 
provided to Caranua, to assess 
value for money. 

Whilst the agreement is titled as an 
IT support and maintenance 
contract, it is lacking the detail 

Medium Caranua should discuss 
with Calnet the option of 
producing a robust SLA 
outlining all the 
responsibilities and 
activities undertaken by 
Calnet to protect the IT 
security of Caranua.   

All additional charges 
outside the contracted 
monthly fee of €300 
should be agreed 
between Caranua and 
Calnet. 

Implemented 
Nov’19.  

HoHR 
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typically observed in a well-designed 
SLA. 

1.13.2 Performance of third 
party suppliers is 
monitored and defined 
within the specific third 
party SLA. Contracts 
and SLAs are in place 
detailing the support to 
be provided by 
suppliers’ key to the 
service provision. 

No No Caranua do not request or receive 
any performance reports from Calnet 
and do not review the overall 
management or performance of this 
contract. 

Medium Caranua should appoint 
a contract manager for 
the Calnet contract 
whose responsibility it 
will be to request 
performance reports 
enabling oversight and 
assessment of value for 
money and the extent to 
which the agreed 
services are being 
performed. 

Implemented 
Sept’19. HoHR 
tasked with this 
responsibility.  

HoHR 

Area: Business Impact Analysis - identification of critical business activities, risk assessment to assess the potential impact on operations, maximum allowable 
downtime is defined, potential impact on Caranua reputation from likely example disaster scenarios and responses is managed

1.18.1 Organisation wide 
Business Continuity and 
Disaster Recovery 
Plans are established. 

No No Caranua do not have a business 
continuity or disaster recovery plan 
in place.  On 20th May 2019, 
Caranua experienced an IT issue 
which left the business without 
internet or network connectivity. This 
tested the organisation ability to 
quickly recover from a business 
continuity scenario and identified 
that there is not an effective or 
efficient business continuity and 
disaster recovery plan in place.  

 

High Caranua should produce 
a business continuity and 
disaster recovery plan 
and implement across 
the business as soon as 
possible.   

Caranua should ensure 
that any provider of IT 
services has in place an 
appropriately robust and 
tested business 
continuity and disaster 
recovery plan. 

There is an SLA 
in place with 
Calnet which 
incorporates 
disaster 
recovery.  

HoHR 
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APPENDIX A: SCOPE 
The scope below is a copy of the original document issued. 

Scope of the review 
The scope was planned to provide assurance on the controls and mitigations in place relating to the following areas: 

Objectives of the area under review 
The purpose of the review is to assess the effectiveness of the access and physical controls over the organisations 
IT servers, key systems, networks and documentation and to ensure that there is appropriate IT back-up, recovery 
and contingency arrangements in place and that these have been regularly tested.

 

When planning the audit, the following areas for consideration and limitations were agreed: 

Areas for consideration: 

• The established IT strategy is congruent with and optimises the achievement of Caranua's aim and objectives; 

• The IT strategy is underpinned by appropriate policies and procedures; 

• IT supports the organisation in monitoring compliance with all legal and regulatory requirements and guidance; 

• IT risks are identified and managed appropriately; 

• All IT systems change requests are appropriately authorised and actioned to ensure continuity of systems; 

• All IT projects are managed in accordance with best principles for project management, clearly identifying 
roles, responsibilities, accountabilities, check points, progress reporting, tolerance levels, validation of data 
and are congruent to any impacting Caranua strategic objective; 

• Access is controlled to protect the privacy and security of data; 

• An asset register of IT equipment is maintained to protect against loss, damage or unauthorised use; 

• Physical and environmental security have been addressed; 

• An acceptable usage policy for all IT assets is in place and has been signed as agreed by all employees upon 
commencement of employment; 

• Staff have been provided with the necessary training and keep up to date with the latest IT security risks; 

• Software integrity and information integrity is protected; 

• Appropriate contract management arrangements (SLAs) are in place with external support suppliers and these 
are monitored for compliance, performance and value for money; 

• The Head of IT is advised on the latest cyber security threats and conveys these messages to all staff to 
remain vigilant; 
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• Information and cyber security within the supply chain is robust; 

• The security and effectiveness of data storage procedures offsite in both hard and soft format is regularly 
reviewed; and 

• Appropriate management information is monitored and reported on IT performance. 

Review of Caranua's business continuity plan and disaster recovery plans will ensure that they contain the following 
key elements, have been communicated to all officers of Caranua and are comprehensively integrated into day to day 
operations and all contact and name details therein are up to date: 

• Business Impact Analysis - identification of critical business activities, risk assessment to assess the potential 
impact on operations, maximum allowable downtime is defined, potential impact on Caranua reputation from 
likely example disaster scenarios and responses is managed; 

• Roles and Responsibilities - the command structure to invoke the BCP or DR plan is clear, ownership is 
assigned for plan management/update and storage, all strategic and operation team members know their 
responsibilities, there is a clear communications strategy to inform staff and members; 

• Plan Activation Procedures - events have been categorised dependent on scenario type and impact to aid the 
decision for activation decision, invocation, communication with key suppliers/regulators/auditors, escalation 
procedures, task checklist, recovery and incident closure; 

• Core Systems and IT Equipment - criticality of systems and equipment is ranked, timeframe for recovery is 
assessed early to enable decision to relocate or not to be made, remote access and the security of such has 
been assessed, backup and offsite storage providers are ready, contingency arrangements cover all 
scenarios, validation of information integrity affected by interruption; 

• Arrangements with External Parties - insurances are in place along with notification procedures, key suppliers 
are ready to act promptly, third party suppliers have good BCP in place for their services guaranteed by 
signed SLA, good relationships with utility providers; and 

• BCP and DR Support - the BCP and DR plans undergo regular testing both desktop scenario and switchover 
to alternate server, plans updated as required following testing, there is regular scheduled maintenance of 
server, gap/failure analysis reports are prepared following testing with actions assigned and closed out 
promptly, staff are given BCP training and informed how to handle media enquiries to minimise reputational 
harm, reports of tests are presented to Board and plans are updated as required.  

Limitations to the scope of the audit assignment: 

Our work does not provide absolute assurance that material errors, loss or fraud do not exist. 

Please note that the full scope of the audit can only be completed within the audit budget if all the requested 
information is made available at the start of the audit, and the necessary key staff are available to assist the audit 
process during the audit. If the requested information and staff are not available we may have to reduce the scope of 
our work and/or increase the audit budget. If this is necessary we will agree this with the client sponsor during the 
audit.   
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APPENDIX B: FURTHER INFORMATION 
Persons interviewed during the audit:  

Saragh Fitzpatrick, Director of Finance and Corporate Services 

Assurance Levels 
 
Internal Audit is responsible for providing opinions regarding the adequacy and effectiveness of Caranua’s system of 
internal controls. We adopt a classification system for the assurance achieved in each audit. This framework is set out 
below. 

Substantial There is a sound system of control designed to achieve the audited system objectives that 
adequately manage the risks associated with the system with all controls being consistently 
applied and operating effectively. 

Satisfactory There is an adequate system of control designed to manage the risks associated with the 
audited area to an acceptable level, but several controls are not operating effectively or 
being consistently applied. 

Limited Weaknesses in the system of controls are such that there is limited assurance that the risks 
associated with this audited system are being effectively managed and controls are not 
being consistently applied or operating effectively. 

Unsatisfactory 
 

Control is generally weak, leaving the system open to significant error or abuse. Adequate 
controls are not in place to manage the risks associated with the audited system and 
controls are not being consistently applied. 
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This report is solely for the use of the persons to whom it is addressed. 
To the fullest extent permitted by law, RSM Risk Assurance Services LLP will accept no responsibility or liability in 
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not necessarily a comprehensive statement of all the weaknesses that exist or all improvements that might be made. 
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This report is released to you on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save 
as otherwise permitted by agreed written terms), without our prior written consent. 
 
We have no responsibility to update this report for events and circumstances occurring after the date of this report.  
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1 EXECUTIVE SUMMARY 

1.1 Background  

We have undertaken a review of the Claims and Payments process at Caranua as part of our annual Internal Audit 
Plan for 2018. 

Caranua have spent a cumulative total of €80.1m on service payments up to 31 December 2018. To be eligible to 
apply to Caranua, an applicant must have spent time in an institution as a child and received an award through 
settlement, Court of the Residential Institutions Redress Board. The Part 1 application form allows Caranua to check 
the eligibility of a claimant. The number of Part 1 applications received up to 31st December 2018, is 6,538. Of these, 
5,971 survivors have been deemed eligible to apply. 

Details on the full scope of the audit and associated scope limitations are set out at Appendix A of this report. 

This audit was performed in accordance with the standards of the Chartered Institute of Internal Auditors. 

1.2 Conclusion 

Satisfactory There is an adequate system of control designed to manage the risks associated with the 
audited area to an acceptable level, but several controls are not operating effectively or 
being consistently applied. 

We have reported by exception only i.e. where no comment is made for a particular audit objective in the table 1.3 
Additional information to support our conclusion below, the results of our work indicate that this objective of the 
internal audit is being met and that the processes are being adequately adhered to. Full details of the audit findings 
and recommendations have been documented under the audit objectives headings list in the table below. 
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1.3 Additional information to support our conclusion 
The following table highlights the number and categories of management actions made. The detailed findings section 
lists the specific actions agreed with management to implement. 

* Shows the number of controls not adequately designed or not complied with. The number in brackets represents the total number of controls 

reviewed in this area. 

Risk Control 
design not 
effective* 

Non 
Compliance 
with controls* 

Agreed actions (priority) 

High Medium Low 

Robust system of control around the claims 
and payments process 

1 (3) 1 (3) - 2 - 

Completeness and accuracy of back up 
documentation 

- (4) 1 (4) - 1 - 

Financial records maintained - (4) - (4) - 1 - 

Follow up to disputed/disallowed items  - (1) 1 (1) - 1 - 

Total  
 

- 5 - 
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Categorisation of internal audit findings 

Priority Definition 

Low  An issue that is not fundamental but would improve overall control. 

Medium An important control issue that should be addressed as a priority within three months. 

High A fundamental control issue that should be addressed as soon as possible. 

This report has been prepared by exception. Therefore, we have included in this section, only those risks of weakness in control or examples of lapses in control identified 
from our testing and not the outcome of all internal audit testing undertaken. Please find our detailed observations below:  

Ref Control Adequate 
control 
design 
(yes/no) 

Controls 
complied 
with 
(yes/no)  

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

1. There is a robust 
system of control 
around the claims and 
payments process 
including segregation of 
duties and relevant 
authorisations, with 
procedures and controls 
followed at all times by 
staff. 

No No On a weekly basis during the claims 
and payments process, an excel 
document, downloaded from 
Salesforce, forms the payment file 
for that week. 

Once all queries have been 
resolved, there is a large element of 
manual intervention required on this 
excel document before it can be 
uploaded to FEXCO. Manual 
intervention includes; copying and 
pasting fields, filtering by 
supplier/applicant, deletion of some 
data, moving of data from columns 
and updating payment method, to 
name a few. 

We did not observe any payment 
errors, however the large element 

Medium 

 

 

 

 

 

 

 

 

 

 

 

 

 

Management should 
review the large element 
of manual intervention 
presently required on 
payment files before 
upload to FEXCO.  

 

Manual manipulation of 
data and information 
should be kept to a 
minimum to reduce the 
risk of error. Caranua 
should explore options 
within Salesforce and 
FEXCO to create a 
common template 
compatible with both 
systems. 

Implemented – 

Quarter 2 2019 

 

 

 

 

Implemented -  

Quarter 2 2019 

 

 

 

 

 

 

Director of 
Finance and 
Corporate 
Governance 

 

 

 

Director of 
Finance and 
Corporate 
Governance 

 

 

 

 

2 DETAILED FINDINGS AND ACTION PLAN
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Ref Control Adequate 
control 
design 
(yes/no) 

Controls 
complied 
with 
(yes/no)  

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

of manual intervention increases 
the risk for error. 

The present list of user profiles for 
Caranua within FEXCO contains 
one user who has since left 
Caranua. Furthermore, Crowley’s 
staff who provide outsourced staff 
to assist the finance team at 
Caranua, share one user profile. 

 

 

Medium 

 

 

 

The Client Profile and 
Operator Details section 
within FEXCO should be 
reviewed to ensure that 
there are no active 
accounts for staff who no 
longer work for Caranua.  

 

Additionally, all users 
accessing FEXCO should 
have their own profile to 
ensure an appropriate 
audit trail exists. 

 

 

Implemented 

 

 

 

 

 

Implemented 

 

 

Director of 
Finance and 
Corporate 
Governance 

 

 

 

Director of 
Finance and 
Corporate 
Governance 

 

2. Completeness and 
accuracy of back up 
documentation relating 
to claims and payments 
processed. 

Yes No As part of the sample testing for this 
audit we were provided with 
incorrect details for 5% of sampled 
claims. The provided backup 
documentation related to a different 
claimant.  

This issue has potential GDPR 
implications where personal 
information relating to other 
claimants, not identified as part of 
our sample testing, was provided in 
error. 

Medium Caranua should ensure 
that all backup 
documentation is 
complete, accurate and 
can be located within the 
correct section / area of 
Salesforce. 

 

Quarter 1 2019 
and ongoing to 
wind down of 
organisation 

Director of 
Finance and 
Corporate 
Governance 
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Ref Control Adequate 
control 
design 
(yes/no) 

Controls 
complied 
with 
(yes/no)  

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

Furthermore, follow up queries 
identified that incorrect 
documentation had been uploaded 
to wrong sections within the 
Salesforce system. 

3. Financial records 
maintained by the 
organisation reflect all 
applicant claims and 
subsequent 
commitments / 
payments. 

Yes No In line with Caranua policy, action 
may be taken if an applicant does 
not provide a receipt. Of the sample 
tested, 35% had received 
appropriate documentation post 
payment according to the Salesforce 
report provided.  

We did not observe any action being 
taken following non-return of 
receipts. 

Medium Management must 
review all payments 
made to applicants, 
follow up documentation 
required post payment 
and update Salesforce 
accordingly, in line with 
documented policy. 

Implemented Director of 
Services / 
Director of 
Finance and 
Corporate 
Governance 

4. There is appropriate 
follow-up in relation to 
disputed/disallowed 
items in claims. 

Yes No As part of our sample testing we 
identified a claim that had previously 
been denied. Following an appeal, 
payment was made to the claimant 
for €1,100. 

It was unclear upon review of 
Salesforce what follow up had been 
carried out on this claim which led to 
approval and payment. Furthermore, 
documentation had been scanned 
into Salesforce incorrectly.  

Medium Management must 
ensure that all follow up 
regarding disputed 
claims is documented 
appropriately and that 
authorisation and 
justification is recorded 
for each claim. 

Implemented - 
Quarter 2 2019 

Director of 
Finance and 
Corporate 
Governance 
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APPENDIX A: SCOPE 

The Terms of Reference below is a copy of the original document issued. 

Caranua 

Review of Claims and Payments Process 

January 2019 

1.1 Objectives and risks relevant to the scope of the review 
The internal audit assignment has been scoped to provide assurance on how Caranua manages the following risk(s): 

Objective of the area under review 

The purpose of the review is to assess the adequacy and effectiveness of controls over the accuracy, 
timeliness and completeness of processing of applications to ensure that funds and the reputation of the 
organisation are protected. 

 

 

1.2 Additional management concerns 
None. 

1.3 Scope of the review 
The following areas will be considered as part of the review: 

 Applications and claims for funding are processed on an equitable basis, and in accordance with both a robust 
procedure and predetermined allocation criteria; 

 Agreements accurately reflect the nature of the use of the funding received by the applicant, associated monitoring 
arrangements and required deliverables; 

 Monitoring is consistently undertaken to safeguard funds, assist project delivery, and inform future activities and 
decisions; 

 There is a robust system of control around the claims and payments process including segregation of duties and 
relevant authorisations, with procedures and controls followed at all times by staff; 

 Completeness and accuracy of back up documentation relating to claims and payments processed; 

 Appropriateness of the financial management system used to record payments processed to applicants and 
suppliers; 

 Financial records maintained by the organisation reflect all applicant claims and subsequent commitments / 
payments;  

 All claims submitted and payments made are congruent with Caranua Guidelines and required budget allocations; 
and 
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 There is appropriate follow-up in relation to disputed/disallowed items in claims. 

The following limitations apply to the scope of our work: 

Our work does not provide absolute assurance that material errors, loss or fraud do not exist. 

Please note that the full scope of the audit can only be completed within the audit budget if all the requested 
information is made available at the start of the audit, and the necessary key staff are available to assist the audit 
process during the audit. If the requested information and staff are not available we may have to reduce the scope of 
our work and/or increase the audit budget. If this is necessary we will agree this with the client sponsor during the 
audit.   
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APPENDIX B: FURTHER INFORMATION 
Persons interviewed during the audit:  

Saragh Fitzpatrick, Director of Finance and Corporate Governance 

Gemma Byrne, Finance Unit 

Rebecca Grainger, Finance Unit 

 

Assurance Levels 

Internal Audit is responsible for providing opinions regarding the adequacy and effectiveness of Caranua’s system of 
internal controls. We adopt a classification system for the assurance achieved in each audit. This framework is set out 
below. 

 

Substantial There is a sound system of control designed to achieve the audited system objectives 
that adequately manage the risks associated with the system with all controls being 
consistently applied and operating effectively. 

Satisfactory There is an adequate system of control designed to manage the risks associated with the 
audited area to an acceptable level, but several controls are not operating effectively or 
being consistently applied. 

Limited Weaknesses in the system of controls are such that there is limited assurance that the 
risks associated with this audited system are being effectively managed and controls are 
not being consistently applied or operating effectively. 

Unsatisfactory 

 

Control is generally weak, leaving the system open to significant error or abuse.  

Adequate controls are not in place to manage the risks associated with the audited system 
and controls are not being consistently applied. 
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FOR FURTHER INFORMATION CONTACT 
 

Ian McCartney – Risk Assurance Director 

ian.mccartney@rsmuk.com    

Tel: 02890 234343 
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1.1 Background  
We have undertaken a review of Corporate Governance and Risk Management at Caranua as part of our annual 
Internal Audit Plan for 2018-19. 

Details on the full scope of the audit and associated scope limitations are set out at Appendix A of this report. 

This audit was performed in accordance with the standards of the Chartered Institute of Internal Auditors. 

1.2 Conclusion 
Satisfactory There is an adequate system of control designed to manage the risks associated with the 

audited area to an acceptable level, but several controls are not operating effectively or 
being consistently applied. 

We have reported by exception only i.e. where no comment is made for a particular audit objective in the table 1.4 
Additional information to support our conclusion below, the results of our work indicate that this objective of the 
internal audit is being met and that the processes are being adequately adhered to. Full details of the audit findings 
and recommendations have been documented under the audit objectives headings list in the table below. 

1.3 Key findings 
The key findings from this review are as follows: 

Risk Management Policy  

We have raised one ‘Medium’ priority management action relating to the risk management policy, roles and 
responsibilities. This ’Medium’ action relates to the following: 

• Management should update the Risk Management Policy with the correct document owner, expand the roles 
and responsibilities section of the Policy document to reflect all parties concerned with risk management within 
Caranua and ensure that the policy is an accurate representation of how risk is managed across the 
organisation. Furthermore, Caranua should introduce a mechanism to ensure all staff have read and 
understood the contents of the Risk Management Policy. 

 
Corporate Risk Register 

We have raised one ‘Medium’ priority management action relating to the corporate risk register. This ’Medium’ action 
relates to the following: 

• The Risk Register should be updated to include the suggested headings (Additional Actions, Implementation 
Date, Ownership Status) to provide detail on additional actions being taken to reduce the overall risk score. 
 

1 EXECUTIVE SUMMARY
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• Date of next review should be outlined on the risk register to ensure timely and effective action is being 
undertaken. Such timelines should be reviewed and monitored closely by senior management. 

• The corporate risk register should be updated to link defined risks to the strategic objectives of Caranua. 
 

1.4 Additional information to support our conclusion 
The following table highlights the number and categories of management actions made. The detailed findings section 
lists the specific actions agreed with management to implement. 

* Shows the number of controls not adequately designed or not complied with. The number in brackets represents the total number of controls 
reviewed in this area. 

1.5 Additional Considerations 
Compliance with Code of Practice for the Governance of State Bodies 

Caranua demonstrated a high level of compliance with the Code of Practice for the Governance of State Bodies and 
an action plan is in place to bring the organisation into full compliance by 2018 year end.  

The Chief Risk Officer at Caranua presented a concern to Internal Audit surrounding certain sections of the Code of 
Practice which the organisation feel is possibly not relevant or applicable given the limited life-span of Caranua. 

The CRO made specific reference to the requirement for an external review of the effectiveness and efficiency of the 
Board at least every three years. It is noted that this Code was to be effective from 1st September 2016. It is known 
that Caranua will no longer be in operation by mid-2020 and so Caranua are questioning the requirement to incur what 
could potentially be a significant expense to comply with this section of the Code. 

Caranua applied to the Department for a derogation on this part of the Code, however it was denied. There was no 
justification accompanying the refusal. Caranua expressed a desire to challenge this derogation and will present to the 
Department the timelines outlined above re at least every 3 years.  

Risk Control 
design not 
effective*

Non 
Compliance 
with controls*

Agreed actions (priority)
High Medium Low 

Policies, Roles and Responsibilities 1 (1) 1 (1) - 1 - 

Risk Appetite Statement 1 (1) 1 (1) - - 1 

New and Emerging Risks 1 (3) - (3) - - 1 

Corporate Risk Register 1 (4) - (4) - 1 1 

Process and Timelines for Review  1 (1) - (1) - - 1 

Total  
 

- 2 4 
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Internal Audit recommend that the Board and Senior Management team give sufficient consideration to this noted area 
of the Code of Practice and appropriately address any required actions outlined by the Department in order to comply 
with the Code of Practice. 
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Categorisation of internal audit findings 
Priority Definition

Low  An issue that is not fundamental but would improve overall control.

Medium An important control issue that should be addressed as a priority within three months.

High A fundamental control issue that should be addressed as soon as possible.

This report has been prepared by exception. Therefore, we have included in this section, only those risks of weakness in control or examples of lapses in control identified 
from our testing and not the outcome of all internal audit testing undertaken. Please find our detailed observations below:  

Ref Control Adequate 
control 
design 
(yes/no) 

Controls 
complied 
with 
(yes/no) 

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

Policies, Role and Responsibilities 

1. Policies, roles and 
responsibilities with 
respect to risk 
management are 
communicated to all 
staff and understood. 

No No The Risk Management Policy is not 
an accurate representation of how 
risk is currently managed within 
Caranua. 
 
The current document owner of the 
risk management policy no longer 
works for Caranua. 
 
The current risk management policy 
states that “Each member of the 
senior management team compiles 
a component Risk Register for their 
own areas of responsibility.” 
Management have acknowledged 
that this is not presently the case. 
 
The Risk Management Policy, along 
with all other organisation policies, 
is currently stored on a shared 
network drive which all staff can 
access. Caranua currently have no 

Medium Management should 
update the Risk 
Management Policy to 
nominate an appropriate 
document owner, expand 
the roles and 
responsibilities section of 
the Policy document to 
reflect all parties with risk 
management 
responsibilities within 
Caranua and ensure that 
the policy is an accurate 
representation of how risk 
is managed across the 
organisation.  
 
Caranua should introduce 
a mechanism to ensure 
all staff have read and 
understood the contents 

Quarter 2 2019 Director of 
Finance and 
Corporate 
Governance 

2 DETAILED FINDINGS AND ACTION PLAN
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Ref Control Adequate 
control 
design 
(yes/no) 

Controls 
complied 
with 
(yes/no) 

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

mechanism or control in place to 
ensure all staff have read and 
understood the contents of the Risk 
Management Policy document. 

of the Risk Management 
Policy. 

 

Risk Appetite Statement

2. There is a clearly 
defined risk appetite 
statement which 
provides the directors, 
management and staff 
with a framework to 
facilitate the 
identification, 
management and 
alignment of both risks 
and opportunities to the 
achievement of the 
strategic objectives. 

No No Whilst the policy refers to a risk 
appetite statement, management 
could not locate this document. We 
have been advised that a new risk 
appetite statement has been drafted 
for review by the Audit and Risk 
Committee before presentation to 
the Board for approval.  
 

Low A Risk Appetite 
statement should be 
drafted ensuring the 
overall organisation and 
each risk category have 
specific tolerances and 
trigger levels defined. 
The organisation should 
begin with a few 
parameters to help frame 
its risk appetite, for 
example, financial, 
operational, 
regulatory/legislation, and 
as risk management 
becomes more 
embedded as part of day 
to day management, the 
number and precision of 
these parameters can be 
revised.    

The statement should be 
communicated at various 
levels of detail to 
Managers and staff 
throughout the 
organisation. The risk 
appetite statements 
should also be reviewed 

Quarter 2 2019 Director of 
Finance and 
Corporate 
Governance 
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Ref Control Adequate 
control 
design 
(yes/no) 

Controls 
complied 
with 
(yes/no) 

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

and revised over time in 
light of new or emerging 
considerations, but at a 
minimum on an annual 
basis. 

New and emerging risks

3. There is regular 
identification of new and 
emerging risks as a 
result of management 
initiatives and/or 
changes in the external 
operating environment. 

No Yes Whilst the current risk management 
policy does not refer to Horizon 
Scanning, it is understood that 
Caranua are considering horizon 
scanning. Specific mention was 
made to the requirement for 
legislation to be in place for the 
winding down of Caranua and 
staffing/turnover issues between 
now and the time of full cessation of 
activities.  

The above-mentioned risks are 
being addressed by a sub-
committee who are working on such 
actions prior to winding down. 

 

Low Horizon Scanning is 
reflective of good 
governance and industry 
best practice from a risk 
management 
perspective, therefore 
Caranua should include 
within their risk 
management policy the 
actions being undertaken 
on this issue.  

Discussions on risk at 
Senior Management 
Team meetings at 
Caranua should include a 
section on ‘potential 
future risks’ that could 
impact on the corporate 
strategic objectives and 
consideration of how 
early management and 
monitoring of these risks 
can be undertaken. This 
horizon scanning should 
be captured in the 
minutes of the meetings. 

Quarter 2 2019 Director of 
Finance and 
Corporate 
Governance 
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Ref Control Adequate 
control 
design 
(yes/no) 

Controls 
complied 
with 
(yes/no) 

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

Corporate Risk Register

4. A corporate risk register 
has been prepared and 
is updated regularly. 

No Yes The 5x5 scoring matrix for the 
Corporate Risk Register states that 
risk is scored on both an inherent 
and residual risk basis, however 
Internal Audit found no evidence of 
inherent and residual risk being 
considered to produce the ratings 
and scores awarded to risks 
included on the Corporate Risk 
Register. 
 
Discussion with management 
identified that both inherent and 
residual risk are taken into 
consideration when processing 
scores for the Corporate Risk 
Register, however it was 
acknowledged that evidence of this 
process is not available.  
 
The Impact (Negligible to 
Catastrophic) and Probability (Very 
Low to Almost Certain) levels have 
not been defined anywhere within 
the Risk Management Policy or 
elsewhere. 

Low The specific process for 
compiling the Corporate 
Risk Register on a 
quarterly basis using the 
5x5 matrix on both an 
inherent and residual risk 
basis should be 
documented and 
appropriately evidenced 
to provide sufficient audit 
trail. 
 
The Impact and 
Probability headings 
against the 1 to 5 score 
rating should be clearly 
defined within the 
Corporate Risk Register 
and Risk Management 
Policy. 
 

Quarter 2 2019 Director of 
Finance and 
Corporate 
Governance 

5. A corporate risk register 
has been prepared and 
is updated regularly. 

Yes Yes The Corporate Risk Register 
includes the following headings: 

• Risk; 
• Category; 
• Owner; 
• Probability;  
• Impact; and

Medium The Risk Register should 
be updated to include the 
suggested headings 
(Actions, Implementation 
Date, Status) to provide 
additional context on 
each of the identified 
risks and the progress 

Quarter 2 2019 Director of 
Finance and 
Corporate 
Governance 



 

  Caranua Corporate Governance and Risk Management | 9 

Ref Control Adequate 
control 
design 
(yes/no) 

Controls 
complied 
with 
(yes/no) 

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

• Overall Score. 
It does not include headings for 
“Actions”, “Implementation Date” or 
“Status”. 

Timelines have been included only 
in the mitigating actions document - 
this is a very new document 
implemented by the current CRO 
mid-2018 and only tracks the high 
“red” risks identified on the 
Corporate Risk Register. 

The Corporate Risk Register does 
not link each listed risk to the 
objectives outlined in Caranua’s 
2017 – 2019 Strategic Plan.  

being made to reduce 
their potential impact on 
the organisation. 

Timelines / Review Dates 
for each risk outlined on 
the risk register will help 
to ensure timely and 
efficient action is being 
undertaken. Such 
timelines should be 
reviewed and monitored 
closely by management. 

Management should 
update the corporate risk 
register to link defined 
risks to the strategic 
objectives of Caranua. 

Process and Timelines for Review 

6. There is a robust 
process and timelines 
for the review and 
update of risk 
management to the 
Board. 

No Yes Whilst there was a Risk 
Management Policy document 
presented to internal audit during 
this review, there was no 
corresponding “process” document.  

Internal Audit found that there is a 
robust process in place with 
timelines for the review and update 
of risk management to the Board are 
present. 

Low It is recommended that 
management produce a 
Statement of Operating 
Practice (SOP) which 
outlines the current risk 
management process, 
responsibilities and 
timelines. 

Quarter 2 2019 Director of 
Finance and 
Corporate 
Governance 
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APPENDIX A: SCOPE 
The Terms of Reference below is a copy of the original document issued. 
Caranua 
Review of Corporate Governance and Risk Management 
December 2018 

1.1 Objectives and risks relevant to the scope of the review 
The internal audit assignment has been scoped to provide assurance on how Caranua manages the following risk(s): 

Objective of the area under review 

To assess the effectiveness of governance procedures and controls, and how robust the risk 
management process is to support the achievement of the organisation’s strategic objectives. 

 

 

1.2 Additional management concerns 
None. 

1.3 Scope of the review 
The audit will consider the following: 

The following areas will be considered as part of the review: 

• The organisation complies with the Code of Practice for the Governance of State Bodies;  

• There is a strong risk aware culture promoted throughout the organisation;  

• There is a clearly defined risk appetite statement which provides the directors, management and staff with a 
framework to facilitate the identification, management and alignment of both risks and opportunities to the 
achievement of the strategic objectives; 

• Policies, roles and responsibilities with respect to risk management are communicated to all staff and understood; 

• All elements of the risk management system are monitored, reviewed and reported on a regular basis;  

• A corporate risk register has been prepared and is updated regularly;  

• There is a robust process and timelines for the review and update of risk management to the Board;  

• All risk types relevant to the organisation have been captured in the corporate risk register;  

• When assessing and measuring risks, consideration is given to the potential impact on the funding position of the 
organisation; and  
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• There is regular identification of new and emerging risks as a result of management initiatives and/or changes in the 
external operating environment.  

The following limitations apply to the scope of our work: 

Our work does not provide absolute assurance that material errors, loss or fraud do not exist. 

Please note that the full scope of the audit can only be completed within the audit budget if all the requested 
information is made available at the start of the audit, and the necessary key staff are available to assist the audit 
process during the audit. If the requested information and staff are not available, we may have to reduce the scope of 
our work and/or increase the audit budget. If this is necessary, we will agree this with the client sponsor during the 
audit.   
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APPENDIX B: FURTHER INFORMATION 
Persons interviewed during the audit:  

Saragh Fitzpatrick, Director of Finance and Corporate Governance 

 

 

 

 

 

 

 

 

 

Assurance Levels 

Internal Audit is responsible for providing opinions regarding the adequacy and effectiveness of Caranua’s system of 
internal controls. We adopt a classification system for the assurance achieved in each audit. This framework is set out 
below. 

 

Substantial There is a sound system of control designed to achieve the audited system objectives 
that adequately manage the risks associated with the system with all controls being 
consistently applied and operating effectively. 

Satisfactory There is an adequate system of control designed to manage the risks associated with the 
audited area to an acceptable level, but several controls are not operating effectively or 
being consistently applied. 

Limited Weaknesses in the system of controls are such that there is limited assurance that the 
risks associated with this audited system are being effectively managed and controls are 
not being consistently applied or operating effectively. 

Unsatisfactory 

 

Control is generally weak, leaving the system open to significant error or abuse.  

Adequate controls are not in place to manage the risks associated with the audited system 
and controls are not being consistently applied. 
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FOR FURTHER INFORMATION CONTACT 
 

Ian McCartney – Risk Assurance Director 

ian.mccartney@rsmuk.com    

Tel: 02890 234343 
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This report is solely for the use of the persons to whom it is addressed. 
To the fullest extent permitted by law, RSM Risk Assurance Services LLP will accept 
no responsibility or liability in respect of this report to any other party. 
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The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a 
comprehensive statement of all the weaknesses that exist or all improvements that might be made. Management actions raised for improvements 
should be assessed by you for their full impact before they are implemented. This report, or our work, should not be taken as a substitute for 
management’s responsibilities for the application of sound commercial practices. We emphasise that the responsibility for a sound system of 
internal controls rests with management and our work should not be relied upon to identify all strengths and weaknesses that may exist. Neither 
should our work be relied upon to identify all circumstances of fraud and irregularity should there be any. 

This report is solely for the use of the persons to whom it is addressed and for the purposes set out herein. This report should not therefore be 
regarded as suitable to be used or relied on by any other party wishing to acquire any rights from RSM Risk Assurance Services LLP for any 
purpose or in any context. Any third party which obtains access to this report or a copy and chooses to rely on it (or any part of it) will do so at its 
own risk. To the fullest extent permitted by law, RSM Risk Assurance Services LLP will accept no responsibility or liability in respect of this report to 
any other party and shall not be liable for any loss, damage or expense of whatsoever nature which is caused by any person’s reliance on 
representations in this report. 

This report is released to you on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise permitted by 
agreed written terms), without our prior written consent. We have no responsibility to update this report for events and circumstances occurring after 
the date of this report. RSM Risk Assurance Services LLP is a limited liability partnership registered in England and Wales no. OC389499 at 6th 
floor, 25 Farringdon Street, London EC4A 4AB. 
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Responses received 27 September 2018 

Final report issued 9 January 2019 Client 
sponsor 

Saragh Fitzpatrick, Director of Finance & 
Corporate Governance 
 

Distribution Saragh Fitzpatrick, Director of Finance & 
Corporate Governance 
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1.1 Background  
The General Data Protection Regulations (GDPR) was implemented on 25 May 2018.  The GDPR replaces EU 
Directive 95/46/EC on which the Irish Data Protection Act is based with a single EU-wide regulation. Raising 
awareness amongst organisations and the public of the new law has been a combined effort of the Data Protection 
Commissioner (DPC), the Government, practitioners, and industry and professional representative bodies. Over the 
course of 2017 and 2018, the DPC has been proactively undertaking a wide range of initiatives to build awareness of 
the GDPR, in particular providing guidance to help organisations prepare for the new law.  

GDPR places greater emphasis on the documentation that data controllers must keep to demonstrate their 
accountability. With that in mind, the DPC has also prepared an introductory document for organisations to help them 
as they transition to GDPR, “The GDPR and You”. This document lists 12 steps which organisations should take in 
order to be GDPR ready by 25 May 2018.   

Many of the GDPR’s main concepts and principles are largely the same as those in the current Data Protection Act so 
much of the current approach to compliance will remain the same. However, there are significant new elements and 
enhancements which will require companies and organisations to perform some specific compliance activities for the 
first time.  

We have been commissioned to perform an agreed upon procedures assignment of the current data governance 
processes, procedures and controls against the 12 step guide. Our report is a factual report and we do not provide a 
level of assurance, or internal audit opinion, and should not be taken to provide such.  

1.2 Headline findings 
We have identified two medium priority recommendations relating to the design of the control framework. A further 
three low priority recommendations can be found in Section 2: Detailed findings below. 

Business processes and data discovery 

There is a GDPR Preparation – Work Plan document in place which is used by the Director of Finance and Corporate 
Governance and Quality Compliance and Information (QCI) officers to monitor the implementation of GDPR 
Readiness actions. We identified the following exceptions: 

• The work plan lacked a version control and therefore it was not possible to see when it was last updated;  

• It was not possible to determine whether actions were open, closed or ongoing. Testing confirmed all actions had 
been completed apart from the ‘Policy and procedure updates’, and therefore this should be provided a new 
implementation date to monitor its timely implementation and the other actions closed; and 

• There was no prioritisation of actions (e.g. RAG). The GDPR work plan should be a working document and if 
including actions around continual improvement (see below), prioritisation of actions can help direct resources. 

Recommendation 

The GDPR Preparation – Work Plan should be updated to include: 

• A version control, with the last time it was updated; 

1 EXECUTIVE SUMMARY 
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• Whether actions are open, closed or ongoing; 

• A prioritisation of actions (e.g. RAG rating). 

This Work Plan should be presented at each of the Director of Finance and Corporate Governance and QCI’s 
operational meetings to help guide the work flow.  

 

Continual Improvement 

We noted from review of the GDPR Preparation – Work Plan and drafted policies and procedures, that they made no 
reference to there being a need for a continual programme of improvement now the GDPR has gone live. 

There is a need to review the processes, controls, policies and procedures that have been implemented on an ongoing 
basis, to ensure what has been implemented is working effectively and appropriately. 

Changes to existing processes and controls could increase efficiency and generally improve overall compliance. 
These processes could be included within a ‘Data Security and Protection Assurance Plan.’ 

Recommendation 

Caranua should implement Continual Improvement processes and include them within a ‘Data Security and Protection 
Assurance Plan.’ Examples may include: 

• Quarterly reviews of flows of personal data and assets by QCIs (DPC Step 2) 
• Quarterly reviews / updates of Privacy Notices included on the website, and provision of a e/hardcopy leaflet 

(DPC Step 3) 
• Audit of compliance with individual’s rights - service user and staff (DPC Step 4) 
• Audit of compliance with individual’s rights - staff (DPC Step 4) 
• Audit of compliance with reporting procedures, and monitoring of service providers data breaches (DPC Step 

9) 
• Undertake accredited DPO training and CPD (DPC Step 11) 

This plan should be signed off annually by the DPO to demonstrate completion. 

 

Notwithstanding the above, we have noted the following examples of sound design and compliance within the 
control framework: 

• Board ‘buy-in’ – A GDPR paper was prepared by Director of Finance & Corporate Governance and presented to 
the Residential Institutions Statutory Fund Board (Caranua) on 8th May 2018. The paper laid out Caranua’s Legal 
basis for processing personal data (DPC Step 6) through relevant enactment / regulations in the Residential 
Institutions Statutory Fund Act 2012, and Residential Institutions Redress Act 2002. Two GDPR risks have been 
captured on the Corporate Risk Register (Risk 2 and 5). 

• Data Protection Officer (DPO) - We confirmed that a DPO has been appointed, the Director of Finance & 
Corporate Governance. This appointment had undergone legal advice on 24th May 2018 from ByrneWallace. This 
evidenced that progress has been made in confirming the long-term plans for the DPO. 

• All Staff awareness and training – All staff were required to attend a GDPR briefing session on 22nd May 2018 
and this was recorded on a sign in sheet. The Quality Compliance and Information (QCI) Officers have both 
received GDPR training certificates from the Irish Council for Social Housing and Institute of Public Administration 
respectively. 
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• External engagement: As part of the programme of outreach and engagement with services working with survivors 
in Ireland and the UK, Caranua held meetings in May 2018 to discuss areas such as GDPR with Irish and UK based 
organisations including but not limited to Alliance Support Group, Barnados Origins, ICAP, National Counselling 
Service, Birmingham Irish Association, Blooming Survivors, Compassion Matters, Mind Yourself UK and SOCA UK. 

• Data flow mapping and Information Asset Register – The Data Flow Mapping template is GDPR compliant, 
capturing the lawful basis for processing personal data, identification of data flows to third parties and the retention 
period for the data. Data ownership has been allocated to the Section/ Department within Caranua as per the Data 
Mapping Exercise.  

• Individual’s rights – GDPR is featured on the privacy notice on the website summarising for all applicants what 
and why Caranua collects personal data relating to survivors, how long they keep the data for, what rights a survivor 
has, and how they can make a subject access request. 

• Consent - Management advised that Caranua does not need to explicitly capture consent and document it. This is 
since the Legal Basis for processing personal data of special categories of personal data are for reasons of 
substantial public interest, where these are underpinned by regulations made specifically.  The regulations in this 
instance are Residential Institutions Statutory Fund Act 2012 and Residential Institutions Redress Act 2002.  

• Data breaches - There have been seven breaches since GDPR implementation (25th May 2018). We confirmed 
that all had been notified to the Data Protection Commissioner within 72 hours, and notifying breaches was 
embedded into policy and procedure. 



 

  Caranua General Data Protection Regulation (GDPR) Governance 2018 | 5 

2 DETAILED FINDINGS 
The results of our testing are set out below. 

Ref DPC Area Findings summary Actions for management Priority Implementation date / 
Responsible owner 

1 DPC Step 1: Awareness 

Decision makers and key people in the 
organisation need to be aware that the 
law is changing to the GDPR. They 
need to appreciate the impact this is 
likely to have.  

 

We confirmed from review of the following that there 
are the following policies and procedures in draft, 
ready to be approved by the Director of Finance and 
Corporate Governance: 

• Draft Data Privacy Notice for service users and 
suppliers 

• Draft Data Protection Policy review 2018 

• Draft Data Protection Procedure Review 2018 

• Draft Record Management Policy 2018 

• Draft Right of Access for Service Users 

• Draft Staff Handbook with GDPR updates 2018 

We confirmed that each of these policies appears in a 
list of ‘Policies requiring update and creation’ log. This 
log provides a record of when the policies would be 
updated and when they would be reviewed. However, 
it is good practice to then add a record to the log to 
evidence how and when the policies and procedures 
were disseminated to staff. Further briefings on the 
updates to the policies and procedures can be made 
to staff members via e-briefs. 

This will mitigate the risk that staff do not take away 
the key changes within the procedures due to being 
unaware of their existence. 

 

The list of ‘Policies requiring 
update and creation’ log 
should include a record of 
when the policies and 
procedures were 
disseminated to staff. 
Further briefings on the 
updates to the policies and 
procedures can be made to 
staff members via e-briefs. 

 

Low Accepted. 

31st December 2018 

Saragh Fitzpatrick, 
Director of Finance and 
Corporate Governance 
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Ref DPC Area Findings summary Actions for management Priority Implementation date / 
Responsible owner 

2 DPC Step 11: DPO 

You should designate a Data Protection 
Officer, if required, or someone to take 
responsibility for data protection 
compliance and assess where this role 
will sit within your organisation’s 
structure and governance 
arrangements. 

Article 37 (5) of the GDPR provides that the DPO 
“shall be designated on the basis of professional 
qualities and, in particular, expert knowledge of data 
protection law and practices and the ability to fulfil the 
tasks referred in Article 39.” 

The legal advice received on 24th May 2018 from 
ByrneWallace to Caranua states that Recital 97 of the 
GDPR does not explicitly define the level of expertise 
needed, but it must be commensurate with the 
sensitivity, complexity and amount of data that an 
organisation processes. 

ByrneWallace noted that the Director of Finance and 
Corporate Governance is regarded by Caranua as in 
possession of sufficient expertise, and therefore the 
DPO appointment in this regard is appropriate. 

However, it is also noted that the rationale of the 
GDPR is that the DPO will be in possession of a 
professional qualification from the association of Data 
Protection Officers by the time of implementation of 
GDPR and undergo continuing professional 
development in the area. 

We were informed by the Director of Finance and 
Corporate Governance that the DPO accreditation 
from the Association of Compliance Officers in Ireland 
will now take place in October 2018, and therefore we 
would expect that this action would be updated on the 
GDPR Preparation – Work Plan to provide assurance 
on the control in place. 

Caranua should ensure that 
there is a documented plan 
in place for the DPO to 
obtain their professional 
qualification from the 
association of Data 
Protection Officers in 
October 2018 and undergo 
continuing professional 
development in the area as 
stipulated in the GDPR. 

Low Accepted.  

31st December 2018 

Director of Finance and 
Corporate Governance 

3 DPC Step 10: Data Protection by 
Design and Data Protection 
Assessments  

As part of the new regulation it is mandated for 
organisations to complete a Data Privacy Impact 
Assessment (DPIA) for all projects that involve a new 
use or significantly change the way in which personal 
data is handled, for example a redesign of an existing 

The rationale to explain why 
a DPIA template has not 
been developed and to 
provide assurance that data 
protection risks of a project 

Low Accepted. 

31st August 2018 
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Ref DPC Area Findings summary Actions for management Priority Implementation date / 
Responsible owner 

The GDPR requires personal data to be 
processed in a manner that ensures its 
security. This includes protection 
against unauthorised or unlawful 
processing and against accidental loss, 
destruction or damage. It requires that 
appropriate technical or organisational 
measures are used. 

Security controls are safeguards or 
countermeasures to avoid, detect, 
counteract, or minimise security risks to 
physical property, information, computer 
systems, or other assets. 

process or service, or a new process or information 
asset being introduced. A DPIA should then be signed 
off by the organisation’s DPO. 

We were informed by the Director of Finance and 
Corporate Governance that Caranua has just one 
process in place for processing application information 
and that is to collect the data to then assess needs, to 
ensure the needs are met and then the file can be 
closed. This process has not changed before and we 
were advised that it will likely not change in the future 
due to the fact that Caranua is closing down in 2019.  

It was therefore considered that a DPIA template is 
currently not necessary, however the rationale for why 
this has not been developed should be highlighted to 
staff to ensure that there is an awareness in relation to 
how the management of data protection risks of a 
project are currently provided for. 

 

are currently still provided 
for, will be provided to staff 
and kept on the shared 
drive. This rationale will 
caveat that the DPIA will be 
under review in the event of 
any system change or new 
process. 

 

Saragh Fitzpatrick, 
Director of Finance and 
Corporate Governance 

 

4 Business processes and data 
discovery 

DPC Step 2 - Information you hold: 

It should be documented what personal 
data is held, and where it came from 
and who it is shared with. 

There is a GDPR Preparation – Work Plan document 
in place which is used by the Director of Finance and 
Corporate Governance and QCI’s to monitor the 
implementation of GDPR Readiness actions, 
including: 

• Data Mapping (Record of Processing Activities); 

• Third party processor audit (Review of access to 
data by third party providers); 

• Appointment of Data Protection Officer; 

• Policy and procedure updates; 

• Training plan (all staff) and budgeting for this; 

The GDPR Preparation – 
Work Plan should be 
updated to include: 

• A version control, with the 
last time it was updated; 

• Whether actions are open, 
closed or ongoing; 

• A prioritisation of actions 
(e.g. RAG rating). 

This Work Plan should be 
presented at each of the 
Director of Finance and 
Corporate Governance and 

Medium Accepted 

31st August 2018 

Saragh Fitzpatrick, 
Director of Finance and 
Corporate Governance 
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Ref DPC Area Findings summary Actions for management Priority Implementation date / 
Responsible owner 

• Legal Basis for processing personal data; and 

• Communications to all existing applicants and 
updating website. 

We identified the following exceptions: 

• The work plan lacked a version control and 
therefore it was not possible to see when it was last 
updated;  

• It was not possible to determine whether actions 
were open, closed or ongoing. Testing confirmed all 
actions had been completed apart from the ‘Policy 
and procedure updates’, and therefore this should 
be provided a new implementation date to 
encourage its timely implementation, and the other 
actions closed; and 

• There was no prioritisation of actions (e.g. RAG). 
The GDPR work plan should be a working 
document and if including actions around continual 
improvement (see below), prioritisation of actions 
can help direct resources. 

 

QCI’s operational meetings 
to help guide the work flow.  

5 Continual Improvement 

There is a need to review the 
processes, controls, policies and 
procedures that have been 
implemented on an ongoing basis, to 
ensure what has been implemented is 
working effectively and appropriately. 

We noted from review of the GDPR Preparation – 
Work Plan and drafted policies and procedures that 
they made no reference to there being a need for a 
continual programme of improvement now the GDPR 
has gone live. 

Continual Improvement can be implemented with the 
following protocols as examples: 

• Quarterly reviews of flows of personal data and 
assets by QCIs (DPC Step 2) 

Caranua should implement 
Continual Improvement 
processes and include them 
within a Data Security and 
Protection Assurance Plan. 
Examples may include: 

• Quarterly reviews of flows 
of personal data and 
assets by QCIs (DPC 
Step 2) 

Medium Accepted.  

31st December 2018. 

Saragh Fitzpatrick, 
Director of Finance and 
Corporate Governance 
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Ref DPC Area Findings summary Actions for management Priority Implementation date / 
Responsible owner 

• Quarterly reviews / updates of Privacy Notices 
included on the website, and provision of a 
e/hardcopy leaflet (DPC Step 3) 

• Audit of compliance with individual’s rights - service 
user and staff (DPC Step 4) 

• Audit of compliance with individual’s rights - staff 
(DPC Step 4) 

• Audit of compliance with reporting procedures and 
monitoring of service providers data breaches (DPC 
Step 9) 

• Ensure DPIAs completed for all new activities / 
system (DPC Step 10) 

• Undertake accredited DPO training and CPD (DPC 
Step 11) 

There is a need to review the processes, controls, 
policies and procedures that have been implemented 
on an ongoing basis, to ensure what has been 
implemented is working effectively and appropriately. 

Changes to existing processes and controls could 
increase efficiency and generally improve overall 
compliance. This is where Continuous Improvement 
comes into effect. These processes could be included 
within a Data Security and Protection Assurance Plan. 

• Quarterly reviews / 
updates of Privacy 
Notices included on the 
website, and provision of 
a e/hardcopy leaflet (DPC 
Step 3) 

• Audit of compliance with 
individual’s rights - service 
user and staff (DPC Step 
4) 

• Audit of compliance with 
individual’s rights - staff 
(DPC Step 4) 

• Audit of compliance with 
reporting procedures, and 
monitoring of service 
providers data breaches 
(DPC Step 9) 

• Ensure DPIAs completed 
for all new activities / 
system (DPC Step 10) 

• Undertake accredited 
DPO training and CPD 
(DPC Step 11) 

This plan should be signed 
off annually by the DPO to 
demonstrate completion. 
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APPENDIX A: SCOPE 
The scope below is a copy of the original document issued. 

Scope of the review 
The scope was planned to provide assurance on the controls and mitigations in place relating to the following areas: 

Objectives of the area under review 
The GDPR assignment has been scoped to provide a factual analysis of the Caranua data protection controls 
framework against GDPR requirements and obligations introduced in May 2018.  

 

When planning the audit, the following areas for consideration and limitations were agreed: 

Areas for consideration: 

The following areas will be considered as part of the review: 

1 Business processes and data discovery 

Based on the documentation and information provided inspection of the management control processes designed to 
identify and document all in scope data across the organisation.  Related data inflows and outflows focussing in 
particular on: 

• the existence of process and data mapping; 

• processes to classify data; 

• identification of data flows to third parties; and 

• methods of data storage and transfer. 

2 Third parties 

Based on the assessment set out at (1), we will carry out the following: 

• inspection of the methods used to identity third parties to whom the ‘in scope’ data is transferred. 

• identification of methods used to assess contractual data confidentiality existence and coverage. 

3 Data ownership 

• Based on the documentation and information at 1 above, note the existence of processes used to 
identify/allocate data owners. 

4 Data security system level controls 

• Test data security controls agreed by you over data inflow, data repository and data outflow and report results 
by reference to recognised good practice. 
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5 Data storage and retention 

• Based on documentation and information at 1 above, comment on the existence of data retention and storage 
policies. 

6 Awareness 

• Based on the documentation and information at 1 above, comment on the existence of GDPR awareness 
processes. 

7 Data policy, roles and responsibilities 

• Based on the documentation and information at 1 above, comment on the existence and scope of current data 
policies. 

• Based on the documentation and information at 1 above, comment on the existence and designation of data 
protection roles and responsibilities. 

• Comment on current roles by reference to recognised good practice. 

8 Individuals’ rights 

• Based on the documentation and information at 1 above, comment on the existence of procedures for 
updating, deleting, and reporting personal data at department and organisation level. 

9 Consent 

• Based on the documentation and information at 1 above, comment on the existence of processes in place to 
capture data consent. 

10  Data breaches 

• Based on the documentation and information at 1 above, comment on processes in place for the detection, 
reporting and investigation of personal data breaches 

Limitations to the scope of the audit assignment:  

• The assignment is delivered as ‘agreed upon procedures’ and therefore will not result in a formal assurance 
level or opinion.  

• We will not confirm compliance with GDPR and/or provide any legal or regulatory advice. 

• Our work does not provide absolute assurance that material errors, loss or fraud do not exist. 
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APPENDIX B: FURTHER INFORMATION 
Persons interviewed during the audit:  

• Saragh Fitzpatrick, Director of Finance & Corporate Governance 

Documentation reviewed during the audit:  

• QCI and working group meeting minutes and associated papers who are responsible for GDPR roll-out 

• Data flow mapping, Information Asset Management documentation, including a listing of designated data owners 
mapped to the data for which they are responsible 

• GDPR Programme plans 

• Privacy Notices 

• Documentation and evidence of third party contract data confidentiality assessment(s) 

• Suite of relevant procedures (e.g. Data Breach incident response, Records Management Policy, Retention Policy, 
Security policy etc) 

• Board minutes and associated papers relevant to GDPR 2017/18, 2018/19 

• DPO training information 

• Other relevant staff data Protection/GDPR role job descriptions 

• Risk Registers mentioning GDPR 

• GDPR staff awareness information and training 
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APPENDIX C: BENCHMARKING 
During 2017/18 we have undertaken a number of GDPR audits, where we have considered client preparation for the 
May 2018 changes. As part of our internal audit service we have undertaken a benchmarking exercise considering the 
findings from our GDPR audits between the period of August 2017 and January 2018. 

The benchmarking data provided below is based on all of the internal audit reports we have issued to our clients 
during the audit year 2017/18. 

 

 

 

Caranua’s RAG 
Status 
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  Caranua General Data Protection Regulation (GDPR) Governance 2018 | 16 

Ian McCartney, Risk Assurance 
Director 

Ian.mccartney@rsmuk.com 

02890 268548 

 

FOR FURTHER INFORMATION CONTACT 

mailto:Ian.mccartney@rsmuk.com
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