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I wish to thank the committee for inviting me to make a submission. There are many 

aspects to the issues of concern to the committee and in the interests of time I would like 

to focus on what I believe to be two key issues:  

1. Regulation or more specifically the lack of legal regulation in the cyber world 

2. Keeping children safe 

1 Regulation 

There is no compelling evidence of self-regulation working in any commercial sector. 

History tells us repeatedly, that commercial entities, typically act in their own interests 

and not those of the citizen. We only have to look at the automobile industry of the 1960s. 

The car manufacturers fought vigorously against improved safety regulations until the law 

intervened. Today, vast fortunes are being made by Internet companies who have yet to 

show any real commitment to effective regulation.  

I believe that the automobile legislation offers a very good model for the cyber world. For 

example, every vehicle is required to have a number plate which can be used when 

necessary to identify the owner. A similar system in the cyber world, would greatly ease 

a number of problems. While it is perfectly acceptable to use the internet in an anonymous 

fashion, it is not acceptable, to abuse, bully, or libel others anonymously. This is akin to 

allowing people drive cars without number plates.  

This is a key area where legislation could make a huge difference. Problems such 

cyber trolling, cyber bullying, hate speech and general abuse would diminish greatly, if 

people could not do it anonymously. 

In general, and the details would need to be worked out carefully, legislation needs to  

1. Require that social media platforms and online providers register their users 

and that users provide appropriate evidence of identity. In the case of minors, 

then parents/guardians would be responsible 

2. Users who can show that they have been bullied, harassed, abused, on a social 

media platform, should be legally entitled to find out the identity of the user 

carrying out the inappropriate behaviour 

 



A second aspect of regulation is that it should also apply to computer owners. Again if 

we look to automobile legislation – we are required that all cars are safe to use and the 

NCT test is one aspect to enforcement. 

I believe that anti-virus software be a legal requirement for all computers. Today, 

anyone can buy a computer and go on the Internet. If that computer does not have up to 

date anti-virus software, it will likely be infected by malware within hours. Such malware 

can steal the users personal information, perhaps encrypt it so the user cannot access it, 

or take control of the computer so that it can be used to attack other computers 

unbeknown to the owner. Thousands of Irish computers are infected by malware. Self-

regulation clearly does not work. It should be noted that the cost of anti-virus software is 

not prohibitive. 

2 Keeping Children Safe 

We need a long-term government strategy that outlines how we are going to address the 

issues that arise from children’s use of smart devices and access to the online world. We 

need to ensure robust monitoring and regulation of the online service providers: 

• This could be in the form of the Digital Safety Commissioner proposed by the 

current Government but it is essential that the office and commissioner are given a 

proper mandate and the necessary resources to hold online service providers to 

account. 

• Strong response mechanisms for when things go wrong – access to expert helplines, 

advice and resources  

• Public awareness campaigns targeting parents and children: with the aim of creating 

social norms around online safety, much in the way that we have had, over the 

years, with road safety and healthy eating campaigns. 

• It is essential that all children benefit from a good Digital Literacy education at 

both primary and secondary level in schools. Digital literacy will need to become 

the fourth pillar of our education system, alongside reading, writing and arithmetic. 

This will require investment in curriculum development, teacher training and 

supporting resources. 


