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Q: What does the evidence on online harms, hate speech and electoral interference tell us about 

the nature of the problem? What most urgently needs to be addressed?  
 
Thank you for this opportunity to address the Committee. Parliaments have played an important 
role in leading fact-finding missions and gathering data across platforms to fully understand the 
scale and scope of these issues.  
 
I will focus my comments on electoral interference and large-scale disinformation operations, 
which are what I study on a regular basis.  
 
This is a vast and fast-moving problem set. According to the Oxford Internet Institute, 70 
countries are now reported to be running organized social-media information operations,1 up 
from 48 last year. We do not have enough data to prove whether this stems from a rise in 
operations, a rise in reporting, or both; either way, it indicates a global phenomenon.  
 
Most of those operations are aimed at domestic audiences, but we must remember that the 
Russian operation that targeted the U.S. from 2014 onwards also started out by targeting the 
domestic opposition.2  
 
The evidence suggests that a state which has the capability to run domestic information 
operations can quickly pivot to external targets, if the political need is there. Russia did so in 
2014. Saudi Arabia did so after the murder of Jamal Khashoggi.3 China did so when the Hong Kong 
protests began.4 Nor is this limited to state actors: we also saw the British and American far right 
try to interfere in the French presidential election in 2017.5  

                                                      
1 Bradshaw, Samantha, and Howard, Philip, “The Global Disinformation Order”, Oxford Internet Institute, 

September 4, 2019, https://comprop.oii.ox.ac.uk/wp-content/uploads/sites/93/2019/09/CyberTroop-
Report19.pdf    
2 Soshnikov, Andrei, “Под Петербургом обнаружено логово троллей, которые клеймят Навального и хвалят 
русское кино” (“Trolls’ lair that stigmatizes Navalny and praises Russian cinema discovered outside Petersburg”), 
Moy Rayon, September 4, 2013, https://mr-7.ru/articles/90769/.  
3 Benner, Katie, et al, “Saudis’ Image Makers: A Troll Army and a Twitter Insider”, New York Times, October 20, 
2018, https://www.nytimes.com/2018/10/20/us/politics/saudi-image-campaign-twitter.html  
4 “Information operations directed at Hong Kong”, Twitter Safety, August 19, 2019, 

https://blog.twitter.com/en_us/topics/company/2019/information_operations_directed_at_Hong_Kong.html 
5 Nimmo, Ben, and Barojan, Donara, “’Macron Antoinette’: Alt-Right Targets France”, DFRLab, April 29, 2017, 
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https://comprop.oii.ox.ac.uk/wp-content/uploads/sites/93/2019/09/CyberTroop-Report19.pdf
https://comprop.oii.ox.ac.uk/wp-content/uploads/sites/93/2019/09/CyberTroop-Report19.pdf
https://mr-7.ru/articles/90769/
https://www.nytimes.com/2018/10/20/us/politics/saudi-image-campaign-twitter.html
https://blog.twitter.com/en_us/topics/company/2019/information_operations_directed_at_Hong_Kong.html
https://medium.com/dfrlab/macron-antoinette-alt-right-targets-france-f5e5dcee5cfe


 2 

 
These operations do not solely play out on social-media platforms. They also include websites 
and TV stations. They can include on-the-ground events and local activists, some of whom are 
unaware of the role they are playing.  
 
All these problems are underpinned by a perception that online information operations are easy, 
cheap, effective and profitable. Since 2016, the narrative has emerged that Russia managed to 
tip the balance in the U.S. election by running social-media trolls. That narrative is significantly 
flawed, but it has caught on.  
 
Unscrupulous marketing companies around the world are promising to “change reality” for their 
political clients through social-media campaigns.6 Fake amplification on social media is very 
cheap: you can buy a three-year-old YouTube channel with videos already uploaded for just 
US$1.7 Domestic actors on both sides in the United States have experimented with Russia’s 
playbook.8    
 
However, we also know that the environment in 2019 is much less permissive than it was in 2016. 
The platforms, law enforcement and open-source researchers are all actively hunting influence 
operations online. The rate of takedowns has accelerated dramatically since early 2018. Over the 
past year we have seen over 50 takedowns just from Facebook, covering operations from some 
two dozen countries.  
 
That has forced interference operations to sacrifice engagement in order to stay concealed.  
 
In this environment, there are four urgent needs that I would bring to the Committee’s attention. 
These are not the only four, but they are the areas where parliamentary work can have most 
immediate impact. 
 
First, and of most direct relevance to elections: parliaments and political campaigns must 
urgently improve their own cyber-security to prevent the sort of hack-and-leak operations that 
Russia used to such devastating effect in 2016. This is not a duty that can be passed on to the 
social-media platforms. Every parliament and every campaign should ensure that all its staff have 
cyber training and contingency plans in place.  
 

                                                      
 
6 Debre, Isabel, and Satter, Raphael, “’Change reality’: Facebook busts Israel-based campaign to disrupt elections”, 
Associated Press, May 17, 2019, https://www.smh.com.au/world/middle-east/change-reality-facebook-busts-
israel-based-campaign-to-disrupt-elections-20190517-p51oad.html 
7 For an example, see the archived price list at http://archive.is/KOMbf.  
8 See for example Shane, Scott, and Blinder, Alan, “Secret Experiment in Alabama Senate Race Imitated Russian 
Tactics”, New York Times, December 19, 2018, https://www.nytimes.com/2018/12/19/us/alabama-senate-roy-
jones-russia.html, and Concha, Joe, “Conspiracy theorist Jacob Wohl banned from Twitter for creating fake 
accounts”, The Hill, February 26, 2019, https://thehill.com/homenews/media/431724-conspiracy-theorist-jacob-
wohl-banned-from-twitter-for-creating-fake-accounts.  
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This is expensive, and many campaigns would argue that the money would be better spent on 
ads, but it is much less costly than seeing your emails leaked to the press a week before the 
election.  
 
Second, we do not yet have a deterrence system in place. We have seen individual nations react 
to interference attempts, but we do not have a credible system for imposing unacceptable costs 
on foreign actors who attempt to interfere in elections.  
 
As long as there is the perception that governments and non-state actors can interfere in 
elections without paying a price, interference will remain an attractive option. Changing that 
calculation will require imposing significant costs on the threat actors.  
 
Third, we need to see legislation that imposes systematic costs on the commercial operators who 
sell fake accounts or hire out their interference campaigns. Two weeks ago, we saw the first case 
of the Federal Trade Commission fining a U.S. company for selling fake engagement.9 Social-
media companies can, and do, ban such operators from their platforms, but they cannot impose 
a direct financial cost. The black market in fake accounts is the easiest place for hostile actors to 
buy their assets, as China demonstrated over the Hong Kong protests.  
 
Finally, parliaments should lead discussions on how to reduce polarisation online, both through 
regulation and through education. This is a long-term challenge, but we should always remember 
that if we did not have domestic trolls, the foreign trolls would not have anyone to pretend to 
be.  
 
Such discussions will require technical analyses of how the platforms’ algorithms suggest friends 
and content for users. But they will also require social analysis of how users select their online 
identities and tribes, and how they can be encouraged to broaden them. Every human has a 
complex pyramid of identities in real life, but the dynamics of social media often reduce that to 
one-dimensional tribalism.  
 
If our parliaments can work across party lines and lead the debate on how to reverse the spiral 
of ever-narrower partisan groups online, it would mark a step towards reducing the scope for 
online polarisation, and online interference.  

                                                      
9 “Devumi, Owner and CEO Settle FTC Charges They Sold Fake Indicators of Social Media Influence”, Federal Trade 
Commission, Oct. 21, 2019, https://www.ftc.gov/news-events/press-releases/2019/10/devumi-owner-ceo-settle-
ftc-charges-they-sold-fake-indicators. 


