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1. Summary and Recommendationy

o Over the past several years, the ISPCC has conclunded Hrat cyber safety
W the child protection sne of owr tume.

o There are many benefits to- tihe wse of technology by young people
and children. The educational, social and developmental
opportunities presented are ummense; hhowever, tHhere are also dangersy
assotiated with online wse that requive significant attention from
policy makers.

o The ISPCC 4 well-accustomed to- spotting trends un rusks to- chidldiren
Nearly two-decades ago, we first received cally to- Clhvildine from
children wiro- were being bullied tHwoughv messages sent to- their
phone. Long before tihe term ‘cyberbullying’ was coined, Childline
provided a listening eor to- childiren wio- felt overwirelmed. by
harossment and. were suffering real harm as a result:
‘Cyberbullying' Ly now- recognised ay o form of harmful belaviowr
and we understano much move about Uy effect on children, how-to-
prevent U and allesiate Uy impact:

o Ay technology has developed, tihe ssune of cyber safety hay tself
become more complex, ncorporoting Bsues such ay sexting, viewing
risks for childiren

o  However, a distinetion needs to- be made between (1) behaviowr Hrat
shoudd or does constitute an offence, and (2) beharviowr that s
hormful. Ay a resndt Hhe current legslative and policy provisions
need to- be modernised. Thisy briefing paper intends to-guwe o
compreensive wsight unto- He concerns and experiences of chiloiren
and young people bn relation to- cyber safety anod ontlines some key
recommendationy ay to- hhow childiren can be better protected online.

o InJuly 2016 the ISPCCsy internal working growp on cyber safety
began a case review of the cyber related usunes Hhat tive ISPCC were
encountering from the childven, young people and families witiv
whom we work:

The main themes dentified were:

1. Cyberbullying
2. Excessive Time Spent Online
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Accessy and Exposure to- lnappropriate Content

Sextung

Online Grooming

Sextortion

ldentity and Wellbeing

Lack of Knowledge and Skills

Cyber safety showld be considered un the broader context of safety by
recognising the effecty online nferactions con hawve on young people’s
wellbeing. It way repeatedly highlighted Hwoughout owr case review-
that young people were fearful of accessing support to-deal withv
cyber safety Gsunes.

o It evident from the case examples we howve gatirvered thot many
childiren and young people can belrave differently online Han Hrey
wowld do- v a simidar face~to—face sitnation. For example, younyg
people can experience a lack of empativg wiven belaviowr takes place
belind a sereen: They arve not always fully aware of the implications
of posting nasty commentary oot otirers.

® N & 0N W

This further empirasises Hie need for a national ddalogue on childiren’s
cyber safety; a dialogue wirich includes Hie voice of the child.
Key Recommendation

lreland. requines ao National Strategy on Children’s Cyber Safety. The
Comumittee shhouldl recommend thhe immediate development of a strateqgy as a
priovrity by government:

Belows, we have owtlined the potential components of such a strategy;

1. Implementation of key education measunies regording online
belharviowr

2. Reform of Hhe legal fromework regavding childrews cyber safety

3. Estobliushuvent of an Office of tive Digital Safety Commissioner and a
regulatfory policy framework

Joint Committee on Clhhildren and. Youtr Affairy — ISPCC briefing on Children
ande Cyber Safety 4



2. Introdumction to-the ISPCC and owr work on Cyber Safety

The lrishv Soclety for the Preventlon of Cruelty to- Cihildwren (ISPCC)
appreciates the opportunity to- brief tihe Committee on Chhildiren and Youtiv
Affairy on the topic of children’s cyber safety. Ay the national child

over lreland, tHhe ISPCC i well placed to- comment on the specific sunes
arising for children L relation to- cyber safety.

The ISPCC & the national child protection charity?. It provides a range of
support services and mentoring, all of witvich ave focused on builoing
resiience and coping skills: These services support childiren and young
wellbeing.

Owr VusrLon

Awn lreland. wirere all childiren are safe, heard, and valuned

Owr Mission

To- make Hre protection of children everyone’s priority

Owr Work

We listen, we support; we protect:

2.1 The ISPCC'y Experience

The ISPCC has based this briefing on Uy experiences of working witiv
childrren, this work being grownded un Hie principles of He UN Convention
o the Righty of the Child (UNCRC).

The ISPCCy Childline seirvice answers over 400,000 contacts from children
and young people across Uy phone, online and. text platforms annumally. ln

T Furtiver uinformation about the ISPCCy services and financial statements can be
found i the Annunal Report 2015 IWttp// www=pee: e/ compaigns -

lobbying/ publicotions/ ~pee—anvmmol ~report-2015/14783
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additlon un 2016, we worked withv 552 children on a one to- one basis
Huwoughh our childiroodl support and mentoring services: We will make
reference to- case studiesy under eacih theme witiv additional case stuoies
The ISPCCy Cihildwrensy Adiisory Committee (CAC), via thelr participation
v or internal services reviews were U a positlon to- provide usy witiv
remedies for thisy Bsue, wirichh we will make reference to- Huwoughowt His
docuwment:

The ISPCC has made senveral recommendotions to- progress chilodvren’s cyber
safety wv recent policy submissions. The relevont excerpts from these
submisgsions are onoilable un the appendix.

2.2 The ISPCCy Doto and Evidence on Cyber Issues

In July 2016 Hre ISPCC'y internal working growp on cyber safety began o
cose review- of the cyber-related Bsnes that tie ISPCC had encountered
from the children, young people and families wit wirom we work over an
18 -montr periodk

Over 500 cally and, 250 online contacts, over 50 calls to- owr support Lne
(adudt helpline) and 30 childirood support cases were reviewed, along
witiv staff and volunteer uinterviews and foeny growps.

The ISPCC soughht to- have a clearer understanding of te challenges
children, young people and their families were facing and to- understano
how- reguloarly they were coming across these challenges: Furtiver
unformation on our metihvodology v un e Appendices.

Key Questiony Asked

o What are the cyber related Usues experienced by children, young
people and thein families and how often do-they oceunr?

o What are tihe impacts/effects of cyber related sunes one
childrens/ young people, on their parents/carers, fomilies?

o What more coudd tive ISPCC doto- support children, young people
and their fomidies on cyber related issnes?

Main Themes ldentified
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Cyberbullying

Tume Spent Online

Access and Exposure to- lnappropriate Content
Sexting

Online Grooming

Sextortion

ldentity and Welllpeing

Lack of Knowledge and Skillsy

The fundings of the review are discunsseo un more detoul un section 3.

2.3 The ISPCCs work on Cyber Safety

Over the last several yearsy the ISPCC Ihay condueted o range of work un Hus
area, U Uy support work, antl-bullying programme, untfer-agency work
and n research In 2016 Hhe ISPCC joined forces withe Vodafone witiv a

The resudts of Hus portnersihip work unclunde

1 - Ay poart of owr portnersiiip, un December 2016 the ISPCC conducted a

shhared conference event entiHed Working to- Keep Cihvilduren Safe
Online: Thisy way attended by cyber safety specialist, undustry experts,
policy makersy, child protection professionals and educationalists.

2 - Fundingy from the conference report wiriche wll be joned witiv

findingy from a corvsumltative event witiv young people to- be held in
Mawcie 2017. One clear ontcome from the conference was the need for
a National Cyber Safety Strategy for Chuildren.

3- A consudtative event withiv chvildiren and young people will be held un

Mavciv 2017 to- explove Hheir experiencesy online, the fundings from
the expert-led conference and provide feedpack on wirat s reqguined
in o National Cyber Safety Strateqy for Childien

4 - Guidelines for porents on keeping children safer online

Wtps./ / wwwrvodafone. e/ foundation

5-ISPCC and Vodafone are plonuning a piece of major researcie one

hildren and youwng people’s online belhaviowr Hhat will explore how-
childiren make decisions ondine and inform futre proctice n
supporting young people to- buildd resiience and stoy safer online.

Joint Committee on Clhhildren and. Youtr Affairy — ISPCC briefing on Children
ande Cyber Safety 7



The clear purpose of all of Hie above work W to- unform best practice un Hie

owea and to- effect chhange n the policy landscape tHhuoughv achiering a
National Cyber Safety Strategy for Childien

2.4 The ISPCC'sy Cyber Safety Interagency Work

The ISPCC Ihas worked extensinvely over the years witiv stokeholoers
reglonally, nationally and internationally to- progress children’s cyber
safety. The ISPCC U part of Hie Safer Internet lreland Project coovrdinated
by Hre Office for Internet Safety where we work alongside Hie National
Parents Council (Prumary), the Professional Development Service for
Teachers ((Webwise) and Hotline.le. The ISPCC Uy also- o member of Hre
Intfernet Safety Adwvisory Committee ano eNACSO the Ewropean NGO
Alllance for Civild Safety Online and. works closely witiv An Gorda
Stothdna too: Civildline s ar member of Cihhvild Helpline International also-
Most recently, we are o member of e Ministerial Task Force on Mental
Healtin, and are also- a member of the Better Owtcomes Brighter Futures
Adrisory Covneid, wirich adiises e Minister for Chhildwen and. Youtiv
Affadrs:

The ISPCC W an adwisory member to- the Tacklebullying.le website. An
bnovative featire of He website i the forum witich gives young people n
lreland o wnigue opportunity to- learn, get adarice and talk to- Heir peersy
or, one of thuiy sites moderotors, wio are trained i how- fo- deal witiv
bullying. This platform facilifotes o safe moderated supportive
erwrtronment for young people wio- have experienced ony form of bullying.
This forum s anotirver example of how-technology can be wsed un a positive
way fo- support chuildren and young people.

At a local level Hhe ISPCC s represented. on the unfernet safety sub-growe of

tHe Golwoy and Roscommon Childuwrenls and Young People’s Services
Committee (CYPSC).

3. The ISPCCsy Review of Cases wwolving Cyber Safety: Findings and
Case Examples

Ay outined above, based on owr kinowledge and. experience, the ISPCC has
highlighted over the last number of yeary a number of key concerns witiv
regaards to- childrenw’sy online safety;

1. Cyberbullying
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Excessive Tume Spent Online

Access and Exposure to- lnappropriate Content
Sexting

Online Grooming

Sextortion

ldentity and Wellbeing

Lack of Knowledge and Skillsy

® N & R W

ln ovder to- further explove Hiese Usnes, a thematic analysis of dato on
cyber safety concerny from acrossy the ISPCC woas carried out and He main
findingy are owtlined below-

3.1 Cyber bullying

Cyber bullying featured ay tive most prominent Heme witivin owr reviews
When bullying happens online, using social networks, games and. mopile
phones, U W often called cyberbullying. A child con feel Uike there's no
escape becaunse U con happen wherever they are, at any tume of day or
gt

Key Findings

o Very young wsery of the uintfernet are learning to- perceine
aggressive, tHweatening and bullying behoviowr online as the
norm.

o Staff encoundter cyber bullying v up fo- one~trind of Hheir
cient cases.

o Cyber bullying happens witiviw “ Growpe Chats” wihichh ore
hosted by mobile messenger applications such as Viber and
WhatsApp-

o Some young people con deliberately manipulote and edit
WhatsApp messages to- make U appeor that someone salo
sometivng wirew tirey did not: Thus content s e
spread/ shaved and wsed to- hwumiliate o young person.

o I some cases children Huink that the purpose of social media
W to- fant and bnsudt otivery and. Hus s becoming increasingly
normaliseol.

o Information from chhildien wiro- call Cihhvildline demonstrates
that childrenw are not always aware wiro- s bullying them
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o Cally to- the ISPCC support Une show an bnerease un concerny
from porents regarding cyber bullying/wse of social medio
plotformy et Ao, parents reported that they did not hhave a
good understonding of how-to- deal witiv cyberbuwldying

Cage Studies

Cose Exonnple: 14 yeor old gurl wiho- way uwifed to- a growp chat turead
which was created for the purpose of bullying her. Hoving seen tire
negative comments abpout her by friends, she opted to- “leave the growp’ but
wos contunmously re-adoed by otiver members: She felt she had no- control
over her exposire to- the tounting and felt b was “non—sfop?’.

Cose Exoanryple: In anotirer case a 14 year old girl reported hhaving being
deliberately excluded from Viber chat groups: A staff member also- workeol
withv an 11 year old boy wio spoke about feeling left out by iy peery
becawnse e did not enjoy using Snapcirat like they did.

Cose Exonple: Thiy stoff member talked abouwt o cose wirere a parent
responded to- offensive messages witiv an offensive message un “defence’”’ of
thewr childe Anotiver pavent had a contrary response wirenw tivey discovered
that their dauvglter (10 yr. old) and her classmates set up o lnstogrom
account to- “hate on’’ another gurlc The parent found out about Hie account
anol had U closed down.

3.2 Tume Spent Online

Thisy B an areo of serlotnsy CONLLriv A% ExLessANe amounts of tume online
Key Findings:

o Some childien are spending n excess of fuve howry a day
ondine — thiy can be on social media plotforms, gaming and
chat roomsy

o There 5w a belief by some porents that becaunse young people are
v their roomy, they are safe but there was a lack of kinowledge
oot what sifes Heir son/daunghter was accessing or witiv
witom they were engaging.

o Childrew ay young ay five reported to- howve unlimited and
wnspervised access to- the intfernet:
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o The age from wihich childven receive their frst smant device
(Le: tablet, phhone or laptop) b decreasing.

o I cases of porental seporation, access to- the unternet was often
to- the attention of Hhe judge during custodly and access
agreements.

o Thyough the support Une Hie e of excessive tume spent
gambling way also- Ldentified ay a concern.

Cose Studies

Case Example; At the Ferrybank Network Sub-Grouwp wirich s focunsed on
nternet safety, the ISPCC heard from staff ot Hhe local commumnity créche
who were extremely worried as to- tie umpact of spending excessive amownts
of time ondine for very young childven. Diutrict nurses at this network also-
noted how- porents and carery of very young childven appeared very prowd
of their 18 montiv old babies digital sikilly and liked to- shhow- nunrses how-
theilr infants were aple to- accessy thelr mobile phone or navigate a tablet
withv ease. This highlighty the need for eduncation for parents/ carers on how-
to- make decisions regoarding age—appropriate use of technology.

3.3 Access and Exposnre fo- Inappropriate Content

Accessing ande viewing of inappropriate content B o major concern
wlentified by Hre ISPCC and also- widely reported un tive media.
Key Findings:

o Some childiren and young people were coming across Hls
wnadvertently wirle otirvers were seeking owt thuis content:

e Some of Hhe nappropriate content wos being shared peer to- peer.

o The ease at which childuren con access inappropriote/ explicit content
W coneerning

o The impact of exposre o sexualised imagery s umpacting children’s

o Young people logging onto- adudt sites or under age children using
sutes wiutiv hgher age lumidts:

o Chuildrew are sometimes exposed to- pornograpihy ow friends phones or
W friendy homes — Hils s concerning as porents may feel they have
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set furm bouwndaries and supervision un place but need to- cognisant
of the fact Hhat they are not an control of how othver parents monitfor
safety online.

o Owr Childrenw's Aduisory Committee (CAC) has stated that children
hawe to- ... grow- wyz foo- fast’ becaunse of thelr access to-tie cyber world
They believe that some childiren are possibly being exposed to-
nappropriote material online on seemingly nnotuous platforms
s ag YouT ube.

o The support line received 53 cally from members of the public
Adirectly related to- cyber safety. Callery were seeking adiice on how to-
respond to- a sifuation, on how- to- support someone, on how-to- report
concerny and seeking legol adiice and the key concerns are

Cose Exomples

o  Children exposed to- sexumnal content online

o Concerny about accldentolly seeing chuld sexnal abuwse material
online

o Concern for child accessing self-harm sites ondine

o Inappropriate content/ messages on Facehook

o Concerw regording young person using on aduwdt doting site

o Concern for young people swapping/ shoring pictnres of themselves
self-harming ow Snapchat
websites

o  Concern that childl sending/ receinving explicit content on Snapeiat
apout o vidnerable gl

3.4. Sexting
Sexting U Hhe sending or receiving of sexunally explicit messages or umages
by fext messaging or via emadd. It iy avv avea of seriouns concern and s
becoming more and more a feature of owr daily work.

Key findings
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o The leavely of stress and angiety created by reputational damage from
sexting U evident from colly to- Cihvildine, the support Line and
throwghv owr face to- face work.

o Young people are feeling pressunised to- share self-generated sexunal

o Schooly reported that gurly were self-generating umages of themselves
and these were being shared amongst students: Some gurly are feeling
pressuve from thelr frienos to- send an umage bt are tew often
eritieised for iy behariowr.

o Blackmail i being used to- persunade young people to- take mages of
thenselves withe one young caller to- Childine stating “he will break
up withv me (f | donlt’

o Poarenty fund ot difflendt to- talk to- thelr young person abowt s Bsune

Cose Studies

Case Example: A 16 year old girl wos referred to-tive ISPCC child and
fomily support service due to- concerns of her sharing intumate pictures and
contfent witihv male peers: Withine sessions tis gl discussed male students
that this was a problem v her sehool. She became the reciplent of
explicit messages and pictnres long after she had engaged: v sharing
explicit pietunres of herself: She way concerned about e implications for
her reputation wiriche she felt was blighted due to- ver past decisions.

Cose Exonmyple: A stoff member reported the young age at wirich some
children are engaging un Hus behowtowr and tihey referred to- a nine yeor
old girl sending nude photoy of herself to- boys in her class.

3.5 Online Grooming

Online grooming otcnrs wiren a perpetrotor bulldy an emotional
connection withv a child online. This happens thuoughh the development of
o relatiovsiip and the perpetrator goiny the childls trust for the purpose of
sexmal abpuse or explottation: The process of grooming happens wiven a
perpetrator of Hie abuse nitlates an bnnocent relatlonsiip yet manipulates
Huy for sexunal gratification or explovtotion: The anonymouns nature of the
cyber world iy used. ay an adwantage to- hide any Hureat: Techunology has
changed Hhe manner i wiiich younyg people are groomed. In the poast
perpetrotors coudo spend covusiderable Hime building wp a relatlonsiiip
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witiv their vietume Now- perpetratory comn groom many young people
simudtaneowsly and. within a relatively short space of tume.

o Parentsy have contacted ounr support lne, concerned abowt grooming
i goming networks and chatrooms

o Childrew are engaging witihv people tivey do- not kinow- ondine. In some
wustonces, o seemingly uuinocent ondine unferaction can escalate to- a
move sinister situotion

o It dfflendt for young people to- recognise iof they are being groomeo.
wntll the situnation hay escolated to- a dangerons level. An Gorda
Stothadana have reported thot children are being groomeod n 3 -4

o Younyg people are lesy Uikely to-talk about grooming Hioun otiver ssunes
becawnse of shame or poinful personal feelingy associated witiv s

o The CAC raised concernsy about the danger of “catfishing” a term
Hhey wsed to- descripe how people create a false ldentity online, Hiis
W not always done withv malicitouns uintent; but o could be nsed ay a
meoany for predotors to- hawe access to- chiloren: This highligihvty the
umportomnce of being awore of how easily foke accounts and profiles
con be createol.

Cose Studies

Cose Exonmple: I one porticndar case a porent pironed tie service for
support ay they had been made aware that Helr child was being groomed
by an online paecdopivile ring. This fearful experience impacted on the
Cose Exonnple: One example Hiey gove wos wirven a 17 yeor old gurl called
Childline to- talk about how she had been on a website wivere yow can
that via o webecam, to- anyone un the world, anonymowsly. She was talking
to- someone she felt she coudd trust: Dunring their chaty Hhe caller said Hat
shhe had wndiressed wivile shve way on the camera. Following Huy she
realised Hhie person she way commumnicating withv was not wio- they sald
they were and she way afraid tihvey had recovoed He images of her. This
young person way terrified and cried hysterically Huroughout the call. She
was close withv her family and had close friends but was adamant she
wanted no- one to- fund. out: She way anxlons abpout how- this wowld affect
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her future and wiretiver the mages would be put online. She was haurt and
embarrassed tHat she had believed Huy person way wiho Hey had portrayed
themselves to- be

3.6 Sexfortion

Sextortion refers to- o broad category of sexumal exploitotion wirici Ly
marked: by a Huweat of public huwmidiotion, an abuse of power and for
young people ut often takes the form of thweatening to- release sexumnal images
own social media sifes and apps as a meany of untumidation: They can
Hhreaten to- publically release privote umages to- intumidate or hrt thelr
peers due to- fall-outs, relatiovsihip break up’s or revenge.  In some cases
young people are sometimes plockimaided for money ovr asked to- send
fuurtiver intumate pictures or coerced. unto- dong sexumal acty un attemmpts to-
stop a perpetrator from sending their personal images to- others:

Key Findings

o Thuroughh Cihhildline online service wihere young people have talked
oot thelr concerny and fears for othvery “ blackmadiling and
threatening to-share their private information?’ online.

o Fear and anxiety regarding people’s private information and umages
being stolen iy a recurring theme for young people, witiv the
Aamaging effects being foar reaching from financial, emotional and
reputational. ln one case, two friends had exchanged nude pictures,
but after o disagreement one of tihe friends posted the nude pictres
of her friend on her parentsy Facehook page as an act of revenge.

o In a recent worryng case o girl contacted the ISPCC after being
Hureatened online. Corwersations and photos from her boyfriend’s
Snapchat account had been stolen and posted online withowt her
permission. Her original infention- to- share personal uinformation
with her boyfriend in o private setting was spoiled. Faced with
commenty online about her personal Uife, her looks, her beraviowr,
she wos distroungt:

Cose Studies

Cose Exonmyple: A Cihhvildine volunteer spoke abpout how two- friends aged 14
called. Cihhildine togetirer one evening. They talked about how- tiey had
sent pietures of themwselves “ cn thecr underwear fo-a guy they had
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randomly met-online’”. Thiy person had taken sereensinoty of tive pletnres
anol was thureatening to- post Hhemw ondine wnless tiey sent him more
plctures. The gurly were very distressed ano wnsure of wietiver to- respond to-
Huy persows demands or not: They dld not want to- ypeak to- anyone about
U and they did not wont the Gardod to- kinow- becounse they were afroid of
being judged and talked abowt in sehool. They felt tHheir only option was
sudcide. This indicates tie level of stress the friends experienced, they
continued. to- engage withv Chhildhine but during the call they felt there
were no- viable solutions to- tHhus sitnation.

3.7. ldentity and Wellbheing

For young people ldentity development wos forged Hhwoughh o dynamic
wterplay of validation from family, friends and peers, and personal
experiences along withv blological factory. The cyber world lhhas added a
new- dumension to- e development of wlentity for young people. Childiren
ands young people have always sought out validation and recognition of
their Wentities: This behaviowr hay remained the some, but wiat s
Adifferent today B how young people seek Hrat validation; Hhe level of
exposnre to- the lmitless supply of people ey can now- compare themselyes
to= In the context of this report the Hheme of Llentity and wellbeing refery to-
the impact ovdline actiarity con hoave on one’s own sense of self and mental
wellbeing.

Cyber Wentity, porticndarly on social media sites b a mixture of true and
exaggerated events, inferests, activities and umages: The digutal culture s
changing the way childirren and young people play, nteract, learn,
validation not only from friends, fomily and people v their commumnity,
but now- from strangers — thuroughh ondine activity. The challenges thot foces
young people today are to- be able to- recognise tie dynamic uintferplay
between their real and cyber worldy and protect hemselves from the

Key Findings

o Childline callery report that they feel sad becawnse they don't get
‘Ukes on Facehook: This hay o hnge mpact on Hheir self-confloence
ond self-wortiv
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o The pre—teen & teenage years are typically Hre tume wiren younyg
people struggle withv their ldentity, this can be compounded by tieir
experiences online. Staff talked about concerny for young people
withv poor self-umage and how-tiese negative experiences umpacted
Heir self-esteem, thelr confidence and. Hheir relationsiips along

o Young people are wsing photo shop technology to- ‘enance’ photos
before they post them online

Cose Studies

Cose Exonnple: Anotiver cient Corrie” wivo- way 12 yeary old had engaged
wv arguments and disputes witiv friends thuoughv WhatsApp and Viber and
sihe talked abowt how- her friends were not responding to- her messages
growp chaty and Hhe it she felt ay a resudt of this: Corrie struggled witiv
her confldence ay a resudt: She way deleted from a Viber growp set we by
her peers, thisy exclsion had. a hunge umpact on her emotionally, of wirici
she required emotional support to- hvelp her overcome thuiy negative
exprience.

3.8. Lack of Knowledge and Skills

Thooughout He review U U cear Hhat o pottern of confusion way emergung
for owr service users. Chhildren and. youwng people felt unable to- control
nappropriote activities, they were uwnsure of wiere to- turn or how-to-
addiressy concerns. Parents were parflendarly feeling U-equipped to-deal
withv Bsues of safety ondine. Feedback from ouwr external network say that
porents are not kinowledgeaiple on cyber safety and thisy was reiterated by
the ISPCCsy CAC.

Key Findings

o  The sharing of inappropriete pictures was o proplem un sehooly, and
young people did not know wihat to- do- to- stop- tis

o Young people did not kinow howto- stop receiving inappropriote
messages on Snapcihat:

o  Chuldren and young people were not aware of rusks from ondine
predotory or hackers, they did not kinow how- to- spot wnusumal activity
or howto- respond. Uf approacihed online by someone unknown.
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o Fear of exposuwre iy blocking people from accessing appropriate
supporty and adiice. It iy also- preventing young people from speaking
to- friendy and family about their experiences, wirich only Golates
Hem more and can put them uv a more vudnerable positlon.

o Chuildiood support workery felt Hhat some young people were over
negative responses/ comments Hey would receive. For example: a 13
year old way regulorly accosted by a growp of teenagery wirile owt b
public areas~tihey were able to-fell her location becawnse of her
online “location check—ing’’

o General kinowledge on reporting and responding to- inappropriate

o Parenty are unfamilior witiv their children’s online activities.

o  Porenty are unsimre how- to- respond. to- cyberbullying; for exomple:
who- do- they report tor, how do- ey report concerns?
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4. ISPCC Key Recommendation:

lreland reqguires oo Notional Strategy on Childrew's Cyber Safety. The
Covmmittee shouwld recommend the ummediate development of this asy o
priority by government:

The potential components of suci a stratfegy are owtlined below:

4.1 Recommended Strotegy Component: Implementfation of Key Eduncation
Measures regarding Online Beaviowr

Edwcation and Support for Children
Technology has many positive impacts on He linves of young people but the
ISPCC’sy work has informed ws that owr education system and society are
failling to- prepove childien to- Ldlentify and wnderstond online risks:
the uinfernet and eduncating on the potential dangers, wirle ultumately
building ondine residience. Chhildiren need to- kinow wirat options are
availdaple to- them shouwld Hhey encowndter certain risks:

o  Cuwrricnlum:

Within Hae broader cuarricvdum, from primary level onwoardy, children
st be supported to- become move aware of Bsnes thot can arise wiren
posting and publisihving ovdine as well as tive dangery of exposures to-
harmful communicoations: The UK government made internet safety o
compudsory part of the new curricvduwm un 2014. Schooly can also-teacih e~
safety duwring PSHE lessons and they arve all requived. by law-to- have
measures uv place to- prevent bullyung and cyber bullying?

. Resili puiloi
resilience, to- make Hhe right decisions. They can be experts un Hhe actual
technology but not necessardy capable of using o un Hhe right way. This s

Joint Committee on Clhildren and. Youtiv Affaivy — ISPCC briefing on Children
ande Cyber Safety 19



a key Bsune, and one wirich underping all of the educational measnires
requirecd

e Sex Edwncation

The current sexnal healtr eduncation of childuren at primary sehool level
does not reflect Hre digital world and He changing environment tivat Hey
live i Education around cyber safety needs to- be made pourt of e
primary school cuarricvduwm: From 4 class one childiren shoulol be
educated and made owore of how tHrey can protect Hemselves online.

The ISPCC knows that children are now- exploring their sexuality more
ovdine. However, the uwnintended consequences of His are not being
explored: This sue needs to- form port of sex education n botr formal and
unformal settungs.

o Freedow of expression and privacy

Thaouglv eduncation, children shouwld be informed of He importance of
balancing the right to- freedom of expression withv the right to- privacy.

o Empathy and online behoviowr

It U evident from the case examples highlighted, un tuis briefing Hrat
many children and young people can behrave differently online Hian Hrey
wowdd do- v a similar face~to-face situation: Young people can experience
a lack of empativy wiren belratowr takes place belvind a sereen. They are
not alwayy fully aware of the umplications of posting nasty commentary
apowt otivers.

o Legal and otirer Implications
Chhildren shouldd be educated. on ondine bejroviowr and made aware of
potential legal and othver consequences of His behonviowr.
Edwcation and Support for Parents

o Establishing safe and healthy boundaries

A coordinated. approaci s needed. to- support and educate porents on
establishing safe and healtivy boundaries and grownd rudes at hhome
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around acceptable internet usage. This would help to- vighlight He
o Edwcation on rusks and consequences

Education needs to- be provided arownd te risks, reaci and consequences
of certoin online belowtowry and sites being vusifed (gaming, efe:) by
childiren and young people. Some parents are awore of sites being visited
but may not be aware of potential dangers: Cybersecunrity Lsines anol
practical options of wirat to- do- wiren certoin Usues are encowntereo need to-
be explored

¢ Recognition of parenty support role
Pavrents need. to- famidiorise themselves witiv the platforms their chiloren
are umsing and engage un open conwersationy apout Hem: Thisy can help to-
create an environment wihere the child kinows they can speak to- teir
porent withowt being judgeo
Support for Teachers

o Training on Impact of online behaviowr
Teachers wouwld benefiut from training to- help spot Hhe signs or umpact of
harmful belonviowr online —tre risks, reaci and consequences of certain
ondine belhaviouwrs. Thiy training shouwld equip Hem to- be open to- the
possible danger signs that may be exhibited in a classroom.

e National Guidance on supporting children who have accessed
National guidance s required for teacihery to- support them v handling
situations where childiren have knowingly or unknowingly accessed

o Appropriote Training
Where currricvdum materialy oare developed to- embed cyber safety aworeness
v key subjects, e.g. SPHE, appropriote training shhould be provided.

Racsing Awareness
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Ay techunology increasingly becomes embpedoed i daily Uife U Ly essential
that young people are well informed. abouwt all aspects of tHhe cyber world.
Tavgeted national media campaigns on cyber safety are needed, wiich
shhould be developed withv key stakeloloers:

4.2 Recommended Strategy Component: Reform of Low- regarding
Children’s Cyber Safety

The current legulative landscape lhhay not kept pace witiv the adyances uv
techunology witiv regards to- the protectiow of childven online. The shhariung
of personal information withowt someone’s permission hay become an
extremely harmful form of activity, often wndertaken as part of o brovoder
factic by criminaly to- exploit individunals: The shotk of finding owt Hhat
pivotos or personal uinformation has been shared leares the person
extremely vidnerabple, and often prevendts them from making tive right
decision, Le. speaking fo- a trusted adult: lnstead they often agree to-tire
demandy of the criminal — wirich can inclunde sending fuartiver intumate
piotos, money or botu

This has a profound effect on childrren and young people un partieuwlor
becanse UF B suche a breacih of trust and privacy. Adudty are usmally better
equipped to- deal witiv the problem, to- recognise exploitotion and extortion
and better aple to- understand wiro- iy ot fault: Many young people blame
themselves, and fear reportung s beravitour U case tivey are held
respovsibhle.

It & vitad that wivile a legslative response s necessary, U does not seek to-
criminalise children and that laws are supported by education and

o Enactment and Implementotion of the Criminal Law-Sexunal Offences
Act

The ISPCC welcomes Hus recently possed Act but U must be enacted and
o Implementation of the Recommendations of the Law Reform
Commission un relotion to- the reform of the Criminal law-
The law- cannot necessarly prevent young people from engaging U risky
belhavior online — U cannot and showld not criminalise cihviloren;
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however, U con and showld make U asy difflendt asy possible for cruminaly to-
forget and exploit chvildren: In Septembper 2016, the Law Reform
Commission grasped thiy challenge witiv tive lawncdn of Uy report Harmpud
Communications and Digital Safety wiici set ot how- the law v lreland
needy to- chhange. The ISPCC hay wornmdy welcomed Uy recommendotions

o Blotking, Flltering and Peer to- Peer Networks

The natwre of crumes against childiren online hay cihanged. Teclhunology,
ondine platforms and social media are wsed effectively as tools by
wndirtdumaly wiro- vowe o crimminal interest un childiren, to- torget Hem,
communicote withv them and exploit them It iy vufal that the legulation
makes this more diffiendt for people wivo-seek to- prey on childiren
o Leguslation needy to- be underpinned by a National Cyber Safety
Strategy for Children

New- laws will go- some way to- responding to- wsidiows belravior by
criminaly who target childien: But they must be matched withe a national
strotegy that gwes childiren every opportunity to- enjoy the huge educational
and soclal benefity of technology and social media, v a safe and protected
erwronment:

4.3 Recommended Strategy Component: Establisih the Office of o Digital
Safety Commissioner and a Policy and Regulatory Framework

Based. o dato from ounr nfernal review there appears to- be many
undependent companies and organisations adaising on cyber safety, yet
Hhere appears to- be no- unifled or coordinated approacih to- dealing witiv
these Gsues.

o Establishwent of an Office of o Digital Safety Commissioner

The ISPCC recommends that an Office of the Digital Safety Commissioner
be established. 1ty remit coudd inclunde tive coordination of key stakelroloers
v the development of a national strategy on childvren's cyber safety. They
coudd lead v researciy, policy, education and service delivery of all cyber
related Usunes.

o Centrolused reporting and recording of ussues
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ISPCC staff noted that there iy an under reporting of case of cyber ssunes: I+
was suggested that there needs to- be a centralised wnit or pathwoy for
people to- report Bsues they are focing — this will lead to- tighter monitforing
and dotuwmenting of cyber safety thureats and help to- develop a more
coovdinated and effective rasponse Uf Bsues arve being Lentifled at an
eorlier stoge.

[W~thought ot and. spontaneons sharing of umages, self-generated or
otherwiuse iy a growing propplem among children and their peers: Chhvildren
have told wy Hhat there s general confusion about wirere they can go-to-
report these concerning activities: The ISPCC supports the estabplishunent of
Hhe Office of a Digital Safety Commissioner witiv responsibilities as
outlined un Hhe Law Reform Commissiony Report:?

Chhildiren hawe reported to- ws that effective take down procedures ave o key
sk for Hhem wiren U comes to- ondine safety. Adequate resovarcing and. cross
sector support will be fundamental to- an effective and functional Office of
the Digutal Safety Commissioner.

The Office of the Digutal Safety Commissioner’s role shhoudod encompass Hie

following:

- Adwise government on laws regulation and policy v this area

- Under take an educational function to- build aworeness of risks to-
childiren

- Oversee o Code of Guidance for Hhe industry and monitor complionce
withv that code

- Hawve an bwestigatory role to- respond to- complaints as well ay power

Indwstry hagy a role to- play un evsring that wiren they sell any
techunologieal device or connected toy that they eduncate botiv

childrens/ young people and porents/carery o safe and responsible use.
This office shhowld have a role un promoting Hiiy, so-that undustry
organisotiony that are doing good work can be recognised, and those that
ore not adequately protecting children online con be sanctioned.

st/ www:lawreform. e/ flewplondy/ Finol%20Report%200n%20Harnfud%20Cony
muwndcoflonsfe200nd% 20D gutod%20Sofety%202 1 %20Sept%20PM.pdf pgy 157-159
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5, Appendices
5.1 Excerpty from Relevant Exfernal Studies / Researchv

Law Reform Commission Report on Harmful Communicationsy and Digital
Safety September 20164

The ISPCC supporty the recomumendation of He establisihwment of a statutory
body to- promote online and digital safety and to- provide oversight of
“toake~doww proceduwres’’ operated. by online service providers such as soclal
media sites. The recommendation to- focns on education withv regaros to-
Mgital safety v the report B key to- ensiring that young people are better
equipped to- navigate the online world safely.

Cyberbullying i lreland A survey of Parents Intfernet Usage and
Knowledge - National Anti-Bullying Centre at Dublin City University
(DCV) 2016°

Over 900 parentsy of 9 to- 16 year oldy avsmwered tive online guestionnadire.
I summary, He suarvey revealed that wihidle lrishe parentsy perceive
themselves to- be viglant un monitforing computer and infernet usage, there
W o over-rellance on their children gwing Hhem accurate accouwnts of
Helr online activity — especially on soclal media, wirere ondy 18% of
porents supervise activity.  And wihile many children may shhow honesty
wv thily area, there s also- a well-established “digutal decelt’ pattern un
pre~teen and teen dealings withv their parents that can leanve tiem
vibineraiple online, especially to- cyberbullying. ¢

Zeeko Digutal Trend Report 20167
Highligits of the trends in 2016 nclunde;

o 86% of primary school childirren use a mobhile device (smant pirone,
toplet o (Podl).

o Childrew ave starting younger to- use the intfernet (o anverage 15t clasy
studenty first went online at 4.9 yearsy old vy 6t class stuwdents flrst
went online at 7.6 yeoars olo).

4

http://www.lawreform.ie/ fileupload/Reports/Full%20Colour%20Cover%20Report%200n%20Harmful%20Co
mmunications%20and%20Digital%20Safety.pdf

> http://www4.dcu.ie/sites/default/files/institute_of education/pdfs/ABC-Cyberbullying-Survey.pdf

® Ibid. Pg. 4

" http://zeeko.ie/press-3/
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e  66% of primary school childiren self-report they kinow- more about
ondine games than their porents and 5% self-report ey kinow-
about Apps Hew their parents:

e 34% of primary sehool childiren have more tHhan 2 howry sereen tume

per day during weekdays, rising to- 54% having more than 2 howry
sereen tume per doy ot tive weekenol.,

o Cyberbullying: Percentage of primary school childuren wiro- reported
being cyberbullied

o Istclass 7%

o 2nd classy 13%
o 3Bri classy 15%
o 4t clagsy 10%
o Stvclasy 11%
o otihvclagsy 12%.

e Snapchat has taken over lnstoagram as He most popudor social media
app withv 45% of etiv class pupily using Snapchat:

o % of children wiosee the following ay seriows or very seriouns
o Cyberbullying, 77%
o Talking to-a stranger online, 58%
o Digital footprint, 40%
o Spending too- long online, 40%.

Older boyy engage un risky belhaviowr ondine, of 6t class boys surveyed 34%
spoke withv a stromger online, 70% played wit a stranger online, and 60%
played an over 18 gome online.

Webwise Parenting Survey 20172

o 45% of parenty say the risks to- children of wsing e unternet
ouwtweigh Hhe benefity: This i o sharp inerease on 25% v 2012

8 https://www.webwise.ie/news/webwise-2017-parenting-survey/
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Exposure to- pornograpivy (71%) and. cyberbullying (70%) remaimn
prominent risks cited by pavents just as Hey were v 2012.

Four maim risks stand out bn equal numbers os He most serions
ondine grooming or sexumal exploUtation, and Accessing pornogropiic
confent:

The ranking of top parentol concernsy remaing e same rrespective
of the age of Hre chilo

Some parentfal concerns unerease withv the childly age (eg. accessing
pornographic content and damaging their reputation) wivile otiver
concerny dminisiv ay the child grows older (e.g. ondine grooming and

The concerns that worry povents the most are those that pose a divect
Hureat to- the child, eg.

cyberbuldying and. online grooming, despite the fact that actual
uncldence o roae.

ISPCC 2016

The ISPCC condurcted a brief survey witiv young people attending o young
person’s event v Dublin unv Octobher 201 6.

283 children and young people surveyed.

Age Range -13 yearsy old -19 years old

Average Age of respondents: 15.5 yeary

Chhildwrew reported spending an average four howry ovdine ow a school
day and over sexven howry ovdine on a non-seirool day.

86% of respondents had no parental controly unstalled on a derice
they wse wividle 36% reporting feeling wsafe online.
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5.2 ISPCC Cuose Studies
Cyberbullying

Cose Exonnple: One support worker spoke about tihe cose of an 11 year old
gurl who- disclosed Hhat she wos being bullied on Facehook: Wihew her
mother was made awore of this, Hie child was made to- block to- He bullies.
The childl suffered from low—esteem and appeared to- think that bullying
andl fonting via soclal media was normal and happened to- everyone. The
chiddls motiver was guite active on Facelpook and had been involved in
some ovdine altercotions herself, of wirich tihe child wasy aware.

Case Example: Another ISPCC Support Worker talked about how a youung
person they worked witiv received a “ very nasty message from a friend’”,
This act was perceinved as the norm by tie young person, U that U was ok
to- write hurtful comments and send e or make them public: In Heir
work they tolked about howeasy U way for someone to- detaci from tive
accovntabidity of huwrting someone, the young person noted that U was easy
for people to- “hide behind a sereen’’

Cose Exonmple: I anotiver case a young person had to- move from their
made new friends however she reported how- shve was siUL getting nasty
messages ondine from friends un her old sehool. Social media Un this case
definitely prolonged tive stress ano anxiety for Hus young person and

I anotier example U was noted how- many of ouwr workers had come across
mainy chenty wivo- had experienced a mixture of cyberbudlying on
Facebook and Snapcihat alongside more traditional forms of bullyiung
which were corrried owt face~to-face. For this staff member she felt that it
W easy for young people to- write an offensive message online and to-
minimise the mpact they are having. Support workers highlighted Hiat
young people show a lack of empativy wien these comments are postec
ovline compared to- foce~to-face withv someone. Whew cyberbullying ocenrsy
U W easy to forget that there s a real persone witiv Houghty and feelingy on
e receiving end. There s a detachument from the act and. therefore a lack
of accowntapility and acknowledgement regarding tire potential negative
effects Hus type of online activity con hare.
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Case Exowple: One childirood support worker noted that in tive review of
her work over the last 18 montivyy one third of Hie cases had o
yberbuwllyung element to- Hhem, however they were not He main reason for
referral. For these young people they were botiv the perpetrator and tive
victim of cyberbullying and sre noted that many porents and young
people often felt Hhat responding to- cyberbullyng would aggrovate the
sttnation but the concept of “they starfed o and sfanding wp for yourself’
was wsed s o ratlonale for reacting withv offensinve or hamrtful comments
These conflicting Lleas demovstrate people’s inability to- respond fo-tirese
Case Exomple: Sue” s 14 yeary olo and s being bullied by a growp of
people from her school v an online chat growp: She sald this has been
going on for the last few monthy and it makes her feel bao: Recently sive
spent Hhe weekend hanging out witiv a boy un her year, he posted pictures
of themw fogetirer online and since then gurly have been calling her names
sehool W to- strike back Hhe same way ot the bullies: She talked abouwt
feeling very bad and stated tivat she does't care of someone killsy me
anywoy. Sue sodd her parents and teachers are worried about her but Hus
makes her feel shve sy a proplem to- everybody.

Case Examyple: Coller wos o 16 yr. old glrl wiro- was being bullied tn
sehool by a growp of gwrls: She way hoping sihve “wourdd geta break over the
summer” but they stavted forgeting her ovdine and by phone. She felt
there wos no- escape from the bullying. They were sending her messages
tureatening her safety and telling her to-toke her Ufe by suicide. She was
nervous abot reporting U for fear the bullying wouwld escalate.

Excessive Tume Spent Online

Case Example: A support worker tolked abowt her concern relating to-a
young person engaged witiv ovr Mentoring programme wivo- lhad a poor peer
support network v “real UWfe’ bt had many friends ondine wivom trey
had never met: Furthermore, iy young person did not seem concerned by
their lack of “real Life friends?.

Case Exanmyple: A stoff member pounted fo- the ongoing conflict between a
teenage boy and mother regording the amount of time he spends o sy
phone. According to- Wiy motiver “ he i neyer off that phone’. On furtiver
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Alsenssion U was discovered Hat Huis boy's mother had never discusseo
boundaries or rudes regarding phhone wsage and. provided. credit for
downlondy tat she kinew- very Uttle abowt: So- wihile Hie parent unv Hls
phone, they were also- enabling His to- happen.

Sexting

Cose Exonmple: “ Anotiver ssue Hhat come up withv some young people s
sexting. One of the young people | worked withv told me of Ussunes relating to-
o friend wio- had sent nuwde plctures wirich were tiven posted to- her
friend’s parentsy Facepook page as an act of revenge. My client hao a good
relationships witiv her mum and wowld have had open discwssions apout
nude plotures and sexting, U woas sometiving e way encountering ano one
boy was requesting of her. This happened during ovr intervention so- sihe
was able to- be assertive about U but | would wonder Uf someone hay Low-
self-esteermn and hast supportive relationsivips wirat wouwld happen.’

Cose Exonnple: A stoff member reported howa 12 year old gurl she worked
renforced by her motiver wivo- woudd comment “ look art my beawdtifil
Aauvghter’’ Following the uplonding of this content; thiy girl received
Hureats and rumounrs were spread abowt her regarding alleged sexunalisec
behaviowr. This young girl s now- ln care and. tHhe covut has ovoered that
she e no- access to- Wi-Fu, however, shve doesy buy credit wiren she can

Childline Online reported Hhat young people ay young as 10 and 11 were
presenting to- Huiy service to- falk about sexting. Chhvildline reported tivat
some young people explain that they hove wsed sexting as a way to- express
or explore Hhelr sexunality. However some young people contacted Childline
after Hhey had sexted as they were worried, and, concerned ay to- any
possiple long lasting consequences for them, eg. wivo- could hhave soned Heir
unage, efe.

Ondune Grooming

Cose Exovple: In e case of Jay* a 15 year old gl wio- contacted
Chhvildline Ondine, she talked. about hhow- shhe had recently met an “older
gy’ ondine, someone she “Aid not know-cn real Life’”’ and they had been
talking for a counple of weeks: She really enjoyed talking to- tis person
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online but suddendy he stourted asking of shve would Like to- sende “nude
pretures of herself’ to- v Joy wos very coneerneo and confused about
this, she felt emborrassed and was e f F was “rightor wrong”. She
felt pressunrised to- send tihe pictres but was worried about being thowght of
as “Frigid”. Joy was also- concerned that if she did send the pictures that
Huis person cowdol put e online, even Houghv e had reassmared. lher Hat
he wowld not do- tiis

Jay had not spoken to- friends or fomily about tiis and talked apout how
She spoke about hhow His would be done to- protect her. Jay spoke n more
detoll withv Childine and towards e end of the engagement sie said sie
felt more confldent to- end the contact withe Huis person. Jay’s case stuoly
highlights the conflict that can ot wiren a younyg person s being
groomeod ondine; wirvde she was awore of He rusks and dangers oo
recognised howthis situation made her feel uncomfortable, she st felt
extreme pressinre to- comply withv the demandy of the person grooming her.
This person had initlated contact withv Jay, bt trust;, and e
manipuloted Hus rdlationsiip to-try to- extract sexunalised umages from Joy.
And, wirile Jay reached owt to- Clhhildline, Ut Ly also- a concern that she felt
unaple to- speak to- her friends and famidly about wivat she way going
Huwrough It highlighty how- relatively guickly an online relationsiip wos
estoablished, and. hhow easily a risky decision coudd be made n haste wiren
wnoler pressinre.

Cose Exanyple: A 12 year old female client of tive Chhildirood Support
Service. Thig young person was very lonely, disconnected from her porents
and had no real friendsy un whom she could conflde. This young person
tfurned fo- social media for company and connection. During sessions sive
talkeod about how she had recently been un contact withv an adudt
America via Facehook: The childirood, support worker was very concerneo
Hhat this young person displayed no- understanding of the riusks or potential
consequences of developing an online relationship withv an unknown
ot

ldentity and Wellhbeing

Case Exanyple; Jack’ wiro- was Leyry old was a cient wirvo shavred iy
Aiffienlties withv low self-esteem wirieh he felt were affected by using

Joint Committee on Clhildren and. Youtiv Affaivy — ISPCC briefing on Children
ande Cyber Safety 31



Facelpook and subsequently resulted un him feeling inadequate wiren
comparing iy Ufe fo- iy peers: Jack hao low- self-esteem and felt that
othery lives compared. better to- s Jack struggled. witiv mental healt
Afflendties and he discussed using soclal media to- gange positive reactions
from otivery and feeling let down and low- v himself wiren tiils didinit
Cose Exonple: One staff member tolked about o cient wiro- had posted a
pioto of herself on rateme.com asking othver people to- rate her appearance.
For Hus 12 year old girl, “this was a normal thing fo-do’’. She explained
how- her friends do- i all the tume, but wiren tive stoff member exploved tire
situation withv her fuarthver U was clear to- e Hhat her self-image ano
self-esteem were greatly dependant of ratungy from othvers on tiily site. Thiy
W also- validated by Hie increase un picture flltering options/ mage altering
opps (eg. BeantyPlny) ow techunology tivat are now- unv high use by young
people:

Lack of Knowledge and Skills

Cose Exowmple: The following case deseribhes a call from MioX wivo- way 14
years old, she contacted Childine saying she had been asked to- send a
“nude’”’ pieture of herself to- o boy wio she had befriended on a social
network site. She did not kinow- i previowsly. Hy furst inferaction withv
her was to- ask for o “nude’”.  Mia contacted Childbine looking to- see wivat
sihve shhoudd dos showdd she block i or “mesy arovnd’” withv i flrst: By
messing she meant chatting. Mio said e looked “hot’ in the plctures he
had sent her but she did not kinow Uf these plctures were genine.
Childline explored witiv her Uf she Hhought (F way safe to- send pictures to-
somebodly she did not kinow: Mia said shhe way not guite sure now, buwt
sinee she ddinlt kinow- Iviim,, maybe not: Childline uinformed Mio that once
o pletmre W sent to- anyone, yoww no- longer lhhase control of wio-sees Ut or
where U coulol end up:

Childline exploved lhow Mia would, like to- be treated by boys: She salod
sihe would Like to- be respected and not criticised for everytiving sihe does
(Uke her ex—boyfriend did). Childline Hhen explored (f Mia thoughht e
boy wos showing her respect by asking her for a nunde picture. Mio fold
Childline Hus wos not the first time she way asked to- seno oo “pic’’ of
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herself to- someone, there way anotiver tume, on a dating app she had
“randomly downdloaded”’, hbut that she lhay since deleted U She coudo not
remember the name of Ut Mia went on to- say she hao blocked this “guy”,
but wanted to- kinow- Uf he will get mad. Childline exploved witiv her Uf UF
mattered to- her, of he got mad?

Mia also said she had almost 1,000 friends online, but shhe now Huinks she
shhouddl stourt checking wivo- she s adding. She guestioned iof some “picy’’ are
real.  Childline exploined Hat wndessy we actually know- the person, we
connot be sure that they are real. Mia asked Uf she gets o “pie of a guy’s
tHing” should she chat witiv themw or block them. Childine reflected Hhat
they had chatted about respect earlier and did she feel respected wiren she
receinved pietures Uke that? She saide F makes her feel “diggusting”. Mio
sadld e deleted that message and blocked that guy now too:  Mia asked
way U welrds Hat shhve was ondy 14 and had experienced “all these’.

withv the situations: She way directed to- the ISPCC and Clhildline websites
to- Look at information available on protecting yourself ondline.

What i significant apout M’y case b her response fo- tuis situation, of
demovstrotes tihe lack of kinowledge and skills some young people have
wien presented witiv challengey online. The call from Mia clearly shhows
the vudnerablity of some young people online. It shows how Mia struggled
to- uwnderstand wivat Uy consioered appropriate ondine behaviowr. It shows
contacted her and howthese encountersy are becoming normalised for
young people. From her story Mia has experienced real confusion abpout
whether to- engage or not withv iy person, she s e how-to- respond,
concerned Uf she wlll make Hiemw angry and appears to- lack tie skills to-
deal appropriotely withv Hese situations (by not reporting or seeking
support from friends or foamily). Mia hay a sense Hhat some of wiat she
has experienced online sy not acceptable (makes her feel disgusting) but
Huiy U being challenged by Hie frequency of these encountery and wihat she
W observing. It hay also- vighlighvted ver lack of awareness regoroing
prvacy settings, wirdieh may howve been overridden by her want to- hhave
high mumbers of o online friends.

5.3 ISPCC Submissions (Excerpts)
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ISPCC Submission intfo the New- National Women’s Strategy Jannary 2016

Key ISPCC Priority: Modernisation of Cuwrrent Sexunal Healtiv and
Technology Curricnda for Children

lrelondly sex education does not meet the needs of childven; U i owntdated
o needs an overiound v order for children to- make informed ciotces
and be betfter protected.d

Chhildren are becoming aware of their sexuality and their desire to- explore
U ot o younger age: lnereasingly, Hiey are using online platforms to- do- Hris
A recent internal ISPCC case review- confurmed the pressupe Hhat some
chilldren are now under to- share self—taken images of Hemselves witiv
otihers.

Case Study: A 16 year-old girl was referred. to-the ISPCCs child and.
family support service due to- concerns regording the sharing of
wnappropriote pletures and content withv male peerse Wit sessions His
girl also disenssed. male students n her sehool sending her unsolicited
unappropriote pictures. This was a common proplem un her selrool. She
became the reciplent of explicit messages and pictures long after she had
engaged: i sharing explicit pietures of herself. She ways concerned about
the implications for her reputation witch shve felt way blighted due to- ver

ln iy nintiv report lirelandls special rapportewnr on chuild protection
Professor Dr Geoffrey Shannow highlights tiat one of the Sustoinable
Developmental Goals Uy to- ‘Ensuare uninversal access to- sexnal anol
reproductive health-care services, including for family planning,
nformation and eduncotionr© Thisy new natlonal women’s strotegy must
suwpport thisy Uf UF U to- keep chvildaren informed, safe and protected. on Hiein
sexmnal healtin.

CAC Membery: Same—sex schootly are notequipping girly and boys fo-
communicarte effectively with each other. Thisy situation does not reflect

T Witp/ [ wwwsurussivtumes.com/ news/ edincation/ sex —eo - un—urelond — -y -adl-diseose -
rk —ono -crisis-pregnancy -1.2212 770
Ohttp://www.dcya.gov.ie/documents/publications/201611189thReportoftheSpecialRapporteuronChildProtection

.pdf pg. 69
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realdty where girly and boys will be mixing with each other. Programmes
v schootly showdd feach everyone fo-embrace difference:

OUTCOME: Rewised and Updated Positive Sexual Healtiv Education on
National Curriecvdluwm

By foiling to- ensire a mandatory and consistent approaciv to- sex
education, we will fall to- keep chvildien safe. Thhis education needs to- be
denveloped age-appropriately, to- include childiren un primary sehrool. The
cnarricndume shhoudd teacih young people about antonomy, consent and otirer
umportont concepts to- enable them to- build their resilience. Children, gurly
and boyy alike, need to- be educated positively on thewr sexunal healtiv They
need a plotform wiere thvey can speak opendy about His and Heir
sexmnality; o spoce wiere they can learn and develop emotionally and
psychologically, not just wiere facts are handed down witiv Litte

ACTION 1: Review Current Sexunal Healtiv Education

A review of cudrrent sexunal healtiv education s requived v ovder to- revise
oo update Ut to- make Ut relevont to- children today. A proactive
modernisation of owr sex education curriculuwm wiriche meets tive needs of
childiren B wrgently requivedl.

ACTION 2: Covsultotion with Civildren

Children need to- be part of tive discussion o any proposed updatey on tire
reform of sexual healtiv eduncotion. A public corsultation seeking unput
from chilldren (s requined. Any consultotion witiv children shhounlod be
child~centred, pairticipatory and meaningful. The children’s consudtation
unit i the Department of Childuren and, Youtn Affairs hay o Lot of
resouirces ove Hals

OUTCOME: Better Understanding of the Role of Technology in Childrenly
Sexual Health Explovation

Owr support workers hawe found Hhat sending self-generated intumate
photos as a new form of flirfing is increasing in prevalence among
childiren. Some consider thisy a “safer’” way of exploring their sexunality
wihile engaging v sexnalised belrovtowr. Unfortunately, owr infernal case
review- hag shown, this U not alwayys the case. The resudting ‘body
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shaming' (publicly making e person feel embarrassed about thveir body
the child or young person, and n some cases, can lead tHhem to-
contemplate self-harm or swicide.

ACTION: Empowering Children to- be Safe wiren using Technology to-
Explore thewr Sexunality

For many generotionsy in lreland tadking, even thinking about one’s
sexmnality was toboo: Today's childirew are not so- inclined and many talk
strongers.

From primary level onwordy, childiven must be supported to- become more
gutal saavy: they can be experty uv the actual techuology but not
necessarily capable of using it in Hhe right way. We need to- communicate
the umportance of bolancing the right to- freedom of expression witiv tire
right to- privacy. Information and adnice for parents and guardions as well
as for teachers and educatory must be umproved, botiv by government and
by wnodwstry providers.

The need for regulotion for industry and tive role of industry un self-
regulating must also- be considered. Organisations wirich benefit from tie
wse by young people of Hhelr platforms and apps online must have ropust
protection systems inclunding easy to- use reporting and swift take-down
procedures wiere Ussnes arise.

Key ISPCC Priority: Commitment to- Developing o National Strategy on
Children's Cyber Safety

The recent report on Harmful Communicotions and Digital Safety from tire
Law- Reform Comumission referenced two- studies wirich shhowed that gurly
to- their male cownterpoststt

One ISPCC case study highlighted how one client told their support worker
of sunes relating to- o friend wio- hhad sent nnde pictures wiricl were thenw
posted to- her friendls porentsy Facehook poages asy an act of revenge: Their

Uhttp:/lwww.lawreform.ie/ fileupload/Reports/Full%20Colour%20Cover%20Report%200n%20Harmful%20C
ommunications%20and%20Digital%20Safety.pdf pg. 200
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chent had a good relationsivip witiv her mume and. had open discinssions
oot nunde pletres and sexting; U was somethving she wos enconntering
ands wirich one boy way requesting of her. This happened during e
chents intervention withv the ISPCC so- she was able to- be supported to-be
Childrenws online safety s the child protection Bsue of our tume. A
national strategy wmust gwe childiren every opportunity to- enjoy tire hurge
educational and social benefits of technology and social media, in a safe
and protfected enwivronment:

OUTCOME: Publisirving o National Strategy on Cihildren’s Cyber Safety

There b crnrrently no national strategy on childvren's cyber safety. This
stroteqgy wust unclunde the previowsly mentioned proactive modernisation of
owr sex education and. techunology curricnla.

A national strategy on children’s cyber safety will need to- strike o balance
between highlighting He new- and emerging risks to- children wirile also-
promoting the positive aspecty of being ondine. Promoting respovsiple
ACTION 1: Review of Chhildren's Cyber Safety Strategies Internationally

A review of childrenls cyber safety strategies internationally along with
best practices will help to- inform a national strategy for lreland. Australio
has established an Office of Hhe Ciildirenls eSafety Commissioner where
potential learning cowld. be initiated.s>

ACTION 2: Attain Commitments from Key Stakelolders

A national strategy on children’s cyber safety will need Hhe support of all
key stakeholdery: input from indwstry, parents and childvren themselves s
povromovint. When childiren are exposed to- dangers online they need to- feel
confloent U te relevont infernet service providers and/or sociol networks
to- support them v dealing witiv the Bsue. Parents needs to- be engaged. i
educating Hhemselves on their children’s internet wsage and. be un a
position to- lsten and support Heir children wiren requived.

12 hitps://www.esafety.gov.au/
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e ISPCC Subwission to- Depoartment of Commumnications, Climate Action
and Enarironment on the Low Reform Commission’s Report on
Hormful Communications and Digutal Safety Janumary 2016

ISPCC Key Recommendations

1. Implementing Key Education Measures regording Online Behariowr
It W evident from tie case examples highlighted un Huy supmission tiat
many chuildren and youwng people can behane differently online Hian they
wowddl do- v a simdilar face to- face situation: Young people can experience o
lack of empativy wiren behonviowr takes place belind a sereen. Young
people are not alwoays fully awore of the umplicationy of posting
commentory about otrers. Cihhvildien need to- be educated on online
belhastowr: they need to- be made aware of potential legal and otirer
The ISPCC knows that children are now- exploring their sexumality more
ondine. However, the uwnintended consequences of Hus are not being
covsequences i line withv proposed changes to- the law, uinclnding Hais
review of the Defamation Act 2009.

Separately, and within the broader cuwrricvduwm, from primary level
ovwwoardy, childaen wust be supported. to- become more aware of Usues that
can arise wiren posting and pubplishving online as well ay the dangersy of
exposinres to- hormful commumnications. Cihildren need to- be supported to-
build Helr coping skilly and. emotional resilience, to- make Hie right
decisions online. They con be experts in the actual technology but not
necessarily capable of wsing U n Hhe right way. We need fo- communicate
the importance of balancing tive right to- freedom of expression witiv the
right to- privacy. Information and adaice for parenty and guoardians as well
ok for teacihers and educatory must be umproved, botiv by government and
by wdwstry providers

2. Establishing the Office of a Digital Safety Commissioner
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|U~thouwght owt and spontoneons shharung of umages, self-generoted or
otherwise Ly a growing proplem among childvren and their peers: Children
have told wy that there sy general confusion about wirere they can go-to-
report these concerning activifies: The ISPCC supports the establishument of
the Office of a Digital Safety Commissioner witiv responsibilities as
ouwtlined un the Law- Reform Commission’s Report:*> Childiren have reportecd
to- ws that effective take down proceduves are a key ask for them wiren of
comey fo- ondine safety. Adequate resovnrcing and cross sector support will be
commissioner.

3. Publishving a National Strotegy on Children's Cyber Safety

There b currently no- national strategy on childrenw's cyber safety wiich iy
hugely concerning to- the ISPCC. This must include proactive
modernization of our sex education and technology curricnla: We are
cwnrrently failing to- keep childiren safe of we fail to- ensure o mandatory
ool covuistent approaciv to- sex education

Childrenw's online safety b the child protection Bsue of our tume. New laws
wll go- some way to- responding to- wusidiows belhasior by criminals wiro
tourget children: But they must be matched withv a national strategy that
Jwes childiren every opportunity to- enjoy the hwuge educational and social
benefits of technology and social media, in a safe and protected.
enarronment:

ISPCC Submission to- Department of Justice & Equality’s Consultotion
Protesy on ‘Age of Digutal Consent - December 2016

Suwmmary of owr proposals:
1. Department to- consudt withv childiren on their views re intfroduncing
national leguslation on age of digutal consent
2. An awarreness compaign to- unform childiren and Hheir
pairents/ corers/ guordiony of e Regulation

13t/ [/ www:lawreformie/ filewplondy/ Funol% 20R eport%200n20Hovrmfud%20Com
nusnAcotons%e2.00nd% 20D igUtol%h20Safety%2021%20Sept?20PM.pdf pgsy 157-159
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3. Government should encourage Hiose companies witiv a base n
lreland wiro- may be processing data as per the Regulation to- consult
withv children to- ereate ‘child~friendly’ Ty & C

4. The ISPCC recommended Hrat national leguslation set the age lumit
ot 13 years for lreland wirere services provided are commercial.

5. The ISPCC notes Hhe recommendations i tire Nuntiv Report of the
Special Rapportewr on Child Protection on tie ‘Right to- be Forgottew.
‘Right to- be Forgotten’ — tie age at wirichh a child posty information
whetiver fo- remove an individumal’s personal information from sites
(Eduwcation piece on this Right (s needed).

Appenndin 3 ISPCC Case Review Methodology

In July 2016 the ISPCC's internal working growp on cyber safety began a
case rexiew of the cyber related Bsues that the ISPCC had encountered from
the chuldren, young people and famidies witiv wirom we work over an 1.8 -
montiv period. Over SO0 colly and 250 online contoacts, over 50 cally to- ovr
support Une (aduwdt helpline) and 30 childlroodl support cases were
reviewed, along withv staff and volunteer unterviews and fotns growps:

The ISPCC soughit to- have o clearer understanding of tive challenges
children, young people and their famidlies were facing and. to- understand
how- regularly Hiey were coming across these challenges: What We Aumed to-
Aciviene

o A review of date from all owr services as well as from the local,
national and unfernational networks un wirieh the ISPCC

o Doata woy gathered from several different sownrces uncluding owr
Childline services (phones, text & online), chidd and family support
services, o support Une and owr ntferagency networks:

Joint Committee on Cihilduren and. Youtiv Affairsy — ISPCC briefing on Cihvildren
and Cyber Safety 40



o  Recommendations were compiled from staff and volunteery on hhow
we couldl support childiren, young people and Hieir fomilies wit
these Gssues.

o  These case studies wourld v turn support ovr media and. policy work.

Key Questions Asked

o How often hag a cyber related Usune otcunrred withvin Hie service
o What are tihe cyber related usues experienced by childiren, young
o Sharing of cose studies witiv peers
o What are tie mpacts/effects of cyber related (sunes on
hildrens/ young people, on their poarents/corers, fomilies?
o What more cowld tive ISPCC do-to- support children, young people
and their families on cyber related issnes?

Tune Frome

We reviewed 18 monthg’ of ISPCC work (from Janumary 155 2015 to- 30t of
June 2016.)

Evidence
This review- 4 boased o evidence from

832 Cally to- Clhvildline 1 foews growp witiv e CAC

3 External Networks 263 Contocts on Chuildline
Online 53 Support Line Callsy 31
Cihildiroodl Support Work Cases

1o Interviews witiv staff and volunteersy 1 Case stndy from Shielod
Campaign

Main Themes ldentified

. Cyberbullying
o  Excessive Tume Spent Online
o Accessy and Exposure to- lnappropriate Content
e Sextnyg
o  Online Grooming
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e Sexfortlon
o ldentity and Wellheing
o Lack of Knowledge and Skilly

Wihile Hais review- focnsed on e chhallenges and risks that the cyber world
poses for children and young people, Ut i umportant to- vighlight Hhat
within the reviews the positive benefits that the untfernet affords to- young
people were also- clearly evident: Yet for Hie purpose of Hls review the
themes lLdentifled relate solely to-the risks and dhallenges tivat chhiloren,
young people and parents encouwnter Huwoughh their online wse ano
Wteraction: A greater understanding of these Usues will lead to-tie
development of greater protections for childiren and young people using the
unternet:

The CAC (ISPCC's Chhvildwrenw's Adwisory Committee) also expressed He
unportonce of highlighting the positives of the unternet; u i helpful for
commumnicating withv family members wirvo- are abroad; wsing the uintfernet
as o educotional and learning tool; a forum to- express views and share
experiences:

Tharowghowt tie review we Ldlentified case studies wirere young people
found Hre internet a lhunge positive eg. children moving unfo- a new- foster
family wsed ondine social networks to- connect to- new- friends at Hheir new-
sehool. The internet can also- be used as a positive tool for emotional
support which i evident Huwoughv owr own Clhvildline service.
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