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Section 1 Introduction and Context 
The latest version of the Code of Governance of Irish Institutes of Technology was issued in January 

2012. Section 2.11.2 of the Code of Governance requires that: 

“There should be a statement on the system of internal control in the form set out in Part 3.4, which 

should be signed by the Chairperson and Chief Officer”. 

For this reason it is important to have a robust framework which will facilitate each Institute in 

reviewing its system of internal control and in making the necessary statement on an annual basis. 

This framework document was developed in 2011 by two working groups drawn from a number of 

the Institutes of Technology, who developed the framework by reference to relevant codes of practice, 

legislation, standards, and best practice guidance.  The framework is not intended to be prescriptive in 

its detail as it is recognised that it is not feasible or desirable to attempt to provide for all compliance 

requirements applicable to the Institutes of Technology.  However, the framework does provide clear 

principles based approach to evaluating the system of internal control and can be tailored as 

applicable by each Institute.   

1.1 What is a System of Internal Control? 

An internal control system
1
 “encompasses the policies, processes, tasks, behaviours and other aspects 

of a company that, taken together: 

 

• facilitate its effective and efficient operation by enabling it to respond appropriately to significant 

business, operational, financial, compliance and other risks to achieving the company's objectives. 

This includes the safeguarding of assets from inappropriate use or from loss and fraud and ensuring 

that liabilities are identified and managed; 

 

• help ensure the quality of internal and external reporting. This requires the maintenance of proper 

records and processes that generate a flow of timely, relevant and reliable information from within 

and outside the organisation; 

 

• help ensure compliance with applicable laws and regulations, and also with internal policies with 

respect to the conduct of business.” 

 

“A sound system of internal control reduces, but cannot eliminate, the possibility of poor judgement 

in decision-making; human error; control processes being deliberately circumvented by employees 

and others; management overriding controls; and the occurrence of unforeseeable circumstances.” 

 

“A sound system of internal control therefore provides reasonable, but not absolute, assurance that a 

company will not be hindered in achieving its business objectives, or in the orderly and legitimate 

conduct of its business, by circumstances which may reasonably be foreseen. A system of internal 

control cannot, however, provide protection with certainty against a company failing to meet its 

business objectives or all material errors, losses, fraud, or breaches of laws or regulations.” 

 

                                                           
1
 Financial Reporting Council, October 2005; The Committee of Sponsoring Organizations (COSO) of the 

Treadway Commission also supports these objectives of Internal Control (Internal Control – Integrated 
Framework). 
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1.2 Who is Responsible for maintaining the System of Internal Control? 

The Code of Governance of Irish Institutes of Technology requires that the statement of internal 

control is signed by the Chairperson of the Governing Body and the Chief Officer, reviewed by the 

Comptroller and Auditor General, and submitted with the annual accounts to the HEA and the 

Minister for Education and Skills.  

In addition to these requirements, a separate annual governance statement must be signed by the Chief 

Officer and the Chairperson of the Governing Body and submitted to the HEA. The annual 

governance statement should include: 

 A statement confirming that a Code of Governance and a Code of Conduct for Governing 

Body members and employees have been adopted, put in place and are being monitored; 

 Confirmation that government travel requirements are being complied with and; 

 Confirmation that the relevant procurement policy and procedures and the development and 

implementation of the Corporate Procurement Plan are being adhered to where appropriate. 

In the event that the Institute fails to comply with any of the above the Institute of Technology shall 

report such matters of non compliance to the HEA providing an explanation for same and stating any 

corrective action taken or contemplated. 

The Governing Body is ultimately responsible for the Institute’s system of internal control.
2
  

However, all of the Executive, all Management and all staff within the institute have a 

responsibility to ensure a sound system of internal control is implemented and operating. 

                                                           
2
 Code of Governance of Irish institute of Technology, 2012. 
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The following provides a brief outline of some of the key roles and responsibilities.  As Institute 

structures can and do vary, these roles and responsibilities
3
 may need to be localised to specific 

Institutes as appropriate.  Additional and/or other specific responsibilities may also be included as 

required. 

1.2.1 Governing Body 

Overall responsibility for risk management and internal control within the Institute lies with the 

Governing Body.  The Governing Body should: 

 Approve the risk management policy and monitor its effectiveness. 

 Review material risk incidents and note or approve actions taken to deal with them. 

 Make risk management a regular meeting agenda item for the Audit Committee. 

 Consider establishing a risk committee and, in any event, including review of risk 

management in the terms of reference to the Audit Committee. 

 Require external review of effectiveness of the risk management framework on a periodic 

basis. 

Section 1.3 will explain how the system of internal control and risk management are intrinsically 

linked, and as such the Governing Body will approve the Institute’s Risk Management Policy which is 

the start point for implementation of internal controls.   

 

1.2.2 The Chief Officer 

The Institute’s Chief Officer is responsible for: 

 Leading and championing the implementation of the Institute’s system of internal control. 

 

 Guiding the use of this framework as a management tool; assign responsibility for localisation; 

set implementation timelines (on a phased basis as may be required); monitor progress. 

 

 Making the Governing Body and the Audit Committee aware of this internal control framework 

and how it can assist in supporting the basis for the statement of internal control. 

 

 Reporting in person or through a nominee to the Audit Committee (or Governing Body as 

required) on a bi-annual basis on the adequacy of the Institute’s system of internal control.  

 

 Signing the annual statement of internal control together with the Chairperson of the Governing 

Body. 

 

1.2.3 Institute Executive Management Team  

The Institute’s Executive Management Team is responsible for: 

 Implementing the Institute’s system of internal control which includes: 

                                                           
3
 Note that the 2010 Good Practice Guidelines for Governing Body members provides a broader overview of 

key roles and responsibilities within each Institute. 
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o Identifying and monitoring compliance requirements and the controls 

required to ensure compliance 

o Ensuring that controls identified are working, provide periodic positive 

assurance that they are working and/or report if they are not working 

 Critically reviewing the effectiveness of the system of internal control 

 Reporting to the Governing Body and/or Audit Committe as requested. 

 

1.2.4 Heads of Department /Heads of Functional Areas/Operational Management 

Heads of Department /Heads of Functional Areas /Operational Management are responsible for the 

following in relation to internal control: 

 

 Implementation of internal controls within their area of responsibility. 

 The identification, and assessment, of compliance requirements within their area and the 

management of these compliance requirements through the implementation of relevant 

controls. 

 The regular review of controls in their area and reporting of results to their line manager 

who is a member of the Executive Management Team bi-annually or as required. 

 Reporting to the Institute Executive Management Team as required. 

 

1.2.5 Institute Staff 

Institute Staff are primarily responsible for the consistent and effective operation of internal control.  

Control activities performed by Institute staff form the basic building blocks to the statement of 

internal control. 

 

1.3 The Role of the Audit Committee and Internal Audit  

1.3.1 Audit Committee 

The Audit Committee is a sub-committee of the Governing Body and is comprised of non-executive 

members of the Governing Body. 

The role of the Audit Committee is to provide assurance to the Governing Body that an adequate 

system of internal control is implemented and is operating effectively in the Institute.  In providing the 

required level of assurance, the Audit Committee will: 

 Keep under review the key compliance requirements of the Institute to ensure that the 

internal control system effectively addresses these.  

 Approve an Internal Audit Plan which provides reasonable coverage of the key areas of 

Internal Control. 

 Challenge management on the robustness of their system of internal control. 

 Ensure that internal control assurance provided by management, internal audit and 

external audit is (when combined) adequate to support the annual statement of internal 

control and the annual governance statement. 

 Engage with external subject matter experts and invite them to attend meetings / join the 

Committee where the Audit Committee does not have sufficient knowledge or expertise 

in a particular area. 
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 Report to the Governing Body on its findings in relation to internal control and the 

adequacy of the system of internal control on an annual basis. 

 Periodically meet with the Comptroller and Auditor General to discuss the resourcing of 

the internal audit function with particular reference to staffing of the function, the audit 

work programmes being applied and the testing carried out on the specific areas covered 

by its charter. 

 

1.3.2 Internal Audit 

Internal Audit is responsible for the independent review of internal controls within the Institute.  In 

developing its Annual Internal Audit Plan, in consultation with the Audit Committee and the Chief 

Officer, cognisance will be taken of the Institute’s Risk Register. It is envisaged that Internal Audit 

would only review a subset of internal controls in any given period but given their independence they 

can provide a greater level of assurance on the appropriateness of the controls and their operating 

effectiveness.  However the Audit Committee also need to seek assurances from management on 

those internal controls which are not subject to internal audit review. The Internal Audit function 

should report directly to the Audit Committee. The Head of Internal Audit function, when out sourced 

or in-house, should have considerable seniority within their organisation and the content of all internal 

audit reports should be entirely at their discretion. 

 

1.4 Link to Risk Management 

Section 2.3.3 of the Code of Governance states: 

 
 

“An Institute of Technology’s objectives, its internal organisation and the environment in which it 

operates are continually evolving and, as a result, the risks it faces are continually changing. A sound 

system of internal control therefore depends on a thorough and regular evaluation of the nature and 

extent of the risks to which the Institute of Technology is exposed. The purpose of internal control is to 

help manage and control risk appropriately rather than to eliminate it.” 

 

 

Therefore, it follows that an Institute cannot have a sound system of internal control if it does not 

thoroughly and regularly evaluate the risks to achievement of Institute objectives.  Consequently 

identification, assessment and management of risk is intrinsically linked with the maintenance of the 

system of internal control. 

 

While implementation of this framework does not substitute for the implementation of robust risk 

management processes, this framework does aim to set out what is required to mitigate the risk of non 

compliance with a wide range of requirements which input into the statement of internal control and 

the annual governance statement.  If these requirements are not clearly mapped out and addressed, 

then an Institute may be exposed to significant reputational, financial and operational consequences.  

While non compliance risk is only one element of risk, it is wide reaching and requires a systematic 

effort to ensure complete coverage. 

 

In addition, in terms of specifically complying with the requirement for Risk Management, section 

5.2.3 provides guidance on expected activities to assist each Institute demonstrate their effective 

identification, assessment and management of risk over time. 
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LINKING INTERNAL CONTROL AND RISK MANAGEMENT
4
 

 

1.5 Related Reference Documentation 

The following documents should be read in conjunction with this framework and/or referenced as this 

framework is being implemented at Institute Level: 

 2012 Code of Governance of Irish Institutes of Technology 

 Institute Specific Risk Management Policy 

 Institute Specific Risk Register(s) 

 Institute Specific Control Procedures 

  

                                                           
4
 This framework examines what internal controls are expected specifically to address the risk of non 

compliance across areas relevant to the statement of internal control and the annual governance statement.  
In addition, each Institute must look at risk management in a broader context in parallel with this 
“compliance” agenda. 
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1.6 Focus of the Compliance Effort 

As per section 1.3, the focus of this framework is on providing a basis for addressing the risk of non 

compliance in those areas which specifically need to be addressed in the following two key 

documents
5
: 

A. The annual statement of internal control 

B. The annual governance statement 

 

1.7 Layout of this Framework 

In relation to A. above, Section 1.1 outlines a number of components in the system of internal control.  

Specifically, it outlines that the internal control system needs to respond appropriately to significant 

risks in each of the following areas: 

 

 Business (In this framework, Institutional) 

 Operational 

 Financial 

 Compliance 

 Other (In this framework, General Compliance) 

 

While the area of financial risks is included, it is only one of five broad areas of risk which input into 

the overall system of internal control. 

 

Sections 2 to 6 of this framework considers each of these five areas as they apply to Institutes of 

Technology and consider what expected controls are potentially necessary to meet relevant 

compliance based requirements in these areas (linked back to statements A. and B. above).  While 

other commercial/non compliance risks may exist in these areas, the focus of this framework is on 

assisting Institutes assess their level of compliance and provide an adequate basis for making their 

statement on internal control and their annual governance statement. 

 

Each section contains the following detail for Institute review and consideration. 

 

 

Heading Description 

A: Compliance Requirement Specifies what the Institute is required to 

comply with from known legislation, 

standards and best practice guidance available 

at the time of drafting the framework. 

 

The source document for each compliance 

requirement is also noted in this column and 

readers should familiarise themselves, as 

required, with the detail of these source 

documents. 

 

                                                           
5
 Refer to the Code of Practice for the Governance of Irish Institutes of Technology. 
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Heading Description 

B: Expected Control Activity Details the activities expected to ensure 

compliance with the requirements specified in 

Column A. 

 

Information provided includes the nature of the 

activity, frequency performed and person(s) 

performing the activity where applicable. 

 

It is important to note the word ‘expected’ – 

each individual Institute will be required to 

tailor column B to ensure control activities 

documented reflect actual control activities in 

operation at the Institute. 

C: Process for Monitoring Continuing 

Effectiveness (of the control activity) 

Outlines the process undertaken by the 

Institute to monitor the effective operation of 

control activities throughout the year. 

 

Information provided includes: nature of the 

monitoring activity, frequency performed and 

person(s) performing the activity- where 

applicable. 

D: Communication and Reporting Sets out the known required external 

reporting and expected internal reporting 

where applicable. 

Note that external reporting is generally 

mandatory and each Institute need to ensure 

they are satisfying the reporting requirement. 

Internal reporting (to the Executive 

Management Team, Audit Committee and/or 

Governing Body) can be tailored to reflect 

practices in individual Institutes. 

E: Institute Comments/References/Actions Nominated Institute staff are required to 

complete Column E and indicate whether: 

Control activities are in place, they are operating 

effectively, required reporting has been 

performed; provide control description or 

reference relevant control documentation. 



Irish Institutes of Technology  Internal Controls Framework VERSION 1.2 
 

13 
 

Expected control activities exist to a certain 

extent but not wholly; Provide description of 

existing controls and/or reference documentation 

with overview of mitigating controls; And outline 

required action to address, action date and person 

responsible (Column F). 

Controls/processes do not exist and outline 

required action to address, action date and person 

responsible (Column F) 

F: Person(s) Responsible [for Monitoring as 

per Column C] 

Nominated Institute staff to specify the 

primary person(s) responsible for monitoring 

the effective operation of controls and the 

completion of required reporting.   

Where applicable, this person may also be 

responsible for implementing actions to rectify 

control deficiencies identified. 
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1.8 How to use this Framework 

The document is an operational framework which should be used by the Executive Management 

Team and wider Institute Management to review and implement effective internal control. 

 

A framework can be described as a broad overview or outline of interlinked items which supports a 

particular approach to a specific objective and serves as a guide that can be modified as required.   

Therefore in the context of making an annual statement of internal control, this framework provides 

an overview of the areas, compliance requirements, expected controls, structures and processes which 

need to be considered, reviewed, revised and/or implemented by an Institute with the objective of 

improving, assessing and reporting on their system of internal control.  The latter is primarily through 

the statement of internal control which is to be signed by the Chairperson and the Chief Officer. 

 

Sections 2 to 6 contain a range of compliance requirements which have been organised in a logical 

manner by reference to known requirements at the point in time of the development of this 

framework. This list is not exhaustive as it is a point in time capture of those known requirements 

considered under the following headings (as per the definition of internal controls): 

 Business (In this framework, Institutional) 

 Operational 

 Financial 

 Compliance 

 Other (In this framework, General Compliance) 

 

The detail in relation to these compliance requirements resides in the reference source documents and 

the onus is on the person charged with responsibility to be familiar with the detailed requirements of 

the relevant source documents.  The exception to this is Section 4 where the detail is largely contained 

within the section due to the absence of specific source documents which could be referenced. 

 

The following steps (and the sequence) are proposed in assisting Institutes use the framework to best 

effect: 

 

1.) The Chief Officer (President) should assign review and co-ordination of Sections 2 to 6 to the 

appropriate person or persons within the Institute. Refer to section 1.10. It is imperative that 

responsibility for completion of these sections is spread across a number of individuals 

within the Institute. 

 

2.) Request each person (or group) to review the expected control activity, the process for 

monitoring effectiveness, and relevant communication and reporting tasks   - the relevant 

entries in columns B, C and D should be tailored to the Institute.  As this is being done, they 

should indicate one of the following: 

 Indicate in Institute Column E that expected controls exist and reference relevant 

documentation or provide a clear description of the existing controls 

 Indicate in Institute Column E that expected controls exist to a certain extent but 

not wholly and provide a clear description of controls which do exist and/or 

reference either documentation with overview of mitigating controls and outline 

required action to address, action date and person responsible (Column F). 

 Indicate in Institute Column E that expected controls/processes do not exist and 

outline required action to address, action date and person responsible (Column F). 

 

3.) Once all sections are reviewed, collate required actions and follow up on implementation 

through the Executive management process.  Ensure implementation of actions is timely and 

does not warrant any reporting of exceptions in the annual statement of internal control and/or 

the annual governance statement. 

http://www.businessdictionary.com/definition/outline.html
http://www.businessdictionary.com/definition/item.html
http://www.investorwords.com/4826/support.html
http://www.businessdictionary.com/definition/objective.html
http://www.businessdictionary.com/definition/serve.html
http://www.businessdictionary.com/definition/required.html
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4.) On an annual basis, management should present to the Audit Committee and/or Governing 

Body on the Institute’s system of internal control and a localised version
6
 of this framework 

should assist in such presentation. 

5.) On an annual basis there should be some independent review of the effective operation of 

some or all of the controls identified through this framework with the objective of providing 

additional assurance to the Audit Committee and onto the Governing Body. 

6.) The steps 1.) to 6.) are iterative and need to be repeated at an appropriate time each financial 

year. 

 

 

1.9 Management Tool 

It is important to note that this framework is a management tool.  It is not a “control checklist”.   

 

The document is formatted in a manner which should allow Chief Officers and their Executive to 

consider all potential areas of compliance but it may well be that some relevant areas are absent and 

areas mentioned here are not relevant.  Therefore the document should be used as a guide in 

considering relevant areas and the onus is on each Institute to tailor accordingly. 

 

Within each section of relevant compliance requirements, tailoring is again required at the control 

activity level.  The document sets out the expected control activities but these need to be tailored to 

each Institute.  Simply ticking the box on each control activity does not make an Institute compliant 

and this is not the intention of the document.  The framework should be used as a guide when 

considering individual compliance requirements and Institute management should satisfy themselves 

that the Institute has appropriate internal controls in place.   

 

As part of ongoing review and provision of assurance to the Governing Body, Internal Audit and the 

Audit Committee should periodically challenge management on adequacy of localised controls.

                                                           
6
 The Governing Body may review and approve the localised version on an annual basis. 
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1.10 Overview of Sections and Person(s) Responsible 
 

Section Compliance Requirements Person(s) Responsible 

2. Institute Level 

Requirements and 

Expected Controls 

2.1 Strategic Plan  

2.2 Organisational Structure  

2.3 Control Environment  

2.4 Risk Management  

2.5 Funding  

2.6 Emergency Response and Continuity  

2.7 Provision of Education  

3. Operational 

Requirements and 

Expected Controls 

3.1 Staff Utilisations  

3.2 Human Resources  

3.2.1 Employment Control Framework  

3.2.2 Recruitment  

3.2.3 Bullying and Harassment  

3.3 Quality Framework  

3.3.1 Academic Quality  

3.3.2 Research and Commercial 

Contracts 

 

3.3.3 Data Quality  

3.4 Information Technology  

3.4.1 Information Security  

3.4.2 Data Integrity  

3.4.3 Information and System 

Availability 

 

3.4.4 Appropriate Usage of IT 

Resources 

 

4. Financial Control  

Requirements and 

Expected Controls 

4.1 General Financial Controls  

4.2 Financial Statement Line Items  

5. Code of Practice 
Requirements and 

Expected Controls 

5.1 Part 1 – The Institutes of Technology Acts 

1992-2006 

 

5.2 Parts 2 and 3 – Code of Governance of Irish 

Institutes of Technology 

 

5.3 Procurement Regulations  

5.4 Appraisal and Management of Capital 

Proposals 

 

6. General 

Compliance 

Requirements and 

Expected Controls 

6.1 Health and Safety Management   

6.2 Value for Money Guidelines  

6.3 Data Protection and Record Retention  

6.4 Other  
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Section 2 Institute Level - Requirements and Expected Controls 
 

 A: Compliance Requirement B: Expected Control Activity C: Processes for monitoring 

continuing effectiveness 

D: Communications & Reporting E: Institute Comments 

/Controls/References/Actions  

F: Person (s) Responsible 

2.1  Strategic Plan 

• Institute objectives and strategy 

are clearly stated and properly 

communicated; 

 

• There is a coherent and integrated 

approach across all faculties and 

departments in the Institute to 

monitoring the achievement of 

strategic objectives 

Source: The Institute of Technology 

Acts 1992-2006 

 

1. There is a Governing Body 

approved strategic plan available 

to all staff and students and other 

stakeholders. 

2. Key stakeholders and key staff 

members have fed into the 

strategic plan and all key staff 

members (Executive members, 

Heads of School and Heads of 

Department) are aware of the 

plan. 

 

 

• Key performance indicators are 

identified so that the successful 

implementation of the strategic 

plan can be monitored. 

• The strategic plan, and key 

performance indicators, are 

reviewed and monitored on at 

least an annual basis. 

 

 

 

• The strategic plan should be 

available on the Institute’s 

website.  

• The Governing Body should be 

kept up to date with the Institute’s 

progress in achieving objectives 

set out in the strategic plan 

 

  

2.2 Organisational Structure 

An appropriate organisational 

structure which facilitates good 

governance and achievement of 

strategic objectives exists. 

Source: The Institute of Technology 

Acts 1992-2006; Best Practice. 

1. The Institute has a clear structure 

of accountability at Governing 

Body level with delegated 

responsibility clearly assigned 

down through the Institute in 

terms of roles and 

responsibilities of; Governing 

Body Committees, the President 

(Chief Officer), the Executive 

Management Team, Senior 

Management and Institute Staff.  

2. There is clear delineation of 

Governing Body and Executive 

Management Team roles. 

3. All of Senior Management and 

all key Institute staff have clear 

job descriptions which give 

clarity on their roles and 

responsibilities. 

• The terms of reference of the 

Governing Body is reviewed 

periodically. 

• The organisational structure, 

reporting lines, and job roles and 

responsibilities are reviewed 

periodically. 

 

 

 

• An up to date organisational 

structure should be made available 

on the Institute’s website. 

• The Governing Body should 

receive regular updates from its 

Committees, members of the 

Executive and Heads of School. 

 

  

2.3 Control Environment 

The Institute has a strong Control 

Environment which sets the “Tone 

from the Top”. 

Institute policies and guidance are 

clearly set out and directed from 

Governing Body level down 

through the Institute, including:  

 Code of Governance 

 Periodic review of key policies 

and procedures. 

 Institutional & Programmatic 

review recommendations are 

actioned in a timely manner. 

 There is periodic communication 

from the Chairperson of the 

Governing Body and the 

President, which are made 

available to staff, which reinforce 

the control consciousness of the 
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 A: Compliance Requirement B: Expected Control Activity C: Processes for monitoring 

continuing effectiveness 

D: Communications & Reporting E: Institute Comments 

/Controls/References/Actions  

F: Person (s) Responsible 

 

Source: Code of Governance of Irish 

Institutes of Technology 2012; Best 

Practice 

adopted by the Governing 

Body 

 Codes of Conduct 

 Risk Management Policy 

 Anti Fraud Policy 

Refer also to Section 5.2.3 on 

Compliance with the Code of 

Governance of Irish Institutes of 

Technology. 

Institute. 

 Progress on implementation of 

Institutional review & 

Programmatic reviews and 

recommendations are reported to 

Audit Committee/Governing 

Body. 

2.4 Risk Management 

The Institute identifies and 

effectively manages risks facing the 

Institute which otherwise could 

result in non achievement of 

strategic objectives and/or 

financial, reputational, 

organisational, operational or 

strategic loss, disruption or damage. 

Source: Code of Governance of Irish 

Institutes of Technology 2012; Best 

Practice 

 

1. The Governing Body 

implements and maintains a 

robust system of risk 

management which safeguards 

the Institute against specific 

risks.  

2. Key components of such a 

system include: 

 An approved risk management 

policy; 

 Ongoing process for the 

identification, assessment and 

management of risk by the 

Executive and Senior 

Management (usually 

documented in risk registers) 

 The risk management policy is 

reviewed periodically and should 

be made available on the 

Institute’s website. 

 Ongoing oversight of the risk 

management process by the 

Governing Body and/or one of its 

committees. 

Refer also to Section 5.2.3 on 

Compliance with the Code of 

Governance of Irish Institutes of 

Technology. 

 Risks from the risk management 

process are discussed on a regular 

basis (Monthly/Quarterly) by the 

Executive and required 

mitigations/ actions followed up. 

 The Governing Body and/or 

relevant committee are given 

periodic updates on the risk 

management process.  

  

 2.5 Funding 

 

The Institute is not completely 

reliant on exchequer funding and 

has additional revenue generating 

activity, to assist in putting it on a 

more sustainable footing. 

 

Source: OECD Examiner’s Report 

Review of Higher Education in Ireland 

September 2004 

 

 

The Institute has put in place 

structures (including roles and 

responsibilities) which maximise 

the Institute’s ability to diversify 

revenue streams.  

 

 

Key performance indicators and 

operational targets for revenue 

streams are set and monitored on a 

regular basis.  

 

 

Quarterly/Annual reports on 

progress against revenue stream 

targets are provided to the 

Executive Management Team, and 

Governing Body as required. 
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 A: Compliance Requirement B: Expected Control Activity C: Processes for monitoring 

continuing effectiveness 

D: Communications & Reporting E: Institute Comments 

/Controls/References/Actions  

F: Person (s) Responsible 

2.6 Emergency Response and 

Continuity 

The Institute responds in an 

appropriate and timely manner to 

emergency situations, and has a 

plan for the continuation of Institute 

activities in the aftermath of an 

emergency. 

Source: Best Practice; ISO/IEC 27031 

Information technology — Security 

techniques — Guidelines for 

information and communications 

technology readiness for business 

continuity 

 

 

1. The Institute has a robust 

emergency response and 

continuity plan. 

2. The Institute has an up to date 

insurance policy, which 

includes cover for ‘business 

interruption’. 

 

Refer also to Section 3.4.3 on IT 

Disaster Recovery Planning. 

 

 

Emergency Response and 

Continuity Plans should be 

reviewed and tested periodically. 

 

 

 

Outcome of Emergency Response 

and Continuity Plan tests should be 

reported to the Executive 

Management Team and Governing 

Body as required. 

  

2.7 Provision of Education 

The Institute is committed to 

Internationally-accepted standards 

in the provision of education and 

student services to all students.   

Source: Provision of Education to 

International Students – Code of 

Practice and Guidelines for Irish 

Higher Education Institutions, IHEQN, 

Best Practice. 

1. Functions/Departments within 

the Institute review on a 

periodic basis the services they 

provide to students against best 

practice as recommended in the 

code for provision of higher 

education. 

2. The Institute seek periodic 

feedback from students 

3. The Institute seek periodic 

feedback from employers 

 Student and employer feedback is 

monitored and reviewed, with 

appropriate actions being actions 

being taken to address 

dissatisfaction expressed. 

 Education and supports are 

reviewed within context of 

programme and Institute review 

process. 

Periodic reporting to Academic 

Programme Boards, Academic 

Council, Executive Management 

Team and Governing Body as 

appropriate 
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Section 3 Operational - Requirements and Expected Controls 

3.1 Staff Utilisations 

 A: Compliance Requirement B: Expected Control Activity C: Processes for monitoring 

continuing effectiveness 

D: Communications & Reporting E: Institute Comments 

/Controls/References/Actions  

F: Person (s) Responsible 

3.1.1 The Institute is effectively and 

fully utilising its staff 

Source: Revised Employment Control 

Framework (ECF) for the Higher 

Education Sector 2011-2014 

1. For Academic staff, the Institute 

nominates an appropriate 

person/group to reconcile 

timetabled hours to contracted 

hours (as per HR).  Where 

differences are identified, these are 

addressed in a timely manner. 

2. For non Academic staff, the 

Institute reviews staff and resource 

planning on a regular basis. 

 

 The Institute ensures that the 

reconciliation of timetabled 

hours to contracted hours is 

performed by reviewing the 

output each semester and 

challenging where appropriate 

action has not been taken on 

variances. 

 Responsibility for performance 

of the above reconciliation is 

specifically assigned.  The 

performance of the 

reconciliation may include a 

number of areas including HR, 

Finance and the Heads of 

School. 

 The Institute reviews the output 

of non academic staff planning 

and where appropriate takes 

necessary action. 

 

A summary report of the Academic 

Staff reconciliation and Non 

Academic staff review is presented 

to the Executive Management 

Team, and Governing Body as 

required (each semester if 

appropriate). 
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3.2 Human Resources (HR) 

 A: Compliance Requirement B: Expected Control Activity C: Processes for monitoring 

continuing effectiveness 

D: Communications & Reporting E: Institute Comments / 

Controls/References/Actions  

F: Person (s) Responsible 

3.2.1 Employment Control 

Framework 

Recruitment is in compliance with 

the revised ECF 2011. 

Source: Revised Employment Control 

Framework (ECF) for the Higher 

Education Sector 2011-2014 

Recruitment can only be 

undertaken in accordance with the 

terms of the Employment Control 

Framework. 

 

Staff numbers are internally 

checked before approval to 

proceed is granted. 

 Regular reporting to the HEA and 

government departments as 

required by the Employment 

Control Framework (Quarterly). 

 Disclosure of pension control 

account in financial statements 

  

3.2.2 Recruitment 

All recruitment follows an 

approved process which is 

efficient and effective resulting in 

the selection of appropriate and 

qualified personnel 

 

Source: Best Practice; ISO 9001 

Quality management systems 

Recruitment procedures 

incorporate relevant procedures for 

all types in Institute recruitment 

requirements regardless of funding 

source. 

 Recruitment procedures are 

reviewed on a periodic basis by 

both those in HR and those 

academic and non academic 

departments who are in receipt 

of the services of HR. 

 Governing Body approves the 

recruitment of new 

posts/employees as appropriate. 

 Recruitment procedures are 

available internally so that there 

is clarity on the process. 

 Any issues or delays with the 

recruitment of approved posts 

(which have a negative impact on 

the progression of Institute work) 

are reported to the Executive 

Management Team, and the 

Governing Body as required. 

  

3.2.3 Bullying and Harassment 

The Institute has implemented 

appropriate safeguards against 

staff bullying or harassment 

 Source:  Safety, Health and Welfare 

at Work Act, 2005;  

 Industrial Relations Act, 1990; 

 Employment Equality Act, 1998 

The Institute recognises it also has 

a duty of care towards students 

and the campus community as a 

whole. 

1. The institute has an anti 

bullying and harassment policy 

which is provided to all staff 

and students on 

commencement. 

2. Documented incidents of 

bullying and/or harassment are 

dealt with in an appropriate 

and timely manner. 

 The anti bullying and 

harassment policy is reviewed 

periodically. 

 The number and type of 

documented incidents are 

reviewed periodically to ensure 

any “root cause” concerns are 

identified and appropriately 

addressed. 

A summary report on number and 

type of incidents should be 

provided to the Executive 

Management Team and Governing 

Body as required. 
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3.3 Quality Framework 

 A: Compliance Requirement B: Expected Control Activity C: Processes for monitoring 

continuing effectiveness 

D: Communications & Reporting E: Institute Comments / 

Controls/References/Actions  

F: Person (s) Responsible 

3.3.1 Academic Quality 

(Undergraduate and 

Postgraduate) 

 Academic quality meets required 

standards to maintain the 

reputation and integrity of 

academic programmes and of 

Institute awards*. 

 

 Delegated authority and Research 

approval/ accreditation status is 

maintained (where applicable). 

Source: * Standards and guidelines 

for quality assurance in the European 

higher education area.  ENQA 

2007.  ISBN 9525539059. 

Institute has documented 

regulations and procedures for 

taught and research programmes to 

meet the seven elements of the 

ENQA standards. 

 

 Institute conducts a periodic 

review of effectiveness of 

quality assurance procedures. 

 Programmatic reviews are 

conducted on a periodic basis. 

Institute has programme boards 

in place which review 

programmes on an on-going 

basis. 

 After examination period, a 

review is performed of any 

issues arising. 

 Effectiveness reviews are 

overseen by Academic Council. 

 Perceived breaches in academic 

quality procedures are reported 

to Executive Management, 

Academic Council, Governing 

Body or other sub committees, 

as appropriate. 

 

  

3.3.2 Research and Commercial 

contracts 

 Institute meet deliverables of 

ethical research & commercial 

contracts. 

 Warranties on 

research/consulting activity do 

not result in liabilities. 

 Assurances provided by 

research/other Institute output are 

not inappropriately relied upon. 

 There are no disputes in relation 

to intellectual property. 

(Refer also to Section 5.2.8) 

Source: Best Practice, HETAC and 

IUQB Guidance on Research Degree 

Programmes 

1. There is an approval process 

prior to engaging in 

commercial contracts/research 

contracts.  This process ensures 

the Institute has the necessary 

resources to deliver on 

contracts. 

2. Institute has an appropriate 

ethics policy and proposed 

research/activity is compliant 

with that policy prior to 

commencement. 

3. Institute employee code of 

conduct contains a section on 

research code of conduct. 

4. All reports issued in relation to 

research/Institute output 

include a statement of 

responsibility (including 

limitations). 

5. Contracts are in place between 

Institute, Principal Investigator 

and third parties where 

applicable. 

Research and commercial contracts 

are reviewed periodically (at least 

annually) to ensure quality outputs 

as per contract are achievable in a 

timely manner and without 

financial, reputational or other loss 

to the Institute. 

Issues arising from review of 

contracts are reported to the 

Executive Management Team and 

Governing Body as appropriate. 
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 A: Compliance Requirement B: Expected Control Activity C: Processes for monitoring 

continuing effectiveness 

D: Communications & Reporting E: Institute Comments / 
Controls/References/Actions  

F: Person (s) Responsible 

3.3.3 Data Quality 

Institute information and data is 

current, complete, accurate and 

reliable, and is fit for both internal 

and external distribution. 

 

Source: Best Practice 

 

1. The Institute applies Data 

Quality standards which 

include manual data input 

controls and system data 

validation controls. 

2. An inventory of key data is 

maintained. 

Refer to 3.4.2 for appropriate 

access restrictions and change 

control. 

Periodic reviews are performed on 

the quality of data and on the 

manual and system controls at 

point of input;  

Actions to address are agreed and 

implemented as required. 

Deficiencies in the quality of data 

and information being presented 

are reported as appropriate. 

  

3.4 Information Technology 

 A: Compliance Requirement B: Expected Control Activity C: Processes for monitoring 

continuing effectiveness 

D: Communications & Reporting E: Institute Comments / 

Controls/References/Actions  

F: Person (s) Responsible 

3.4.1 Information Security 

Access to Institute Information 

pertaining to Institute staff, 

students, finances, commercial 

arrangements, and/or intellectual 

property is appropriately restricted. 

 

Source: Data Protection Acts 1988 

and 2003; Best Practice; ISO 

IEC/27000 Information Security 

Management Systems (ISMS) 

standards. 

1. The Institute has an 

information security policy 

which sets direction for the 

security of manual and 

electronic information which 

needs to be safeguarded. 

2. The Information Security 

Policy is supported by relevant 

standards and procedures 

which cover logical and 

physical security. 

 Information Security policy and 

related standards and procedures 

are reviewed periodically. 

 Application / System 

authentication/password 

settings/Network Perimeter 

controls (including firewall 

security configuration) are 

reviewed periodically to ensure 

they are in line with 

recommended standards. 

 A review of application / system 

administrators and application / 

system users is completed 

periodically. 

 Application / system 

administrators are informed of all 

starters, department transferees 

and leavers (by HR and/or the 

relevant department).  

 All security breaches are reported 

to the Executive Management 

Team and to the Governing Body 

as required. 

 

 

  

3.4.2  Data Integrity
7
 

Institute information or data is 

reliable, accurate or complete. 

 

Source: The Institute of Technology 

Acts 1992-2006; 

Best Practice; ISO IEC/27000 

Information Security Management 

Systems (ISMS) standards. 

1. Access to amend / modify / 

delete Institute data is 

appropriately restricted (3.4.1). 

2. The Institute has an approved 

change control policy which 

sets direction for the approval, 

testing and appropriate 

migration of all changes. 

3. The change control policy is 

supported by appropriate 

standards and procedures. 

 Change control policy and related 

standards and procedures are 

reviewed periodically. 

 Periodic reviews are undertaken 

to ensure adherence to change 

control policy and procedures. 

 

Any breaches to the policy are 

reported to the Executive 

Management Team and Governing 

Body as required. 

 

  

                                                           
7
 This relates to the integrity of data within the system.  Data quality issues relating to data input are addressed in 3.3.3. 
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 A: Compliance Requirement B: Expected Control Activity C: Processes for monitoring 

continuing effectiveness 

D: Communications & Reporting E: Institute Comments / 

Controls/References/Actions  

F: Person (s) Responsible 

3.4.3 Information and System 

Availability 

Institute Information/Data/Systems 

functionality are readily available 

and accessible 

Source: Best Practice; ISO IEC/27000 

Information Security Management 

Systems (ISMS) standards. 

1. The Institute have an inventory 

of systems and data to back up 

and have an approved system 

and data backup policy. 

2. System and data backup policy 

is supported by appropriate 

procedures. 

3. The Institute have an approved 

Disaster Recovery Plan (DRP). 

4. Anti-virus controls are 

implemented. 

5. Logical and Physical security 

controls as well as 

environmental controls are 

implemented to minimise the 

risk of downtime.  

 System and Data policy and 

related procedures are reviewed 

periodically. 

 System and data back-up 

checklists are completed and 

maintained. 

 Restores of key systems and data 

are completed on a periodic basis. 

 DRP plans are reviewed and 

tested periodically. 

 

Refer also to Section 2.6 on 

Emergency Response and 

Continuity. 

 Reasons for and resolutions of 

periods of significant downtime 

are reported to the Executive 

Management Team and 

Governing Body as required.  

 Outcome of DRP test is reported 

to the Executive Management 

Team and Governing Body as 

required. 

  

3.4.4 Appropriate Usage of IT 

Resources 

Institute Information/Data/Systems 

are not used for inappropriate 

and/or illegal purposes 

Source: Best Practice; ISO IEC/27000 

Information Security Management 

Systems (ISMS) standards. 

The Institute have an approved 

acceptable usage policy document 

for staff and students.  

 The acceptable usage policy is 

reviewed periodically. 

 Adherence to the acceptable usage 

policy is reviewed periodically. 

 The acceptable usage policy is 

provided to all staff and students 

and is readily available on the 

Institute website. 

 Any breaches are reported to the 

Executive Management Team 

and Governing Body as required. 
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Section 4 Financial Control - Requirements and Expected Controls 

4.1 General Financial Controls 

 A: Compliance Requirement B: Expected Control Activity C:Processes for monitoring and 

continuing effectiveness 

D: Communications & Reporting E: Institute Comments/ 

Controls/References/Actions 

F: Person(s) Responsible 

4.1.1 Roles and responsibilities within 

Finance are clearly defined. 

 

Source:  Agreed best practice for 

Internal Control 

 

 

 

 

 

1. Structure within Finance is 

documented and 

communicated.  

2. Positions within structure are 

filled. 

3. Each individual within Finance 

has their role and 

responsibility documented. 

4. Changes in key personnel are 

addressed with appropriate 

handover processes. 

5. Periodic cross training is 

provided to staff to ensure 

coverage for identified key 

financial processes. 

 Finance manager monitors 

staff levels within the finance 

department. 

 Executive Management Team 

review staffing numbers on a 

periodic basis. 

 

 Organisational chart for 

Finance is readily available. 

Positions which are vacant are 

clearly indicated on the 

organisational chart.  

 Disclosure made in Statement 

of Internal Control where there 

are vacancies in key finance 

positions. 

  

4.1.2 There is  segregation of duties 

 

Source:  Annual Statement of Internal 

Control, Agreed best practice for 

Internal Control 

 

 

1. Work processes/ procedures 

are designed to ensure 

segregation of duties 

2. Financial Information System 

access is configured to ensure 

segregation of duties  

 Finance Manager reviews 

work processes and procedures 

to ensure segregation of duties 

 System levels of access are 

reviewed periodically and 

updated as required (Refer to 

Section 3.4.1) 

 Authorisation limits are 

reviewed periodically and 

amended as required 

 Any segregation of duty issues 

are reported to the Executive 

Management Team along with 

appropriate mitigating controls 

which have been identified. 

 The Chairperson and the Chief 

Officer, in their annual 

Statement of Internal Control, 

affirm that the Institute has 

appropriate financial controls 

including adequate segregation 

of duties. 

  

4.1.3  Proper books of account and 

records of all income received 

and expenditure incurred are 

maintained. 

 

 Accounts have  been submitted 

to the Comptroller and Auditor 

General 

 

Source:  Institutes of Technology Acts 

1992 to 2006, Section 16, Employment 

Control Framework for the Higher 

1. Information systems related to 

financial reporting (Banner, 

Core, Electronic Banking, 

Agresso) have restricted access 

levels.   Access to upload 

journals is restricted. 

2. Entries to the general ledger 

cannot be deleted; corrections 

must be made via journal 

entries. 

3. Journal entries are approved by 

a relevant individual who 

examines supporting 

 Finance Manager and 

Secretary Financial Controller 

review monthly financial close 

results. 

 An analytical review is 

performed at year end 

(August) and as required on 

movements between current 

year and prior year – if there is 

a variance above threshold (€ 

and % change), explanation for 

the movement is noted. 

 

 Income and Expenditure is 

reported periodically to 

Governing Body and 

Executive Management Team. 

 Draft Financial Statements are 

presented to and reviewed by 

the Audit Committee.  Large 

variances between current year 

and prior year are explained 

 Financial Statements are 

approved by the Governing 

Body. 

 Annual Governance Statement 
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 A: Compliance Requirement B: Expected Control Activity C:Processes for monitoring and 

continuing effectiveness 

D: Communications & Reporting E: Institute Comments/ 

Controls/References/Actions 

F: Person(s) Responsible 

Education Sector 2011-2014 

Signed Financial Statements are  

received on a timely basis from the 

Comptroller and Auditor General 

Source: Agreed best practice for 

Internal Control 

  

documentation to ensure 

journal has been recorded 

correctly by the preparer. 

4. All balance sheet accounts are 

reconciled. 

5. Half yearly and annual 

accounts are prepared 

6. Financial Statements are 

prepared in accordance with 

applicable accounting 

standards. 

7. Financial Statements are 

prepared in accordance with 

the HEA specified format. 

8. Financial reporting close 

checklist is completed – which 

includes cut off procedures. 

 states whether all appropriate 

procedures for financial 

reporting have been carried 

out. 

 Significant 

changes/installations of new 

information technology 

systems related to financial 

reporting are disclosed in 

Statement of Internal Control 

 Record of  dates is maintained 

for:   

• External audit 

fieldwork 

commencement and 

completion 

• Signoff off date of 

financial statements 

• Dates are reported to the IoTI 

Audit Steering Committee for 

communication to the 

Comptroller and Auditor 

General. 

4.1.4  Statement of proposed 

expenditure and expected 

income (Programmes & 

Budgets) of the college for the 

following financial year have 

been submitted by 1
st
 of March 

(or at the date specified by the 

HEA) to the HEA by the  

Governing Body. 

 Actual expenditure does not 

exceed budgeted expenditure 

 

Source: Institutes of Technology Acts 

1992 to 2006, Section 13, Agreed best 

practice for Internal Control 

 

1. Governing Body has reviewed, 

approved and submitted 

statement of proposed 

expenditure and expected 

income (Programmes & 

Budgets) by 1
st
 March (or at 

the date specified by the 

HEA). 

2. Budget is uploaded as 

appropriate, to Finance System 

(Agresso). 

3. Budget holders are required to 

monitor budget versus actual  

4. System controls are in place to 

prevent purchases in excess of 

budget. 

 

 Periodic accounts are reviewed 

by Finance Manager, 

Secretary/ Financial Controller 

to identify where expenditure 

is in excess of budget 

 Where there is a material 

departure (expenditure in 

excess of budget) Governing 

Body are informed. 

  Where Governing Body 

decide to proceed, the HEA is 

informed of the Governing 

Body’s decision not to 

decrease expenditure and/or to 

continue with its proposed 

course of action which will 

result in expenditures in excess 

of budget. 

 Details of systems in place for 

comparing budget versus 

actual results are reported in 

the annual Statement of 

Internal Control. 

 Annual Governance Statement 

discloses financially 

significant developments 
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 A: Compliance Requirement B: Expected Control Activity C:Processes for monitoring and 

continuing effectiveness 

D: Communications & Reporting E: Institute Comments/ 

Controls/References/Actions 

F: Person(s) Responsible 

affecting the Institute of 

Technology including the 

establishment of subsidiaries 

or joint ventures and 

acquisitions, and major issues 

likely to arise in the short to 

medium term. 

4.1.5 Institute has processes and 

procedures in place for the 

prevention and detection of fraud. 

 

 

Source: Annual Statement of Internal 

Control,  Agreed best practice for 

Internal Control 

 

Governing Body (delegated as 

appropriate to the Executive 

Management Team) have 

processes and procedures in place 

for the prevention and detection of 

fraud, which include but are not 

limited to segregation of duties, 

restricted levels of access to 

financial reporting systems, 

controls around misappropriation 

of assets – (for example the 

Institute reduces its exposure to 

misappropriation of cash by not 

accepting cash and having 

alternative payment facilities), 

policies and procedures, codes of 

conduct.   

 

 Management accounts are 

reviewed periodically, 

significant variances between 

current month and prior 

month, and current year versus 

prior year are explained. 

 Non-standard journal entries 

are reviewed. 

 Reported suspicions of fraud 

including misappropriation of 

assets are investigated. 

 Procedures for preventing and 

detecting fraud are disclosed in 

the Statement of Internal 

Control.   

 There is a formal mechanism 

in place for reporting 

suspected Fraud. 

 Breaches in controls for 

prevention and detection of 

fraud are reported to Executive 

Management Team, Governing 

Body or other sub committees 

as appropriate and disclosed in 

the Statement of Internal 

Control. 
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4.2 Financial Statement Line Items 

 A: Compliance Requirement B: Expected Control Activity C:Processes for monitoring and 

continuing effectiveness 

D: Communications & Reporting E: Institute Comments/ 

Controls/References/Actions 

F: Person(s) Responsible 

4.2.1 State Grant Income  

(based on RGAM) 

State Grant Income is accurate as: 

 All students are registered by 

the cut-off date (1
st
 March). 

 Students are recorded on the 

correct programme. 

 Correct weighting is applied 

to Institute programmes – 

resulting in correctly weighted 

student numbers. 

 Student number at cut off date 

(1
st
 March) is correct as 

Banner records are updated to 

reflect withdrawals that may 

occur between  registration 

and the cut off date. 

 

Source: Agreed best practice for 

Internal Control 

1. Student numbers registered at 

the cut off date on Banner are 

validated. 

2. There is a documented policy 

and process for student 

deferral and deregistration. 

3. Restriction of access to 

Institute facilities for 

unregistered students is 

considered. 

4. Programme weightings are 

reviewed and approved by 

individuals independent of 

preparer. 

5. Programme schedule is 

updated periodically to reflect 

changes in programmes and 

weightings. 

6. Reconcile grant numbers used 

in grant allocation model to 

SRS return and verify grant 

apportioned. 

 Return is reviewed by 

Registrar/Secretary /Financial 

Controller prior to 

submission. 

 Secretary /Financial 

Controller has calculated 

expectation of State Grant 

Income receivable by Institute 

based on student numbers.  

Where is there is significant 

variance between expected 

State Grant Income and State 

Grant Income to be received 

this is reviewed and addressed 

as appropriate. 

 Communication between 

Access Office & Students, and 

Access Office & Finance. 

Ensure Access students are 

included in registration 

process.  Ongoing monitoring 

of % Access Funding 

received. 

 Students on registration day 

are made aware of the 

importance of completing 

‘Access’ information on 

registration documentation. 

SRS extract is reviewed and 

approved by Executive 

Management Team after 

appropriate data cleansing 

processes have been performed 

and prior to submission  at cut off 

dates – (preliminary 1
st
 November, 

Final 1
st
 March) 

 

  

4.2.2 Tuition Fee Income 

Tuition fee income is accurate: 

 Correct fee is being applied to 

all students (type and level). 

 Students are being captured 

on Banner or equivalent 

record being maintained (e.g. 

Lifelong Learning Courses). 

 Only valid adjustments are 

being recorded against student 

records. 

 

Source: Agreed best practice for 

Internal Control 

 

1. Fees are reviewed and agreed 

annually as appropriate. 

2. Fee rules are reviewed and 

signed off on an annual basis. 

3. Fee is system generated and 

automatically applied to 

student banner record - with 

exception of lifelong learning. 

4. Giros/Invoices/Online 

payment request are issued to 

payee. 

5. Institute has a documented 

policy in relation to: 

- Fee collection 

- Fee refunds 

- Fee discounts. 

6. Fee exceptions are approved 

by management. 

7. All students are registered 

correctly by the required cut 

off date. 

Expected Tuition Fee Income has 

been calculated based on student 

numbers, where there is a 

significant variance between 

expected and actual tuition fee 

income recorded, this is reviewed 

and addressed as appropriate. 

 

 Claim for recoupment of 

undergraduate fees submitted 

to HEA. 

 Claim for recoupment of fees 

is submitted to other granting 

bodies as applicable. 
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 A: Compliance Requirement B: Expected Control Activity C:Processes for monitoring and 

continuing effectiveness 

D: Communications & Reporting E: Institute Comments/ 

Controls/References/Actions 

F: Person(s) Responsible 

 8. All students are registered on 

the correct programme and 

level. 

9. No of students claimed for, 

i.e. fees paid by the State or 

other granting bodies 

(Undergraduate, Labour 

Market Activation, other as 

applicable) is reconciled to 

number of students per 

Banner. 

10. Fee paying students (non-EU) 

are charged the correct fee. 

11. Fee adjustments to Banner 

student records are restricted 

to nominated individuals. 

12. Adjustments for reduction in 

fee amounts/write offs are 

subject to management 

approval. 

13. Reconciliation between 

Banner fees and tuition fees 

recorded on Agresso is 

performed. 

14. Access to Institute facilities is 

restricted for students with 

outstanding tuition fees. 

15. Students with outstanding fees 

in excess of an agreed limit 

are not permitted to progress 

to the following academic 

year. 

16. Final year students with 

outstanding fees are not 

permitted to graduate. 

4.2.3 Student Contribution 

(incl Repeat Exam Fees) 

Student registration charge is 

accurate as: 

 Registered student numbers 

are correct 

 Students are being charged for 

repeat exam fees 

 Correct repeat exam fee is 

being applied 

 

1. Registration fee amount is 

system generated and 

automatically applied to 

student banner record. 

2. Giros/Invoices/Online 

payment request are issued to 

payee. 

3. Reconciliation between 

student numbers and 

registration fees recorded is 

performed. 

4. Institute has a documented 

policy in relation to: 

 Registration fee collection 

 Registration fee refunds. 

5. Student with outstanding 

 Expected registration charge 

has been calculated based on 

student numbers, where there 

is a significant variance 

between expected and actual 

registration fee income 

recorded, this is reviewed and 

addressed as appropriate. 

 Expected repeat exam fees has 

been calculated based on 

repeat student numbers, where 

is there is a significant 

variance between expected 

and actual repeat exam fee 

income, this is reviewed and 

addressed as appropriate. 

 Claim submitted for 

recoupment of student 

contribution. 

 Allocation of student 

contribution amongst Institute 

services is reviewed and 

approved by Executive 

Management Team/Governing 

Body as appropriate.  
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Source: Agreed best practice for 

Internal Control 

 

registration fees are not 

permitted to proceed to the 

following academic year. 

6. Access to Institute facilities is 

restricted for students with 

outstanding registration fees. 

7. Repeat exam fees are 

reviewed and agreed annually. 

8. Repeat exam fee amount is 

applied as appropriate. 

9. Students are not permitted to 

sit repeat exams unless repeat 

fee has been paid 

 

4.2.4 Amortisation of Deferred 

Capital Grants 

Amortisation of Deferred Capital 

Grants is accurate as: 

 Fixed Asset additions are 

being correctly recorded 

 Fixed Asset disposals being 

correctly recorded 

 Correct depreciation charge is 

applied to Fixed Assets due to 

correct categorisation 

 Depreciation rate applied is 

consistent with depreciation 

policy 

 Fixed Assets are correctly 

capitalised 

 Existence of Fixed Assets is 

verified on a periodic basis (to 

identify stolen, missing, 

damaged fixed assets) 

 

Source: Agreed best practice for 

Internal Control 

 

 

 

Check is performed to agree 

depreciation per Fixed Asset note 

reconciles to amortisation of 

deferred capital grants in income 

and expenditure account 

 

Refer to Fixed Assets – 4.2.14 

 

 

Balance sheet reconciliations are 

reviewed by Finance Manager 

 

 

Draft Financial Statements are 

presented to and reviewed by the 

Audit Committee. Large variances 

between current year and prior 

year are explained 

  

4.2.5 Research Grants and Contracts 

Income/Expenditure 

Research Grant Income is accurate 

as: 

 Research project income is 

1.  Each research project has a 

separate sub ledger code. 

2.  Research project expenditure is 

approved through purchase 

requisition/purchase order 

approval process. 

3.  Payroll costs in relation to 

research project are recorded 

 Research accounts budget 

versus actual are reviewed on 

a periodic basis. Where there 

are large variances between 

budget versus actual these are 

investigated. 

 Periodic reports to funding 

bodies are approved by Head 

Where points are raised as a result 

of external audits in relation to 

research funding, these are 

reported to Audit 

Committee/Governing Body or 

Executive Management Team as 

appropriate. 
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recorded in the correct period 

 Research project income 

reflects actual project income 

received from funding body 

 Research project income 

which is to be allocated to 

partners is correctly recorded 

 Research expenditure does not 

exceed income 

 Research expenditure 

recorded  is compliant with 

the terms of the funding body 

 

Source: Agreed best practice for 

Internal Control, Relevant Funding 

Body 

through payroll. 

4.  Overhead amount (where 

applicable) is calculated in 

accordance with research project 

contract amount. 

5.  Bank reconciliations are 

performed on a periodic basis 

 

of Research/Finance and 

reconciled to Agresso. 

4.2.6 Other Income 

 Superannuation Deductions 

Retained recorded in financial 

statements is in agreement 

with Core 

Other Income is accurate as: 

 Correct price is being charged  

 Customers are invoiced 

 Applicable costs are 

recognised 

 All transactions resulting in 

other income are recorded in 

the books 

 Correct VAT rate is applied 

 

Source: Agreed best practice for 

Internal Control, Revenue 

1. Reconciliation is performed 

between Core and Agresso for 

Superannuation Deductions. 

2. Review is performed between 

budget and actual 

Superannuation Deductions. 

3. An appropriate accounting 

structure is set up for 

recording other income. 

4. There is an agreed price 

structure/costing mechanism 

for provision of non standard 

services. 

5. All invoices are raised through 

Finance, and Finance consider 

VAT implications when 

raising invoices. 

6. Institute staff are requested to 

inform Finance of any non 

standard activities which 

result in income being 

generated. 

7. Institute has a documented 

policy in place in relation to 

non standard activities which 

result in income being 

generated 

Budget versus actual is monitored 

 

Income and Expenditure is 

reported periodically to Governing 

Body and Executive Management 

Team 

 

  

4.2.7 Student Support Funding 

Income Recognised 

 Disability 

 Student Assistance  

1. Eligibility of expenditure 

under the specific funding 

stream is verified and 

validated. 

2. Verification that the 

Claims are approved by Finance 

and signed off by 

Registrar/Secretary Financial 

Controller 

Points raised  from external audits 

conducted by the funding body are 

reported to Audit 

Committee/Governing Body or 

other relevant sub-committee or 
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F: Person(s) Responsible 

(ESF, NDP) 

Expenditures in relation to the 

above funding are eligible 

 

Source: Agreed best practice for 

Internal Control, Relevant Funding 

Body 

expenditure is associated 

with, or targeted at student 

needs. 

3. Verification that budget is not 

exceeded. 

4. All reporting requirements in 

relation to the specific 

funding stream are met. 

Executive Team Management as 

appropriate 

4.2.8 Interest Income 

 Interest income is correctly 

recorded 

 Interest income is being 

maximised as a result of 

appropriate treasury 

management 

 Correct interest rate is being 

applied  

 DIRT has not been  charged 

 

Source: Agreed best practice for 

Internal Control 

1. Bank reconciliations are 

performed on a periodic basis 

and interest amounts per Bank 

calculation are reviewed 

against independently 

calculated Institute 

expectation. 

2. Cash balances and cashflows 

are monitored for 

opportunities to place on 

deposit. 

3. Institute has a treasury 

management policy – which 

includes review of interest 

rates 

 Cashflows and bank balances 

are reviewed by management 

on a periodic basis 

 Spot checks are performed on 

interest calculations. 

Income and Expenditure is 

reported periodically to Governing 

Body and Executive Management 

Team 

 

  

4.2.9 Accounts Receivable
8
 

Accounts receivable are accurate 

and valid as: 

 Students attending courses 

have been issued an 

invoice/giro/request for 

payment. 

 Only valid adjustments are 

made to fee amounts. 

 All invoices  issued to 

students are  recorded in 

accounts receivable. 

 Payment received from 

students is correctly recorded. 

 Recorded payments received  

reflect actual payments 

received. 

 

1. Periodic reconciliation is 

performed between Banner 

fees and fees recorded on 

Agresso. 

2. Institute has documented 

policy regarding criteria for: 

waiver of fees, adjustments to 

fees and fee refunds. 

3. System controls are in place 

which only allow certain 

individuals to record 

adjustments to student 

records.  

An audit trail of 

transactions/adjustments 

made, and individual making 

adjustment is generated – 

audit trail is reviewed by 

Finance/Student Affairs 

Manager  each semester. 

 

 Finance/Student Affairs 

Manger reviews accounts 

receivable balances 

periodically. 

 Finance Manager monitors the 

nature, volume, amounts of 

writes offs/adjustments to 

accounts receivable. 

 Finance/Student Affairs 

Manager reviews accounts 

receivable balances 

periodically for aging 

balances and doubtful debts. 

 

 

 

Issues related to accounts 

receivable are reported as 

appropriate – for example material 

write offs of bad debts or changes 

to doubtful debt provision policy. 

  

                                                           
8
 This should be extended to include commercial/other debtors (i.e. not exchequer or student debtors) where Institute activities warrant this. 
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 Students who have 

withdrawn from programmes 

have been refunded in 

accordance with Institute 

refund policy. 

 Only valid fees have been 

generated against student 

accounts. 

 Refunds issued have been 

recorded in the accounts 

receivable. 

 Bad debts are  recorded in 

accounts receivable as they 

are recognised. 

 Allowance for doubtful debts 

is prudent and reasonable. 

 The Institute holds or 

controls the rights to the 

accounts receivable at the 

balance sheet date (e.g. State 

Recurrent Grant, State & 

Other Capital Grant, 

Research Grants and 

Contracts), i.e. the debtor is a 

valid debtor at year end. 

 

Source: Agreed best practice for 

Internal Control 

4. Bank statements are 

reconciled to the general 

ledger regularly. 

5. Statements of student 

accounts/other debtors are 

mailed periodically and any 

queries are resolved in a 

timely manner 
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4.2.10 Payroll & Personnel: 

 Payments are only made to 

valid employees working for 

the Institute. 

 All employees are paid 

through payroll. 

 Taxes and other deductions 

are correctly recorded. 

 Taxes and other deductions 

are paid over to Revenue in a 

timely manner.  

 Accrual of holiday pay is 

correctly calculated. 

 The correct amount is being 

paid to employees. 

 Timetabled hours reconcile 

with contracted hours (Refer 

to section 3.1 ) 

 Time & Attendance records 

(e.g. invigilation hours, part-

time hours claims) reflect 

actual time worked. 

 

 

(Refer to Section 5.2.6 for 

compliance with Government Pay 

Policy including Travel and 

Subsistence.) 

 

 

 

Source: Agreed best practice for 

Internal Control, Revenue, Relevant 

Circulars 

 

 

1. Heads of department/function 

periodically review listings of 

current employees within their 

departments and notify HR of 

necessary changes. 

2. Payroll tax withholding tables 

are periodically reviewed for 

compliance with the statutory 

requirements. 

3. Reconciliation is performed 

between Core and Agresso for 

each period end. 

4. Audit trail and exception 

reports are reviewed on each 

payroll run. 

5. P30’s are reconciled to P35 

return. 

6. Timing of revenue payments 

is date driven within payments 

system and/or is reviewed to 

ensure compliance with 

revenue timelines. 

7. Prior to processing payroll, 

Finance ensure appropriate 

approval has been obtained. 

8. Payroll reports are approved 

by Finance prior to 

disbursement. 

9. All payroll accounts are 

reconciled and reviewed and 

approved by management on a 

timely basis.  Differences are 

investigated and resolved in a 

timely manner. 

10. Payroll transactions at, before 

or after the end of an 

accounting period are 

scrutinized and/or reconciled 

to ensure complete and 

consistent recording in the 

appropriate accounting period. 

11. Finance Manager reviews and 

approves payroll journals. 

 

 An expectation of payroll 

costs is performed, where 

there are significant variances 

between expected and actual 

explanation is provided 

 Payroll charges between 

current period and prior 

period are reviewed, where 

large variances are identified 

explanation is provided 

 Actual V’s Budget reports are 

prepared on a periodic basis. 

 

 Monthly payroll returns to 

Revenue (P30’s, PAYE and 

PRSI).  

 Annual Return - P35. 

 A Public Sector Numbers 

report is prepared quarterly by 

HR and is submitted to the 

Secretary/Financial Controller 

who reviews it and once 

approved is submitted to the 

HEA as per departmental 

guidelines. 

 Annual Governance Statement 

states whether Government 

policy on pay is being 

complied with. 

 Where there is a material 

departure (expenditure in 

excess of budget) Governing 

Body are informed. 

 The HEA is informed by the 

of the Governing Body’s 

decision not decrease 

expenditure or continue with 

its proposed course of action 

which will result in 

expenditures in excess of 

budget. 
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4.2.11 Travel & Subsistence 

Travel and subsistence claims are 

valid, for specific Institute 

business and are made in 

compliance with relevant 

department of finance circulars. 

Travel and subsistence claims 

should not exceed the terms of 

public policy as reflected in the 

circulars (and in civil service 

procedures) issued or amended by 

the Department of Finance.  

 

Source: Agreed best practice for 

Internal Control,   Relevant 

Circulars, Code of Practice for the 

Governance of Irish Institutes of 

Technology 2012. 

1. Institute has an approved 

travel and subsistence policy 

in place which is consistent 

with relevant circulars.  Policy 

is adhered to. 

2. Policy refers to domestic and 

foreign travel and 

accommodation. 

3. Travel and subsistence claims 

are approved in accordance 

with policy. 

4. Travel and subsistence claims 

are verified to supporting 

documentation/evidence of 

expense being incurred. 

5. Travel and subsistence claims 

represent that best value for 

money is obtained in respect 

of each official trip 

undertaken.  

 A review of the volume and 

value of travel and subsistence 

claims being made by 

individuals is performed by 

the Finance Manager on a 

periodic basis. 

 Such reviews include review 

of underlying justification for, 

and appropriateness of 

activities relating to travel and 

subsistence claims. 

 Alternatives to frequent travel 

such as installation of video 

conferencing facilities should 

be benchmarked. 

 Any breaches in adherence to 

Institute policy and relevant 

circulars on travel and 

subsistence are reported to 

Governing Body/Executive as 

appropriate in a timely 

manner. 

 Annual Governance Statement 

states whether Government 

policy on pay is being 

complied with. 

 

  

4.2.12 Operating Expenses: 

Operating expenses are accurate 

as: 

 Only valid transactions are 

recorded. 

 Amounts included in operating 

expenses are accurately 

recorded. 

 Only costs  related to the 

Institute are recorded by the 

Institute. 

 Only costs which should be 

expensed are recorded as 

operating expenses. 

 All transactions resulting in 

operating costs are recorded in 

the books. 

 Transactions amounts are 

correctly recorded and in the 

correct account. 

 Finance leases  and operating 

leases are appropriately 

 

1. All purchases have to be 

approved in advance in 

accordance with Institute 

purchasing procedure. 

2. Internal Institute purchasing 

procedures, in relation to 

approval limits are adhered to. 

3. Order documents are 

compared to received goods or 

services and are approved. 

4. Non-PO invoices are 

approved by management or 

an order is generated before 

being recorded. 

5. Periodic expenditure reports 

are reviewed and approved by 

management and any major 

deviations from budget are 

investigated. 

6. Statements from creditors are 

periodically reconciled to the 

payable sub ledger. Any 

deviations are clarified. 

7. Lease contracts where 

applicable are reviewed by 

 

 Budget versus actual 

expenditure is reviewed 

periodically where large 

variances arise explanation is 

provided. 

 Open purchase order listings 

are reviewed on a periodic 

basis. 

 

 Where there is a material 

departure (expenditure in 

excess of budget) Governing 

Body are informed. 

 Where the Governing Body 

decide to proceed, the HEA is 

informed of the Governing 

Body’s decision not decrease 

expenditure and/or to continue 

with its proposed course of 

action which will result in 

expenditures in excess of 

budget. 

  



Irish Institutes of Technology  Internal Controls Framework            DRAFT VERSION 1.1 

36 
 

 A: Compliance Requirement B: Expected Control Activity C:Processes for monitoring and 

continuing effectiveness 

D: Communications & Reporting E: Institute Comments/ 

Controls/References/Actions 

F: Person(s) Responsible 

accounted for  

 

Refer to section 5.2.7 for 

compliance with procurement and 

tax clearance requirements. 

 

Source: Agreed best practice for 

Internal Control 

management to determine 

whether they meet the criteria 

of a finance lease or operating 

lease to ensure they are 

recorded in the appropriate 

accounts 

 

Refer to section 4.2.14 for Fixed 

Asset controls  

4.2.13 Accounts Payable 

 Amounts posted to accounts 

payable relate to actual goods 

or services received. 

 Payments to creditors are  

recorded and are recorded in 

the correct period. 

 Amounts posted to accounts 

payable relate to valid 

adjustments (credit notes). 

 Taxes (VAT, RCT etc.) are 

correctly calculated, recorded 

and returned to revenue on a 

timely basis. 

 Institute is compliant with 

Prompt Payment legislation. 

 Institute is compliant with 

extension of government 

decision S29296 to bodies 

falling under the Department of 

Education and Skills (payment 

period to suppliers for 

commercial transactions is 15 

calendar days). 

 Duplicate payments are not 

made 

 

Source: Agreed best practice for 

Internal Control 

 

1. Goods received notes where 

applicable are issued for all 

goods received and matched 

to authorised purchase orders 

prior to posting to accounts 

payable. 

2. Statements received from 

suppliers are reconciled to the 

supplier accounts in the 

accounts payable sub ledger 

periodically and differences 

are investigated and resolved 

in a timely manner. 

3. Payment due dates are 

reviewed in advance of 

payment run to ensure 

compliance with Prompt 

Payment legislation and 

relevant government circulars 

(e.g. decision S29296). 

4. Invoices are marked as 

matched and paid (if prepaid) 

to avoid duplicate payment on 

receipt of goods. 

5. Bank reconciliations are 

performed. 

6. Agresso month end procedure 

is performed. 

7. Parked Invoices and Speedy 

Register (SR) invoices are 

reviewed on a periodic basis. 

 

 An aged listing of accounts 

payable balances is reviewed 

on a periodic basis, long 

outstanding balances are 

investigated and written back 

as appropriate. 

 All tax returns are reviewed. 

 

 Tax returns are made to 

Revenue as required. 

 Forward  returns to the 

Department of Education & 

Skills and publish information 

as required by Government 

decision S29296. 

  

4.2.14 Fixed Assets   

 Fixed asset acquisitions are 

recorded. 

 Property, Plant and Equipment 

are capitalised as appropriate. 

 

1. A fixed assets register is 

maintained. 

2. Fixed Assets are tagged upon 

receipt. 

 

 Secretary/Financial Controller 

is made aware of all proposed 

capital expenditures/disposals. 

 Reasonableness check is 

 

Where periodic counts of assets, 

equipment, etc, highlight 

significant discrepancies against 

the fixed asset register, these are 
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 Disposals are correctly 

recorded. 

 Property, Plant and Equipment 

is depreciated at the 

appropriate rate and is 

depreciating in accordance 

with accounting 

policy/applicable circulars. 

 Fixed Asset register includes 

Property, Plant and Equipment 

which  exist. 

 Property, Plant and Equipment 

stated in the general ledger  

reconcile back to the fixed 

asset register – where fixed 

asset register and general 

ledger are not integrated 

 

(Refer to section 5.2.8 for 

compliance with Code of Practice 

Requirements on disposal of fixed 

assets.) 

Source: Agreed best practice for 

Internal Control 

3. Periodic counts of Property, 

Plant and Equipment are 

performed and reconciled to 

the fixed asset register 

Unaccounted for assets are 

investigated. 

4. Approval is obtained for all 

loans of fixed assets to 

staff/third parties. 

5. Depreciation is independently 

re-calculated on a sample 

basis. 

6. The fixed asset register is 

periodically reviewed by 

management for accuracy and 

ongoing pertinence and is 

reconciled to the 

corresponding general ledger 

accounts. Any reconciling 

items are identified and 

addressed in a timely manner. 

performed on depreciation. reported to the Executive 

Management Team, and 

Governing Body as required. 

4.2.14.1 Capital Projects 

 Capital expenditure is 

approved. 

 Capital expenditure is eligible 

Source: Agreed best practice for 

Internal Control 

1. All capital expenditure is 

approved as appropriate. 

2. All expenditure is per original 

approval. 

Claims made for Capital Projects 

are reconciled against Agresso. 

 Progress reports are made 

periodically to appropriate 

committees, Executive 

Management Team, 

Governing Body as required. 

 Independent checks on 

balances of capital projects are 

agreed with the Building Unit 

  

4.2.15 Bank & Cash: 

Bank is accurate as: 

 Only valid receipts have been 

recorded. 

 Receipts recorded agree to 

actual amounts receipted. 

 Disbursements have been 

recorded. 

 Cash on hand is safeguarded. 

 

1. Appropriate reconciliation is 

performed for all receipts – to 

relevant receipting records 

(Banner, receipt book, other) 

to ensure lodgement of all 

receipts. 

2. All banking signatories 

(including banking on line 

users and cheque signatories) 

are reviewed and approved by 

 

 Cashflows are reviewed on a 

periodic basis. 

 Independent confirmation of 

bank accounts at year end. 

 

 All relationships with financial 

institutions are approved by 

the Governing Body and all 

mandates are signed off by the 

Chairperson. 

 New accounts opened and 

closed, with financial 

institutions where a banking 

relationship already exists, are 
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 Electronic Funds Transactions, 

bank charges and interest 

expenses deducted by the bank 

from the bank account are  

recorded in the general ledger 

 Bank is correct as all bank 

accounts have been recorded in 

the general ledger 

Source: Agreed best practice for 

Internal Control 

management on a periodic 

basis. 

3. Banking on line administrator 

access is restricted to specified 

individuals. 

4. All payments are reviewed 

and approved by management 

at an appropriate level. 

5. Authorisation to make bank 

payments is restricted to 

certain individuals. 

6. Individuals who prepare 

payments cannot make 

payments. 

7. Bank reconciliations are 

approved and reviewed on a 

periodic basis by 

management. 

8. All bank accounts closed are 

signed off by Finance. 

9. Access to cash storage 

facilities is restricted to certain 

individuals. 

 

reported retrospectively and 

periodically to the Governing 

Body. 

 

 

 

 

4.2.16 Prepayments 

 

Prepaid expenses are correct as: 

 Prepayments recognised 

by the Institute are valid. 

 Amounts included in 

prepaid expenses relate to 

valid and authorized 

transactions. 

 Amounts included in 

prepaid expenses 

represent services/goods 

not yet received. 

 The prepaid expenses 

listing includes prepaid 

expenses which exist. 

 Prepaid expenses are 

correctly calculated 

 

Source: Agreed best practice for 

Internal Control 

 

 

Finance review the prepaid listing 

on a periodic basis, including the 

calculation of the amount of the 

prepayment, and reconciles the 

amounts to appropriate supporting 

detail (including bank records). 

Differences are resolved in a 

timely manner. 

 

 

 Balance sheet reconciliations 

are reviewed. 

 Analytic reviews are 

performed on a periodic basis. 

 

Draft Financial Statements are 

presented to and reviewed by the 

Audit Committee. Large variances 

between current year and prior 

year are explained. 
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4.2.17 Accruals & Provisions 

 Accrued expenses are complete 

as all valid accruals have been 

recorded. 

 Accrued expenses represent a 

present obligation as result of a 

past event and can be reliably 

measured.  Accruals are free 

from bias and based on correct 

data being used in calculation. 

 Provisions are complete as all 

provisions have been recorded 

(e.g. Research warranties, 

litigation regarding intellectual 

property). 

 

Source: Agreed best practice for 

Internal Control 

 

Accrued expenses are reconciled 

to the supporting detail and 

differences are resolved in a 

timely manner. 

 

 

 Finance Manager reviews 

recorded accrued expenses 

based on its knowledge of 

day-to-day activity. 

 Secretary Financial Controller 

regularly communicates with 

legal counsel so as to obtain 

an update of any pending or 

threatened litigation and 

assesses whether or not such 

litigation could give rise to a 

provision which would need 

to be recorded in the general 

ledger. 

 

 

 All significant accounting 

estimates are appropriately 

documented and reviewed and 

approved by Executive 

Management Team and, where 

appropriate, those charged 

with Governance. 

 Litigation which may have a 

financial impact is reported in 

the Annual Governance 

Statement 

  

4.2.18 Reserves 

 

 Only authorised transfers are 

made to reserve accounts. 

 

 Reserves are used 

appropriately 

 

Source: HEA revised format of 

accounts- letter 10/08/10, agreed 

best practice for internal control 

 

1. Prior approval for transfers to 

reserves is sought from the 

HEA where applicable (e.g. 

transfers to Capital 

Development Reserve) 

2. Balance sheet reconciliations 

are prepared. 

 Balance sheet reconciliations 

are reviewed. 

 Transfers to
9
/from reserves 

are approved by Secretary 

Financial Controller as 

appropriate and reviewed by 

the Chief Officer/President. 

 HEA as required, for prior 

approval of transfers to 

Capital Development Reserve 

 Executive Management Team 

and Governing Body as 

appropriate. 

  

  

                                                           
9
 Institutes may require Governing Body approval for transfer to reserves 
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Section 5 Code of Practice - Requirements and Expected Controls 

5.1 Part 1- The Institutes of Technology Acts 1992 to 2006 

 A: Compliance Requirement B: Expected Control Activity C: Processes for monitoring 

continuing effectiveness 

D: Required Communications & 

Reporting 

E: Institute Comments 

/Controls/References/Actions  

F: Person (s) Responsible 

5.1.1 Legislative Framework 

The Institute is compliant with the 

legislative framework 

underpinning its existence and 

operation. 

 

Source: The Institute of Technology 

Acts 1992-2006. 

1. Governing Body Members 

receive and are familiar with 

the Institutes of Technology 

Acts 1992-2006. 

2. The Chairperson of the 

Governing Body, the Chief 

Officer (President), and the 

Secretary put in place the 

necessary policies and 

procedures to give effect to the 

requirements of the legislation 

in the context of their institute 

including items such as:  

 Functions reserved for the 

Governing Body 

 Disclosure of conflicts of 

interest 

 Governing Body meeting 

procedures 

Compliance with the legislation is 

reviewed on a periodic basis. 
 Governing Body members are 

provided with regular training 

and updates on the legislative 

framework. 

 Any non compliance issues are 

reported to the Governing Body 

in a timely manner. 
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5.2 Parts 2 and 3 - Code of Governance of Irish Institutes of Technology 

 A: Compliance Requirement B: Expected Control Activity C: Processes for monitoring 

continuing effectiveness 

D: Required Communications & 

Reporting 

E: Institute Comments 

/Controls/References/Actions  

F: Person (s) Responsible 

5.2.1 Adoption of Code of Practice 

with periodic update and review 

The Institute is compliant with 

Section 2.1 of the Code of Practice 

for the Governance of Irish 

Institutes of Technology  

Source: Section 2.1, Code of Practice 

for the Governance of Irish Institutes 

of Technology 2012 

The role of Institute of Technology 

Secretary/Financial Controller 

shall include the duty to keep 

governing body members briefed 

in respect of all relevant 

developments in governance and 

accountability. 

 The Governing Body assesses 

its effectiveness against 

relevant key performance 

indicators (KPIs). 

 The Governing Body reviews 

on a periodic basis, the 

effectiveness of the Institute’s 

system of internal control 

(financial, operational and 

compliance) and risk 

management. 

 Subsidiaries of the Institute also 

undertake this review in order 

to form basis for the annual 

governance statement and the 

statement of internal control. 

Institutes of Technology 

(including their subsidiaries) 
should adopt the Institutes of 

Technology Code:  Principles and 

Best Practice and confirm to the 

HEA that this has been done. 

 

Refer to 5.2.10 regarding 

requirement for each Institute 

subsidiary to submit separate 

Statement of Internal Control with 

their accounts. 

 

 

  

5.2.2 Codes of Conduct 

The Institute is compliant with 

Section 2.2 of the Code of Practice 

for the Governance of Irish 

Institutes of Technology (together 

with supporting guidance in Part 3) 

Source: Section 2.2 and Section 3.2, 

Code of Practice for the Governance 

of Irish Institutes of Technology 2012 

1. The Institute has written codes 

of conduct for members of the 

governing body and 

employees
10

. These codes 

embrace such matters as duty 

to the Institute of Technology, 

avoidance of conflict of 

interest, limits on outside 

activities, acceptance of gifts 

and honesty in dealings. 

2. The Institute promotes the 

standards of service and the 

initiatives outlined in the 

“Principles of Quality 

Customer Service for 

Customers and Clients of the 

Public Service” which was 

originally launched in 1997 

(and was revised in 2000), 

having regard to the Institute’s 

own quality and appeal 

systems.   

The Governing Body review and 

redistribute codes of conduct 

periodically. 

 The up-to-date codes of conduct 

are available upon request with 

a copy of each such code being 

accessible through the 

Institute’s website.  

 As part of the Annual 

Governance reporting 

requirements that are to be 

supplied to the HEA, the 

Chairperson and the Chief 

Officer affirm to the HEA that 

codes of conduct for members 

of the governing body and 

employees have been put in 

place. 

 Each member of the governing 

body and each person holding a 

designated position of 

employment with an Institute of 

Technology should ensure 

his/her compliance with relevant 

provisions of the Ethics in 

  

                                                           
10

 The requirements for codes of conduct are applied in all operating subsidiaries of the Institute.   
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 A: Compliance Requirement B: Expected Control Activity C: Processes for monitoring 

continuing effectiveness 

D: Required Communications & 

Reporting 

E: Institute Comments 

/Controls/References/Actions  

F: Person (s) Responsible 

3. Where a legal dispute 

involving the Institute arises, 

every effort is made to mediate, 

arbitrate or otherwise before 

expensive legal costs are 

incurred. 

Public Office Act, 1995 and 

Standards in Public Office Act, 

2001. 

5.2.3 Internal Control and Risk 

Management 

The Institute is compliant with 

Section 2.3 of the Code of Practice 

for the Governance of Irish 

Institutes of Technology (together 

with supporting guidance in Part 3) 

Source: Section 2.3 and Section 3.1.5, 

Code of Practice for the Governance 

of Irish Institutes of Technology 2012 

1. The Institute maintains 

effective financial controls and 

proper accounting records 

(Refer to Section 4.1.3). 

2. There is a thorough and regular 

evaluation of the nature and 

extent of the risks to which the 

Institute is exposed.  

3. Roles and responsibilities are 

clearly assigned and a person at 

a senior level with overall risk 

management responsibility is 

nominated 

The Governing Body ensures that 

the risk assessment and 

management process is integrated 

into existing management systems.    

 

(Refer to Section 2.4) 

The risks facing the Institute are 

discussed at executive level on a 

regular basis, and oversight of risk 

management is maintained by the 

Governing Body and/or relevant 

committee. 

(Refer to Section 2.4) 

  

5.2.4 Audit Committee 

The Institute is compliant with 

Section 2.4 of the Code of Practice 

for the Governance of Irish 

Institutes of Technology (together 

with supporting guidance in Part 3) 

Source: Section 2.4,  Section 3.1.6, 

and Section 3.1.7, Code of Practice 

for the Governance of Irish Institutes 

2012 

There is an Audit Committee of at 

least 3 members established by the 

Governing Body with written 

terms of reference which deal 

clearly with its authority and duties 

- reviewed regularly by the 

Governing Body and updated as 

appropriate. 

 

 The Governing Body review 

the terms of reference of the 

Audit Committee on a periodic 

basis. 

 The Audit Committee assesses 

its effectiveness against 

relevant key performance 

indicators (KPIs). 

 The Audit Committee keep 

under review and advise on the 

operation and effectiveness of 

the Institute of Technology’s 

risk management system and 

report annually thereon to the 

Governing Body. 

 The Audit Committee receives 

periodic and relevant updates on 

governance, risk management 

and its roles and responsibilities 

 The Audit Committee submit an 

annual report on its activities to 

the Governing Body. 

 

  

5.2.5 Internal Audit Function 

The Institute is compliant with 

Section 2.5 of the Code of Practice 

for the Governance of Irish 

Institutes of Technology (together 

with supporting guidance in Part 3) 

 

Source: Section 2.5 and Section 3.1.8, 

Code of Practice for the Governance 

The Institute has a properly 

constituted Internal Audit function 

which has an approved 

charter/terms of reference. 

The function is adequately 

resourced  and reporting structures 

are clear. 

 

 The Audit Committee reviews 

the Internal Audit charter on a 

periodic basis. 

 The Audit Committee assess 

the performance of Internal 

Audit on an Annual Basis. 

 The Audit Committee review 

the annual Internal Audit plan 

and the reported output of that 

plan. 

 Internal Audit regularly follow 

up on the implementation of 

Internal Audit regularly report to 

the Audit Committee on progress 

against the approved Internal 

Audit Plan.  
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 A: Compliance Requirement B: Expected Control Activity C: Processes for monitoring 

continuing effectiveness 

D: Required Communications & 

Reporting 

E: Institute Comments 

/Controls/References/Actions  

F: Person (s) Responsible 

of Irish Institutes of Technology 2012 report recommendations and 

report the resulting status to 

Audit Committee as 

appropriate. 

5.2.6 Remuneration 

The Institute is compliant with 

Section 2.6 of the Code of Practice 

for the Governance of Irish 

Institutes of Technology  

Source: Section 2.6, Code of Practice 

for the Governance of Irish Institutes 

2012 

Governing body implement 

Government pay policy (including 

procedures and systems in relation 

to Travel and Subsistence), as 

expressed from time to time. These 

arrangements cover total 

remuneration.   

 

 The Governing Body 

periodically reviews adherence 

to Government pay policy. 

 Such reviews include review of 

underlying justification for, and 

appropriateness of, activities 

relating to each Travel and 

Subsistence (T&S) claim.  

 

For controls over T&S processing, 

refer to Section 4.2.11. 

 Any breaches in adherence to 

Government pay policy are 

reported to the Governing Body 

in a timely manner. 

 The Chairperson and the Chief 

Officer, in their report to the 

HEA, affirm that the Institute 

adheres to Government pay 

policy. 

  

5.2.7.1 Procurement  

The Institute is compliant with 

Section 2.7 of the Code of Practice 

for the Governance of Irish 

Institutes of Technology  

Source: Section 2.7, Code of Practice 

for the Governance of Irish Institutes 

2012 

The detailed procurement 

procedures, as set out in the 

“Public Procurement Guidelines – 

Competitive Process” (current 

edition issued in 2004), in respect 

of competitive tendering are 

applied together with other 

relevant guidelines / circulars 

issued by the Department of 

Finance. 

 

 Refer to Section 5.3 for further 

detail. 
 The Chairperson and the Chief 

Officer, in their report to the 

HEA, affirm that such systems 

and procedures as outlined in 

the “Public Procurement 

Guidelines – Competitive 

Process” document are in place 

and that to the best of their 

knowledge and belief the 

Institute of Technology has 

been compliant. 

 

  

5.2.7.2 Tax Clearance 

The Institute is compliant with 

Section 2.7 of the Code of Practice 

for the Governance of Irish 

Institutes of Technology (together 

with supporting guidance in Part 3) 

Source: Section 2.7, Code of Practice 

for the Governance of Irish Institutes 

2012 

The Institute ensures that the Tax 

Clearance requirements set out in 

Department of Finance Circular 

44/2006) (which deals with 

payment of grants, subsidies and 

similar type payments), and 

Department of Finance Circular 

43/2006, as regards Public Sector 

Contracts, are fully adhered to 

Institute periodically reviews 

adherence to Tax Clearance 

requirements. 

The Chairperson and the Chief 

Officer, in their report to the HEA, 

affirm that Tax Clearance 

requirements as set out are in place 

and that to the best of their 

knowledge and belief the Institute 

of Technology has been compliant. 

 

  

5.2.8 Disposal of Assets and Access to 

Assets by third parties 

The Institute is compliant with 

Section 2.9 of the Code of Practice 

for the Governance of Irish 

Institutes of Technology (together 

1. The Institute has a Governing 

Body approved policy for 

disposal of assets and the 

granting of access to property 

or infrastructure for 

commercial arrangements. 

2. Joint Ventures with third 

The Governing Body periodically 

reviews adherence to policy and 

procedure for disposal of assets 

(including IP) and the granting of 

access to property or infrastructure 

for commercial arrangements. 

 

Disposal of assets or the granting 

of access to property or 

infrastructure for commercial 

arrangements is formally reported 

with the price paid and the name of 

the buyer/third party, to the 

Governing Body on an annual 

basis. 

The Chairperson and the Chief 
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 A: Compliance Requirement B: Expected Control Activity C: Processes for monitoring 

continuing effectiveness 

D: Required Communications & 

Reporting 

E: Institute Comments 

/Controls/References/Actions  

F: Person (s) Responsible 

with supporting guidance in Part 3) 

 

Source: Section 2.9 and Section 3.6, 

Code of Practice for the Governance f 

Irish Institutes 2012 

parties with an anticipated 

value at or above a threshold 

level of €150,000 should be by 

auction or a competitive 

tendering process, other than in 

exceptional circumstances. 

3. As per the code, regard is also 

given to the guidelines on 

Intellectual Property (IP) 

entitled “Funding Agency 

Requirements & Guidelines for 

Managing Research Generated 

Intellectual Property”
11

. 

Officer in their report to the HEA 

affirm that the Institute complies 

with relevant disposal/access 

procedures. 

5.2.9 Investment Appraisal and Value 

for Money 

The Institute is compliant with 

Section 2.10 of the Code of 

Practice for the Governance of 

Irish Institutes of Technology 

(together with supporting guidance 

in Part 3). 

Source: Section 2.10, Code of 

Practice for the Governance of Irish 

Institutes 2012 

The Institute applies the 

Department of Finance 

“Guidelines for the Appraisal and 

Management of Capital 

Expenditure Proposals in the 

Public Sector” issued in February 

2005. 

(Refer also to Section  5.4 and 6.2) 

The Governing Body periodically 

reviews adherence to the 

“Guidelines for the Appraisal and 

Management of Capital 

Expenditure Proposals in the 

Public Sector”. 

 

The Chairperson and the Chief 

Officer in their report to the HEA 

affirm that the Institute complies 

with the “Guidelines for the 

Appraisal and Management of 

Capital Expenditure Proposals in 

the Public Sector” 

  

5.2.10 Reporting Arrangements 

The Institute is  compliant with 

Section 2.11 of the Code of 

Practice for the Governance of 

Irish Institutes of Technology 

(together with supporting guidance 

in Part 3) 

Source: Section 2.11, Section 3.1.7.11, 

Section 3.1.7.12, and Section 3.4 Code 

of Practice for the Governance of 

Irish Institutes 2012 

1. Included with the accounts is a 

statement on the system of 

internal control which is signed 

by the Chairperson and Chief 

Officer.  

2. The annual financial statements 

of Institutes of Technology 

reflect all post-balance sheet 

events, in accordance with 

generally accepted accounting 

principles (GAAP). 

3. An annual governance 

statement is submitted to the 

HEA by the Chief Officer and 

Chairperson. 

 

 The Governing Body (through 

its relevant committees and 

Executive Management Team) 

are satisfied from various 

review activities across the 

Institute, that there is a sound 

basis for the statements being 

submitted. 

 Each subsidiary Board 

(through its relevant 

committees and Executive 

Management Team) are 

satisfied from various review 

activities across the subsidiary, 

that there is a sound basis for 

the statements being submitted. 

Submission by the Institute of : 

 Annual Financial 

Statements 

 Annual Statement of 

Internal Control 

 Annual Governance 

Statement 

 

 

 

In addition, each subsidiary of 

the Institute is required to 

submit a separate Statement of 

Internal Control with their 

annual accounts. 

  

                                                           
11

 Guidelines include requirement for clarity on IP access and ownership, rights of research partners, and research & IP commercialisation agreements. 
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 A: Compliance Requirement B: Expected Control Activity C: Processes for monitoring 

continuing effectiveness 

D: Required Communications & 

Reporting 

E: Institute Comments 

/Controls/References/Actions  

F: Person (s) Responsible 

5.2.11 Tax Compliance 

The Institute is compliant with 

Section 2.12 of the Code of 

Practice for the Governance of 

Irish Institutes of Technology 

Source: Section 2.12, Code of 

Practice for the Governance of Irish 

Institutes 2012 

1. Tax compliance policies and 

procedures are in place and do 

not include “offensive” tax 

avoidance transactions. 

2. All tax liabilities are paid on or 

before the due date. 

3. Relevant staff are provided 

with training on calculation of 

taxes 

The Governing Body periodically 

reviews adherence to Tax Laws as 

they apply to the Institute. 

The Chairperson and the Chief 

Officer in their report to the HEA 

affirm that the Institute is 

compliant with tax laws. 

  

5.2.12 Diversification and 

Establishment of Subsidiaries 

The Institute is compliant with 

Section 2.13 of the Code of 

Practice for the Governance of 

Irish Institutes of Technology  

Source: Section 2.13, Code of 

Practice for the Governance of Irish 

Institutes 2012 

Governing Body approval is 

obtained if diversification from 

core functions or subsidiary is 

established. 

The Governing Body reviews the 

activities of the Institute on an 

ongoing basis to ensure that any 

diversification (and/or 

establishment of subsidiaries) is 

handled in an appropriate manner 

in accordance with the Code. 

The Chairperson and the Chief 

Officer in their report to the HEA 

affirm that the Institute is 

compliant with relevant approval 

requirements for diversification 

and establishment of subsidiaries. 

  

5.2.13 Strategic Planning 

The Institute is compliant with 

Section 2.14 of the Code of 

Practice for the Governance of 

Irish Institutes of Technology  

Source: Section 2.14, Code of 

Practice for the Governance of Irish 

Institutes of Technology 2012 

1. There is a formal process in 

place for setting strategy. 

2. Strategic Plan in place which 

is approved by the Governing 

Body.  It sets appropriate 

objectives, goals and relevant 

indicators and targets against 

which performance can be 

clearly measured. 

3. Implementation of the 

Institute’s strategy is 

supported through annual 

planning and budgeting. 

4. Decisions on major items of 

expenditure are aligned with 

medium to long-term 

strategies to ensure that such 

expenditure is focused on 

clearly defined objectives and 

outcomes. The effectiveness / 

outcomes of such expenditure 

are reviewed. 

Refer to 2.1 for monitoring of Key 

Performance Indicators (KPIs). 

Refer to 2.1.   
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5.3 Procurement Regulations 

 A: Compliance Requirement B: Expected Control Activity C: Processes for monitoring 

continuing effectiveness 

D: Required Communications & 

Reporting 

E: Institute Comments 

/Controls/References/Actions  

F: Person (s) Responsible 

5.3.1 For procurement expenditure 

above the current thresholds The 

Institute is in compliance with EU 

public procurement Directives 

 

For procurement expenditure such 

as “non priority” services or 

service concessions, EU Treaty 

principles (non discrimination, 

equal treatment, transparency, 

mutual recognition, freedom to 

provide service and freedom of 

establishment) must be observed. 

 
Source: Statutory Instrument (SI) 329 

of 2006 

 [These impose legal obligations on 

public bodies (contracting authorities) 

to advertise contracts for works, 

supplies and services, above certain 

thresholds, in the Official Journal of 

the EU ]; Section 2.7.1 and Section 

2.7.2, Code of Practice for the 

Governance of Irish Institutes 2012 

 

1. The Institute has a corporate 

Procurement Plan. The Plan is 

underpinned by analysis of 

expenditure on procurement 

and the procurement and 

purchasing structures in the 

organisation.  

2. The Institute have clearly 

documented procurement 

procedures which outline the 

requirement by law to 

advertise on the Official 

Journal of the EU (OJEU) and 

to comply with requirements of 

public procurement. 

 

 

 Procurement Procedures are 

reviewed periodically to ensure 

they are in compliance with 

current directives and 

legislation. 

 Management periodically 

review compliance with EU 

public procurement Directives, 

and Statutory Instrument (SI) 

329 of 2006. 

 

 Procurement Procedures are 

available on the intranet. 

 Procurement Training is 

provided periodically to those 

involved in procurement. 

 Breaches in procurement 

procedures are reported to the 

Executive Management Team 

and the Governing Body as 

required. 

  

5.3.2 For procurement expenditure 

below the current thresholds, the 

Institute does comply with key 

elements of national public 

procurement guidelines 

Source: Code of Practice for the 

Governance of Irish Institutes 2012; 

National Procurement Guidelines 

 

The Institute have clearly 

documented procurement 

procedures which are based on the 

principles of public procurement as 

outlined in the National 

Procurement Guidelines.   

 

 Procurement Procedures are 

reviewed periodically to ensure 

they are following the 

principles of good public 

procurement. 

 Management periodically 

review compliance with 

Institute procurement 

procedures. 

 

 Procurement Procedures are 

available on the Intranet. 

 Procurement Training is 

provided periodically to those 

involved in procurement. 

 Breaches in procurement 

procedures are reported to the 

Executive Management Team 

and the Governing Body as 

required. 

  

  

5.4 Appraisal and Management of Capital Proposals 

 A: Compliance Requirement B: Expected Control Activity C: Processes for monitoring 

continuing effectiveness 

D: Required Communications & 

Reporting 

E: Institute Comments 

/Controls/References/Actions  

F: Person (s) Responsible 

5.4.1 Institute procedures for the 

management and appraisal of 

capital 

programmes and projects are 

consistent with the “Guidelines for 

1. The Institute have clearly 

documented procurement 

procedures which outline the 

requirement to comply with the 

“Guidelines for the Appraisal 

and Management of Capital 

 Capital appraisal procedures 

are reviewed periodically to 

ensure they are in compliance 

with current requirements. 

 Management periodically 

 Capital appraisal Procedures 

are available on the Intranet. 

 Capital appraisal Training is 

provided periodically to those 

involved in Capital Projects. 
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 A: Compliance Requirement B: Expected Control Activity C: Processes for monitoring 

continuing effectiveness 

D: Required Communications & 

Reporting 

E: Institute Comments 

/Controls/References/Actions  

F: Person (s) Responsible 

the Appraisal and Management of 

Capital Expenditure Proposals in 

the Public Sector”. 

Source: Code of Practice for the 

Governance of Irish Institutes of 

Technology 2012 

Expenditure Proposals in the 

Public Sector”. 

2. These procedures set out the 

relevant internal processes that 

need to be followed. 

review compliance with 

procedures. 

 

 Any breaches in Capital 

appraisal procedures are 

reported to the Executive 

Management Team and the 

Governing Body as required. 
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Section 6 General Compliance - Requirements and Expected Controls 

6.1 Health and Safety Management 

 A: Compliance Requirement B: Expected Control Activity C: Processes for monitoring 

continuing effectiveness 

D: Required Communications & 

Reporting 

E: Institute Comments 

/Controls/References/Actions  

F: Person (s) Responsible 

6.1.1 Health and Safety: 

That the Institute is in compliance 

with relevant Health and Safety 

legislation. 

 

Source: Safety, Health and Welfare at 

Work Act, 2005 

 

1. The Institute has a Health and 

Safety (H&S) officer who is 

responsible for co-ordinating 

the Institution’s compliance 

with all Health and Safety 

legislation. 

2. As per Section 20 of the 

“Safety, Health and Welfare at 

Work Act, 2005”, the Institute 

has a written statement setting 

direction on safety, health and 

welfare in the Institute (Health 

& Safety Statement).  This 

statement is made available to 

all staff and students. 

3. There is a periodic risk 

assessment of H&S to 

assess/re-assess new and 

existing risks together with 

consideration of the 

appropriate safeguards. 

 The statement and supporting 

H&S and emergency response 

procedures are reviewed 

periodically and signed off by 

the Chief Officer. 

 Regular safety inspections / 

audits are carried out to 

monitor the Institute’s 

compliance with H&S 

requirements, and to test the 

effectiveness of implemented 

safeguards . 

 Safety inspections / audit 

points are reviewed by the 

Health and Safety officer. 

 

 The organisational chart 

identifies the Institute’s H&S 

officer. 

 The H&S officer receives 

updates on any legislative 

changes affecting H& S 

requirements. 

 The H&S statement is available 

on the Institute’s website. 

 Roles and responsibilities 

relating to Fire Wardens, First 

Aiders, etc are clearly assigned, 

and the Institute provides 

adequate H&S training.   

Training records should be 

maintained. 

 Accidents and dangerous and/or 

potentially dangerous  H&S 

incidents, are reported to the 

Executive Management Team 

and Governing Body as 

required. 

  

 

6.2 Value for Money Guidelines 

 A: Compliance Requirement B: Expected Control Activity C: Processes for monitoring 

continuing effectiveness 

D: Required Communications & 

Reporting 

E: Institute Comments / 

Controls/References/Actions  

F: Person (s) Responsible 

6.2.1 The Institute is compliant with the 

Guidelines on achieving Value for 

Money in Public expenditure as set 

out in the address by the Minister 

for Finance of 20  October 2005 

Circular 02/09 – Arrangements for 

ICT expenditure in the civil and public 

service 

Circular 02/11 - Arrangements for ICT 

expenditure in the civil and public 

The issue is familiar with the 

relevant circular requirements, has 

designed and implemented 

processes to ensure compliance, 

and has informed all relevant staff 

members. 

Review of all reporting for 

accuracy, completeness and 

timeliness. 

Periodic submissions to the 

Department of Finance and the 

HEA 
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 A: Compliance Requirement B: Expected Control Activity C: Processes for monitoring 

continuing effectiveness 

D: Required Communications & 

Reporting 

E: Institute Comments / 

Controls/References/Actions  

F: Person (s) Responsible 

service and other relevant circulars 

 

6.3 Data Protection & Record Retention 

 A: Compliance Requirement B: Expected Control Activity C: Processes for monitoring 

continuing effectiveness 

D: Required Communications & 

Reporting 

E: Institute Comments / 

Controls/References/Actions  

F: Person (s) Responsible 

6.3.1 Data Protection: 

 The Institute, as a Data 

Controller, has registered with 

the Data Protection 

Commissioner and aims to 

avoid fines and or reputational 

damage
12

.  

 The Institute complies with the 

eight key Principles of Data 

Protection legislation. 

Source: the Data Protection Acts 1988 

and 2003 

 

1. The Institute has a Data 

Protection policy which sets 

direction for adherence to Data 

Protection legislation. 

2. The Institute has a data 

protection officer to ensure 

that the Institute is in 

compliance with data 

protection provisions. 

 

 

 The Governing Body review 

and approve the Data Protection 

policy and supporting 

procedures on a periodic basis. 

 Periodic data security reviews 

are undertaken  by the Institute 

and any findings reviewed by 

the Data Protection Officer so 

as to develop and implement 

appropriate remediation plans. 

 

 The organisational chart should 

identify the Institute’s Data 

Protection officer. 

 Any breaches in Data 

Protection policy are reported 

to the Executive Management 

Team, and the Governing Body 

as required. 

 

  

6.3.2 That data, falling under the Data 

Protection Acts 2003, is only 

retained for as long as is necessary 

and only for that purpose or those 

purposes, for which it was 

received. 

Source: the Data Protection Acts 1988 

and 2003 

The Institute have a Data 

Protection Policy in place which 

addresses the issue of Data 

Retention. 

Periodic data retention reviews are 

undertaken by the Institute and any 

findings are reviewed by the Data 

Protection Officer so as to develop 

and implement appropriate 

remediation plans. 

Any breaches in Data Retention 

policy are reported to the 

Executive Management Team, and 

the Governing Body as required. 

  

 

 

 

 

 

                                                           

 12 Under the Data Protection Acts 1988 and 2003, certain types of data controllers and data processors who have a legal presence or make use of equipment in the State are required to register if they hold personal data in an automated form (unless 

they can claim an exemption under Section 16 (1) (a) or (b) of the Data Protection Act 1988 & 2003 or one of the exemptions listed in section 3 of SI 657 2007).   
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6.4 Other  

 A: Compliance Requirement B: Expected Control Activity C: Processes for monitoring 

continuing effectiveness 

D: Required Communications & 

Reporting 

E: Institute Comments / 

Controls/References/Actions  

F: Person (s) Responsible 

6.4.1  The Institute is aware of, and is 

compliant with, all relevant 

legislation , all ministerial 

instructions and/or circulars 

issued from the HEA, 

Department of Finance or other 

government departments, 

national and international 

legislators. 

 Other areas within the Institute 

which may need to consider 

legislation from a compliance 

perspective are: 

 Freedom of Information 

 Equality 

 Disability 

 Food Safety 

 Waste Management 

 Environment 

 Official Languages 

 Garda Vetting 

 

 

(Note the above listing is not 

exhaustive – and the expected 

control activity outlined in column 

B should identify all applicable 

legislation to the Institute) 

Compliance is considered as part 

of risk identification, assessment 

and management (Refer to Section 

2.3) 

 

- - 
  

 




