
___________

An Bille um Chumarsáid Dhochrach agus Sábháilteacht 
Dhigiteach, 2017

Harmful Communications and 
Digital Safety Bill 2017

___________

Meabhrán Mínitheach
Explanatory Memorandum

___________





1

____________

AN BILLE UM CHUMARSÁID DHOCHRACH AGUS 
SÁBHÁILTEACHT DHIGITEACH, 2017
HARMFUL COMMUNICATIONS AND 

DIGITAL SAFETY BILL 2017
____________

EXPLANATORY MEMORANDUM
____________

Provisions of the Bill

Section 1 contains standard provisions on the short title of the Bill and 
commencement arrangements.

Section 2 contains important definitions for the purposes of the Bill.

The definition of “communication” implements the recommendation 
from the Law Reform Commission that the proposed legislation on harmful 
communications should apply to all forms of communication, whether 
offline or online, analogue or digital, and therefore the definition includes 
communication by speech, by letter, by camera, by telephone (including 
SMS text message), by smart phone, by any digital or online communication 
(including the internet, a search engine, a social media platform, a social 
media site or the world wide web), or by any other telecommunications 
system.

The definition of “consent” corresponds to the Commission’s general 
approach to consent for the purposes of the law on sexual offences, namely, 
that it means that a person agrees by choice and where the person has the 
freedom and capacity to make that choice. While the primary purpose of 
the offences proposed in sections 4 and 5 of this Bill is to protect against 
harmful interferences with privacy and that they are therefore not sexual 
offences as such, it is appropriate that because they involve issues of great 
intimacy the general concept of consent that applies in sexual offences 
should apply to them.

The definition of “digital service undertaking” stipulates that legislation 
should apply to a wide spectrum of digital or online service providers. 
The definition therefore refers to any undertaking that provides a digital 
or online service whether by the internet, a telecommunications system, 
the world wide web or otherwise. The definition also includes a non-
exhaustive list: any undertaking that is described, whether in an enactment 
or otherwise, as an intermediary service provider, an internet service 
provider, an internet intermediary, an online intermediary, an online service 
provider, a search engine, a social media platform, a social media site, or a 
telecommunications undertaking.

The definition of “intimate image” includes the definition used in the 
Canadian Criminal Code, namely a visual recording of a person made by 
any means including a photographic, film or video recording: (a) in which 
the person is nude, is exposing his or her genital organs or anal region or 
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her breasts or is engaged in explicit sexual activity, and (b) in respect of 
which, at the time of the recording, there were circumstances that gave 
rise to a reasonable expectation of privacy, and (c) in respect of which the 
person depicted retains a reasonable expectation of privacy at the time the 
image is communicated. This is supplemented to include what has been 
described as “upskirting” and “downblousing”, that is, an image of the 
person’s genital or anal region or in the case of a female of her breasts, 
whether the genital or anal region or, as the case may be, the breasts were 
covered by underwear or were bare.

The definition of “intimate image” also includes images that have been 
subject to “photo-shopping” that is, where part of a person’s image, usually 
his or her face, is superimposed on the intimate parts (nude, or partially 
nude) of another person’s body.

The definition of “undertaking” is a standard provision and is defined as 
a person being an individual, a body corporate or an unincorporated body 
of persons engaged in the production, supply or distribution of goods or the 
provision of a service (whether carried on by him or her for profit or not).

Section 3 of the Bill repeals the Post Office (Amendment) Act 1951 
and replaces it with the offence set out in section 6 of the Bill; further it 
repeals section 10 of the Non-Fatal Offences Against the Person Act 1997 
and replaces this with the offence set out in section 7 of the Bill.

Section 4 of the Bill states that it is an offence for a person to distribute 
or publish an intimate image of another person without the other person’s 
consent, or to threaten to do so. This is intended to deal with the intentional 
shaming behaviour sometimes referred to as “revenge porn”.

Section 4(2) provides that the offence can occur with a “once-off” act 
(by contrast with the persistence required in harassment or stalking: see 
sections 7 and 8 of the Bill) or by more than one act. Section 4(2) also 
provides that the essential ingredients of the offence are, broadly, based on 
those in the harassment offence in section 10 of the Non-Fatal Offences 
Against the Person Act 1997, namely that: (a) the accused, by his or her 
act or acts intentionally or recklessly, seriously interferes with the other 
person’s peace and privacy or causes alarm, distress or harm to the other 
person; and (b) his or her act or acts are such that a reasonable person 
would realise that the acts would seriously interfere with the other person’s 
peace and privacy or cause alarm, distress or harm to the other person. 
An important difference is that one act could be sufficient to constitute an 
offence under section 4, as opposed to the requirement of persistent acts for 
harassment and stalking: see section 7 of the Bill (which is to replace the 
harassment offence in section 10 of the 1997 Act) and section 8 of the Bill 
(the new offence of stalking).

Section 4(3) provides that the penalties for the offence are the same 
as those for the harassment offence in section 10 of the 1997 Act (and in 
sections 7 and 8 of the Bill): (a) on summary conviction, a Class A fine (a fine 
of up to €5,000) and/or up to 12 months imprisonment; or (b) on conviction 
on indictment, an unlimited fine and/or up to 7 years imprisonment.

Section 5 of the Bill makes it an offence for a person to take, or distribute 
or publish, an intimate image of another person without the other person’s 
consent. Section 5 of the Bill is aimed at behaviour that falls short of 
the intentional, egregious, activity associated with the shaming offence 
sometimes referred to as “revenge porn” dealt with in section 4. Section 5 of 
the Bill therefore corresponds with the kind of behaviour that is sometimes 
described in other jurisdictions as “upskirting” or “downblousing”. The 
offence in section 5 may, in some respects, be thought of as being associated 
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with the behaviour known as “sexting” but it differs in a fundamental way 
in that it is committed only where the intimate image is taken without 
consent. It remains a separate question, which is outside the scope of the 
criminal law, as to whether it is appropriate or suitable for persons, whether 
young persons or adults, to distribute intimate images.

Section 5(2) provides that some ingredients of the offence are based on 
those in the harassment offence in section 10 of the Non-Fatal Offences 
Against the Person Act 1997, namely, that the accused by his or her acts 
seriously interferes with the other person’s peace and privacy or causes 
alarm, distress or harm to the other person. However, the offence in 
section 5 differs in an important respect from harassment because it does 
not require that the accused has acted either intentionally or recklessly: 
the offence occurs simply by the taking, distributing or publishing of an 
intimate image without consent. It is therefore a strict liability offence, and 
for this reason also it has been proposed as a summary offence only. It also 
differs from harassment or stalking in that it can involve a “once-off” act.

Section 5(3) provides that the offence is a summary offence, the 
penalties being a Class A fine (a fine of up to €5,000) and/or up to 6 months 
imprisonment.

Section 6 of the Bill repeals section 13 of the Post Office (Amendment) 
Act 1951 of sending a menacing or false message by post or telephone 
(originally enacted to deal with “poison pen” letters, and later extended 
to include “crank” phone calls and text messages) and replaces this with a 
comparable offence that applies to all forms of communications, including 
messages distributed online through social media, and states that this 
should include not only messages to a person but also about a person.

Section 6(2) provides that the essential ingredients of the offence are that 
the person distributes or publishes the message either: (a) intentionally or 
recklessly for the purpose of causing alarm, distress or harm to the other 
person, or (b) persistently. This is broadly based on the factors in section 
13 of the 1951 Act, but the wording has been aligned with the “harm” test 
in section 10 of the Non-Fatal Offences Against the Person Act 1997 (also 
used in sections 4, 7 and 8 of the Bill).

Section 6(2)(a) reflects section 13 of the 1951 Act in that one act could 
be sufficient to constitute an offence under section 6, while section 6(2)
(b) also reflects section 13 of the 1951 Act in that it can involve persistent 
acts, and can thus be compared with harassment and stalking: see section 7 
of the Bill (which is to replace the harassment offence in section 10 of the 
1997 Act) and section 8 of the Bill (the new offence of stalking).

Section 6(2) of the Bill has omitted any wording from section 13 of the 
1951 Act that could be vulnerable to being found unconstitutional on the 
grounds that they were vague or overly broad in scope (notably the words 
“grossly offensive”).

Section 6(3) provides that the penalties for the offence are the same 
as those for the harassment offence in section 10 of the 1997 Act (and in 
sections 4, 7 and 8 of the Bill): (a) on summary conviction to a Class A 
fine (a fine of up to €5,000) and/or up to 12 months imprisonment; or (b) 
on conviction on indictment to an unlimited fine and/or to up to 7 years 
imprisonment.

Section 7 of the Bill states that the harassment offence in section 10 of 
the Non-Fatal Offences Against the Person Act 1997 should be replaced and 
re-enacted with two important amendments: (a) that the harassment offence 
should expressly apply to harassment by any means of communication, 
including through digital and online communications; and (b) that it should 
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deal with indirect forms of communications, such as setting up fake online 
social media profiles.

Section 7(2) provides that the essential ingredients of the offence are 
those in the harassment offence in section 10 of the 1997 Act, namely that: 
(a) the accused, by his or her acts intentionally or recklessly, seriously 
interferes with the other person’s peace and privacy or causes alarm, 
distress or harm to the other person; and (b) his or her acts are such that a 
reasonable person would realise that the acts would seriously interfere with 
the other person’s peace and privacy or cause alarm, distress or harm to the 
other person. Section 7 of the Bill retains the requirement of “persistence” 
which is a recognised aspect of harassment. By contrast, the offences in 
sections 4 to 6 of the Bill can be committed by a “once-off” act.

Section 7(3) provides that the penalties for the offence are the same 
as those for the harassment offence in section 10 of the 1997 Act (and 
in sections 4 and 8 of the Bill): (a) on summary conviction to a Class A 
fine (a fine of up to €5,000) and/or up to 12 months imprisonment; or (b) 
on conviction on indictment to an unlimited fine and/or to up to 7 years 
imprisonment.

Section 8 of the Bill provides that an offence of stalking, separate from the 
related offence of harassment, should be enacted. The essential ingredients 
of the stalking offence are, broadly, similar to those in the harassment 
offence now set out in section 7 of the Bill. As discussed in the Report, the 
Commission agrees with the view that stalking is, in effect, an aggravated 
form of harassment that can be committed by a former relationship partner, 
although this is not the only setting in which it can occur. For this reason, 
the specific ingredients of stalking in section 8 of the Bill differ in one, 
albeit significant, respect from those for the harassment offence now in 
section 7 of the Bill: the accused must, by his or her acts intentionally or 
recklessly, seriously interfere with the other person’s peace and privacy, 
and must (as opposed to “or” for harassment) cause alarm, distress or harm 
to the other person. As with harassment, the stalker’s acts must be such that 
a reasonable person would realise that the acts would seriously interfere 
with the other person’s peace and privacy or cause alarm, distress or harm 
to the other person.

Section 8(3) provides that the penalties for the stalking offence are 
the same as those for harassment under section 7 (and the offences under 
sections 4 and 6): (a) on summary conviction to a Class A fine (a fine of up 
to €5,000) and/or up to 12 months imprisonment; or (b) on conviction on 
indictment to an unlimited fine and/or to up to 7 years imprisonment.

Section 9 of the Bill is a standard provision concerning the personal 
criminal liability of directors and officers of “undertakings” (defined in 
section 2 of the Bill) where an offence under Part 2 of the Bill has been 
committed by an undertaking.

Section 10 of the Bill concerns the territorial jurisdiction of the offences 
in the Bill. The text is based on section 10 of the Criminal Justice (Offences 
Relating to Information Systems) Bill 2016, which proposes to implement 
the territorial provisions in Article 12 of Directive 2013/40/EU on attacks 
on information systems.

Section 11 of the Bill is a standard provision concerning evidential 
matters related to offences committed outside the State. The text is based 
on section 11 of the Criminal Justice (Offences Relating to Information 
Systems) Bill 2016.

Section 12 of the Bill is a standard provision to avoid double jeopardy 
in respect of offences comparable to those in this Bill committed outside 
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the State. The text is based on section 12 of the Criminal Justice (Offences 
Relating to Information Systems) Bill 2016.

Section 13 provides that a 2 year time limit for bringing a summary 
prosecution for the offences under Part 2 of the Bill should apply, rather 
than the standard 6 month time limit in section 10(4) of the Petty Sessions 
(Ireland) Act 1851.

Section 14 provides that proceedings against a person under the age of 
17 charged with an offence under the Bill should require the consent of 
the Director of Public Prosecutions. This is to ensure that in the case, for 
example, of distribution of intimate images between persons under the age 
of 17 (and in respect of which the summary offence in section 5 of the 
Bill might arise), a clear decision-making process at national level is in 
place to ensure that a consistent prosecutorial approach applies. This is also 
intended to ensure that, where appropriate, the diversion provisions of the 
Children Act 2001 can be applied in suitable cases.

Section 15 provides that in any prosecution for an offence under the Bill, 
the identity of the person in relation to whom the offence is alleged to have 
been committed should be protected; and that this protection should, in 
general, mirror the reporting restrictions that protect the privacy of a person 
in relation to whom a sexual offence is alleged to have been committed.

Thus, section 15 is, broadly, modelled on the reporting restrictions in 
section 7 of the Criminal Law (Rape) Act 1981 (as amended) and provides 
that, in general, no matter likely to lead members of the public to identify 
any person as a person in relation to whom the offence is alleged to have 
been committed (referred to in the 1981 Act as the complainant, and in 
section 15 of the Bill as the relevant person) shall be published in person a 
publication available to the public or broadcast, except as authorised by a 
direction given under the section.

Similarly section 15 of the Bill, like section 7 of the 1981 Act, provides 
that the accused may apply to court for a direction to have the reporting 
restrictions removed and that the court must give such a direction if 
satisfied: (a) that the direction is required for the purpose of inducing 
persons to come forward who are likely to be needed as witnesses at the 
trial, and (b) that the conduct of the applicant’s defence at the trial is likely 
to be adversely affected if the direction is not given.

Section 15(2) of the Bill adds an additional provision not found in 
section 7 of the 1981 Act by providing for an application by the person 
against whom an offence under the Bill is alleged to have been committed 
to consent to waiving the ban on reporting of her or his name. And, unlike 
section 7 of the 1981 Act, section 15 of the Bill does not provide for 
anonymity of the accused: this is because, while it is important to protect 
the privacy of the person against whom an offence under the Bill is alleged 
to have been committed, the offences in the Bill are not sexual offences and 
therefore the full panoply of the provisions in the 1981 Act do not apply

Section 16 provides that the provision for forfeiture of any apparatus, 
equipment or other thing used in the course of committing the offence 
under section 13 of the Post Office (Amendment) Act 1951 (replaced by 
section 6 of this Bill) should apply to all offences under this Bill.

Section 17 provides that the Circuit Court may, on an application to it, 
make an order, having regard to the evidence presented and if the court is 
satisfied that it is in the interests of justice so to do, that a person shall not, 
for such period as the court may specify: (a) communicate by any means 
of communication with or about a named person, or (b) that the respondent 
shall not approach within such distance as the court shall specify of the 
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place of residence or employment of a named person. This is based on the 
comparable powers in section 10(3) of the Non-Fatal Offences Against the 
Person Act 1997, but which are limited to cases where a prosecution for 
harassment has been brought.

Deputy Jonathan O’Brien,
Eanáir, 2017.

Wt. 79992. 330. 1/17. Essentra. (63905). Gr. 30-15.
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